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4

B3am. VIHB.

[Toan. ngara

UuB. N°nnogn.

Hacrosimee pyKOBOJACTBO IO OKCIUIyaTallMd pacHpOCTPaHSAETCd Ha KOMILUIEKC
IpOrpaMMHO-aINMapaTHeli  Kpunrorpadguueckoil  3amutbl  uHPopMauuu  «bACH
CIOUK.465634.001  (manee — [TIAK «BAC»), npenHa3HauyeHHBIH s 3alMTHI
uHpOpMaIuy, LIUPKYJIUPYIOIIEH B KaHalaX NepeJauu JaHHbIX.

[TAK «BAC» npumensiercss B cucteMax o0paboTku nHPOpMAIUA OTPAHUICHHOTO
pacrnpocTpaHeHUs] U O00eCIeurBaeT 3alllUTy KakK KIMEHTCKOM, Tak M CEpBEpPHON YacTu
CHUCTEMBL.

JlaHHBIN TOKYMEHT SBIJISIETCS HKCILTYyaTallMOHHBIM JOKyMeHToM (D/1), coaeprxanmm
CBECHMSI 10 SKCIUTyaTallul, TEXHUYECKOMY OOCITYKUBAHUIO U PEMOHTY.

PyKkoBOACTBO MO 3KCITyaTaliuy ONUCHIBAET CIIEIYIOLIEE:

— HaA3HAYEHUE U TEXHUYECKHE XapaKTEPUCTUKH;

— NPUHLINI PaOOTHI;

— NOPSIIOK XPAHEHMS U TPAHCIIOPTUPOBAHUS;

— IIOPAA0K MOHTAKa U BBOAA B SKCILNIYaTallUIO.

Jinct
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1 Onucanue u padora

1.1 Haznauenue usaeaus

1.1.1 [TAK «BAC» npenHazHadeH I 3alluThl KaHaJoB oOMeHa HH(opMaIen
MEXy aOOHEHTaMH, B3aUMOJICHCTBYIOIIUMHU IO I poBOMy mpoTokony IP depes cetn
nepenayn JaHHbBIX.

1.1.2 TTAK «BAC» o0ecnieunBaroT KpunTorpaduyecKyro 3alluTy IMepeaaBacMbIX
JTAHHBIX TTOCPEJCTBOM IIOJIHON WHKAICysAuu IP-makeToB myTeM mX MHMGPOBaHUS C
WCIIOJIb30BAaHUEM KPUTITOTpAQUUECKUX aITOPUTMOB Ha OCHOBE TIPOTOKOJIOB IPSec.

1.1.3 O6nacte npumenenust [TAK «bAC» — cuctembl 00paboTku HHOOpPMALIUH

OTPaHUYEHHOTO PACIPOCTPAHEHUS.

1.2 TexHuveckue XapaKTepHuCTUKH

1.2.1 ITAK «BAC» npousBoautcs B CAEAyONMX KOHPUTYpaIUsX:

°
~
]
) a) yCTPOMCTBA 3alIUTHI KIIMEHTA,;
S
é‘ 0) cepBepa 3alUThI.
1.2.2 1TAK «<BAC»  KOHCTPYKTMBHO  NpEJACTaBis€T  COOOW  BBIYUCIUTEID,
\§ pabotatomuii mox ynpasieauem OC LiNuX, ¥ BCTpOEHHOE MPOrpaMMHOE 0OeCTieueHHE.
X
< [Ipu »>TOM yCTpPOWCTBO 3alIMTHl KIMEHTA W CEPBEP 3alUThl HMEIOT OJMHAKOBOE
Q
I
X OporpaMMHOE  OOecledyeHUe, 4YTO  OOECHEeYMBAET  BBIIOJHEHHE  OJUHAKOBBIX
i. (YHKIIMOHATBHBIX BO3MOXHOCTEH, HO pa3IMYHOE allapaTHOE MCIOJIHEHHUE, BCIEICTBUE
I
X o
s Yero yCTPOMCTBO 3alllMThl KJIMEHTA MW CEpBEp 3allUThl HMMEIOT Pa3Iu4HYIO
]
)
& BBIYHCIIUTEIbHYIO MOIIIHOCTb.
o 1.2.3 [TAK «BAC» peanusyer cieayroniye GyHKIIHMOHATBLHBIE BO3MOXKHOCTH:
~
a
J 1 3amuty uHPoOpMauuMu TyTeM ~ee  MHUQPPOBaHUS C  UCIOJIb30BAHUEM
S
ét KpUnTorpadhuyecKux alropuTMOB Ha OCHOBE IIPOTOKOIOB IPSec.
S
g
N
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2 llludpoBanme mnepenaBaeMbix naHHbIX B cooTBercTBue ¢ ['OCT 28147-89 wu
CTb 34.101.31-2011.

3 KoHTponib 1I1EIOCTHOCTH TAKEeTOB JaHHBIX (BBIYMCICHHE WMHUTOBCTAaBKH) B
coorBercTBrE ¢ [[OCT 28147-89, CTh 34.101.31-2011, CTb 34.101.47-2017.

4 CornacoBanue kmoueit mmdposanus npoussoautcs no CTh 34.101.66-2014.

5 I'enepanmro kmroveit n cuaxponocbutok mpu nomomu CTbh 34.101.47-2017 ¢
MCIIOJIb30BaHUEM T'€HepaTopa CIydalHbIX YUCIOBbIX nocieaoBaTenbHocTed (I'CUII) Ha
OCHOBE (PU3NYECKOI0 NCTOYHHKA IIyMa.

6 BeipaboTky oTkpbIThIX Kiatouei npu nomonu CTh 34.101.45-2013.

7 ®opMupoBaHHE 3alpoca Ha TONydeHHEe cepTU(dUKaTta OTKPHITOTO KII0Ya B
cootBercTBuM ¢ CTh 34.101.17-2012.

8 O0paboTKky cepTU(UKATOB OTKPBITHIX KIHOYEH M CHUCKH  OTO3BAaHHBIX
ceptudukaroB B coorserctBuu ¢ CTh 34.101.19-2012 (ITpoBepena paboTOCOCOOHOCTH
C cepTudUKaTaMu VI TI'ocCYOK, bYTB, MunucrepcTBa (bUHAHCOB,
ACB «benapycOank»).

9 3amuTy CeKpeTHBIX (JMYHBIX) KIIOYCH OT HECAHKIMOHHPOBAHHOTO PACKPBITHS,
MOJAU(PUKALMU U TIOAMEHBI, OTKPBITBIX — OT MOAU(DHUKAIIMH U TOJIMEHBI.

10 IIpoBepky pabOTOCTIOCOOHOCTH YCTPOWCTBA MPH BKIIOYCHWH W TI0 3aMpOCy
aJIMUHHUCTPATOPA.

11 Ilpu tectupoBanuu ITAK «BAC» ocymiecTBusier:

— TE€CThI KPUNITOTPaPUIECKUX AITOPUTMOB;

— KOHTPOJIb IIEJIOCTHOCTH MPOTPAMMHOI0 00€CTeueHuUs;

— KOHTpoJb padoTocnocooHoctu ['CUII u kauecTBa BhIpabATHIBAEMBIX CITyYailHBIX
YHCIIOBBIX MOCIIEI0BATEILHOCTEH.

12 BosamoxHOCTh ~ pabotel  uepe3 NAT  mpu  moMomM  MpOTOKOJa
NAT Traversal (NAT-T).

13 Benenue xypHana ayauTa U MPEeAOCTaBIEHUE AOCTyNa K HEMY IO MPOTOKOIY
SYSLOG, B kOoTOpBIii 3aHOCUTCS cleaytomias HGOpMALIHS:

— J1aTa U BpeMs;

Jinct
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— BbI3bIBacMasi PyHKIIHS;

— pe3ynbTaT (YCIEIIHO/HEYCIEIIHO).

14 3amuty ot HecankunonupoBaHHoro goctyna (HCJI) mpu BckpblTUH KOpHyca,
IpUYEM 3alluTa 00ecrieunBaeTCs 1aKe MPU OTCYTCTBUU BHELTHETO MUTAHUS.

[TAK «BAC» npu mnomomm «Kommuiekca mnporpaMMHO-aNapaTHOrO —3allUThI
uH(dOpMaIK OT HeCaHKIIMOHUpOoBaHHOTO Aoctyna «bapsep — USB» CHOUK.467458.004
(manee — ITAK «bapwep - USB»), Bxoxsiiero B €ro cocTaB BEAET HENPEPBHIBHBIN
KOHTPOJIb BCKPBITUA Kopryca. [Ipu oOHapyXeHUU BCKPBITHUSI KOPITyCa YHUUYTOXKAETCS
JUYHBIA KJIIO4Y, Xpassuuics B 3amuiieHHoM Xxpanuiuiie IIAK «bapsep - USBy», u
(bukcupyeTcsi BpeMsi BCKpbITUSL Kopryca Bo BHyTpeHHeM xkypHaie [TAK «bappep-USB»
(CKypHQJI KPUTHYECKUX COOBITHI). YCTPOWCTBO TpHU 3TOM TMEPEXOJUT B PEKUM
OJIOKMPOBKHU, U3 KOTOPOTO MOXET ObITh BBIBEJICHO TOJILKO aJMUHHUCTpaTOopoM. JlocTyn K
KypHAILy pa3pellieH TOJbKO aJJMUHUCTPATOPY MOCIE MPEAbIBICHUS NapoJisd AJi A0CTyIa
K 3al[MIIEHHOMY XPaHWIUIILLY.

MexaHu3M KOHTPOJIE BCKPBITUSI KOpIyca M ayauTa KPUTHUYECKUX COOBITHI

ABJCTCA HC OTKIOYACMBIM M BBIIIOJHACTCA OAXKC IIPU OTCYTCTBHHM BHCHIHCTO ITHMTAHHA

tu ~
L;[ YCTPOMCTBA.
X o
s 15 ABTOMaTHYECKYI0 CMEHY KIIOYel MHu(pOBaHUA MPU JOCTUKEHUU 33JaHHOTO
Q
= o0beMa nepeTaHHbIX JTAHHBIX JIN00 «BPEMEHHU KU3HI KITI0Ua.
< 16 Hanuuue cBeTOBOM MHAMKAIIMKU pabOTOCIIOCOOHOCTH.
L)
N
X 17 Bpemst TOTOBHOCTH K pabOTe Mocie BKIIOUEHHs MUTaHKs He npeBbimaeT 60 c.
2
§ 18 TTAK «bAC» He orpannuuBaet (yHKIHOHAIbHBIE BO3ZMOXHOCTH 3aIUIIAEMBIX
X CepBEPHBIX U A0OHEHTCKUX (KJIMEHTCKUX) YCTPONCTB.
o
g 19 TTAK «bAC» paccuuTaH Ha HETIPEPBIBHYIO KPYTIJI0CYTOYHYIO
¥
§ HEOOCTy)KUBaEMYI0 paboTy.
1.2.4 YCTpOWCTBO 3amUTHl KJIMEHTa peau3yeT cieayromue (QyHKIIMOHAIbHBIC
a
& BO3MOKHOCTH:
Sy
X o
S 1 3amuty nHpopmManmu, nepeaaBaeMoil co CKOpoCTbio He MeHee 7 MouT/c.
S
&
S
N
< Jlucr
o
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2 YrpaBieHue uepe3 OTIEeIbHBIM OT MOPTOB OOMEHa 3allUIIAeMbIMHU JaHHBIMU
USB-nopr.

3 Ilonkmrouenue k 10/100 Mowut/c Ethernet IEEE 802.3 mopty IP-cern.

4 Tlonkmouenne k 10/100 Mowut/c Ethernet IEEE 802.3 mopTy aO0OHEHTCKOTO
(xmuenTckoro) ycrpoiictsa (II9BM, IP-tenedona u ap.).

5 DneKTponuTaHue yCTPOWCTBA 3alUThl KIMEHTA OCYIIECTBIISIETCS OT OJHOTO W3
CIIEYIOIINX UCTOYHUKOB:

— CeTh MOCTOSIHHOTO ToKa ctanaapra PoE nanpsbkennem 48 B (tuiroc/munyc 10%);

— USB 3.0-nopT 3amuiaemMoro o00py/10BaHuS;

— ceTh dekTpornutanus 220 B, ¢ ucnonb3oBanuem micro-USB AC-DC ananrepa.

6 [ToTpebnsieMass MOIITHOCTH HE MpeEBbITIaeT 5 BT.

1.2.5 CepBep 3a1uThl peanu3yeT clieayonme GyHKINOHAIbHbIE BO3MOKHOCTH:

1 3amuty uHopManuy, nepeaaBaeMoi o CKOPOCThIO OMPEACIICHHON B JI0TOBOPE
Ha 1octaBKy, HO He MeHee /0 MOut/c (Ilpu OTCYyTCTBHMM B JIOTOBOPE Ha MOCTAaBKY
0co0bIX ykazanuii — CKopocTh mudpoBaHUs Ha cepBepe 3aluThl He MeHee 1 1'0uT/c).

2 IMogxmouenue k 10/100/1000 M6ut/c Ethernet IEEE 802.3 mopty IP-ceTn.

°

L;[ 3 [Noaxmouenue k 10/100/1000 Mowut/c Ethernet IEEE 802.3 moprty cepBepHOro

X .

3 ycrpoiictBa (IT9BM, SIP-cepBepa, cepBepa NpuIoKeHHE U JIp.).

Q

= 4 MomtHoCTh, TOTpeOsieMas CEepBEPOM 3alUThI, 3aBUCUT OT KOMIUICKTAIIUU

< HEO0OXOIMMOM JJIsi 00ecTieYeHUs CKOPOCTU MU(pOoBaHUs, ONPEICICHHON IOrOBOPOM Ha

L)

§ noctaBky (MoIIHOCTH cepBepa 3alluThl, 00€CIEUNBAIONIIETO CKOPOCTh MHU(PPOBAHUS HE

g mMenee 70 Mout/c He mpeBbimaer S50 Br. MomHoCTh  cepBepa  3alllMTHI,

N o0ecreunBamIero ckopoctb mu@posanuss He MeHee 1000 MOuT/c He mnpeBbIIIaeT

g | 400Br.

¥

3 1.2.6 ITAK «<BAC» peanusyer cienytoume AOMOJIHUTENbHBIE (YHKIIMOHAIbHBIC

BO3MO>KHOCTH:

N 1 Vnanennoe ynpasienue mo nporokoiry SSH, npudem ITAK «bBAC» MoxkeT OBITH

Sy

X

S MpeABapUTEIbHO HACTPOEH TakuM oOpa3om, uto ympasiswonme SSH makersl OyayT

Q

= 3aIUIIEHBI IPU TTOMOIIM TPOTOKOJIOB [Psec.

&

S

N

2_ Jlucr
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2 Ilepenava cBeneHU O CBOEM COCTOSSHMHM 10 mpoTokoiny SMNP s cbopa
cratuctuku o padore ITAK «bACy.

3 3ammTy MaHHBIX BTOPOrO ypoBHsS cereBod momenu (L2), myrem «3axBaTa»
MAKeTOB BTOPOTO YPOBHs, MHKAINCyiaupoBanus ux 3arosoBkamu UDP u mepemaum mo
3alUIIEHHOMY «IICEBIOIPOBOIY» MPH oMoy npoTokoia L2TPv3 pseudowire.

4 OobpenuHenne Heckonbkux [IAK «BAC» B kmactep s oOecreueHHs
OTKa30yCTOMYMBOCTH ¢ Ucnoib3oBaHueM npoTokonoB CARP wiu VRRP.

5 IMogneprkka MpoToKoJI0B ArHaMu4eckoi Mapmpyrtusanuu (RIP, OSPF, BGP) mpu

oMoty nakera Quagga.

1.3 CocTaB u3aeaus

1.3.1 Kommektr mocraBku ITAK «BAC» ompenensercs goroBopoM. Bo3MoKHBIHM
KOMILJIEKT [TOCTaBKH MPUBEIEH B Ta0uIe 1.

Taomuna 1 — Komrutexkt mocrasku [TAK «BACy»

© Koumn- .

5 3aBoackoi| [Ipume-

3 O003HaueHMe U3aeTusl HaumeHoBaHue usneauns 4eCTBO

N HOMEpP | YaHHe

s (ur.)

2 Komruieke mporpaMMHO- [Mpume-
arnmnapaTHbIi KPUIITOTpaQUIECKON yaHue 1

CIOVIK.465634.002 P pHITTOrpag !

< 3amuThl “HPopmanuu «bAC». Ipume-

E YcTpoiicTBO 3alIUTHI KIUEHTA. yaHue 2

2 Kowmrneke nporpammHo-

o . .

T anmapaTHbI Kpunrorpadguueckon [Tpume-

| | |crovk.465634.003 P puttrorpag P
samuThl HHPopmaruu «bACy. yague 2

N CepBep 3alUThI.

S KoMIuiekT skcrryaraiimiOHHOU

§ CIOHK.465634.001 BD [mokymMeHTaI[|K COTTIACHO

Q BE€IOMOCTH

[Ipumeuyanus

o 1 Io cormacoBaHMIO C 3aKa3YMKOM B KOMILIEKT ITOCTABKH YCTPOMCTBA 3alTUThI KIIMCHTA

a

N MOJKET OBbITh BKJIFOYEH UCTOYHUK MUuTaHus cranaapra POE (umkexTop — POE).

s 2 KonuyecTBO MOCTaBIIsIEMbIX YCTPOUCTB OMPEACIISIETCS JOTOBOPOM Ha MOCTABKY.

S

S

g

N

< Jlucr
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[Toan. ngara

WHB. N2 rogn.

1.4 YcrpoiicTBo n paGoTta

1.4.1 YerpoiicTBO

1.41.1 ITAK «bAC» KOHCTPYKTMBHO TPEJACTABISIET COOOM  BBIYUCIHUTEID,
pabotaromuii mox ynpasieauem OC LinuxX, u BCTpOEHHOE MPOrpaMMHOE 0OecCIIicueHHE.
IIpy >TOM yCTpPOWCTBO 3alMTHl KIWEHTA W CEPBEP 3aIUThl HMEIT OJMHAKOBOE
nporpaMMHOe  obOecrieyeHue, 4YTO  00ecleyrMBaeT  BBINOJIHEHHWE  OJIMHAKOBBIX
(yHKUIMOHANIBHBIX BO3MOKHOCTEW, HO PA3IMYHOE aIlapaTHOE HCIIOIHEHHUE, BCIEICTBUE
Yero yCTPOMCTBO 3alUThl KJIMEHTA MW CEpBEp 3allUThl HMMEIT Pa3Iu4HYIO
BBIYHUCIIUTEIBHYIO MOIIIHOCTb.

1.4.1.2 YcTpoCTBO 3allIUThl KIMEHTA BBIMOJHEHO B BHUJE YJIOKEHHOTO B KOPITYC
UCIIOJIHUTEIFHOTO OJI0Ka, KOTOPBIA COJEPIKUT anmapaTHyl0 4acTh YCTPOWCTBA, BKIIIOYAS
I[TAK «bapsep - USB».

1.4.1.3CepBep 3ammthl mpeacTaBisier coborr [IDBM, mnpennasHadueHHYIO IS
yCTaHOBKM B 19-m10iiMOBYIO CTOMKY (€eciii Apyroe He OroBOPEHO JOrOBOPOM Ha
nocraBky), ocHauleHHyto [TAK «bapeep — USB».

Br16op BapuaHTa MCIIONHEHHS CepBepa 3allUThl ONPEACNIICTCS B 3aBUCUMOCTH OT
TpeboBaHmii 3akazumka K mpousBoautenbHOcTH [IAK «BAC» u BbIOOpY MecTa ero

IIOCJIEAYIOIIEN YCTAHOBKH.

1.4.2 llpuaumun padoTsl

1.4.2.1 Ipunuun pa6otser [TAK «bBAC» ocHOBaH Ha opraHu3anvy MU(OPOBAHHOTO
KaHaja CBSI3U MEX]y 3allUIIaeMbIMU yCTPOMCTBAMHU.

1.4.2.2 B nporecce pabotsl [IAK «BAC» BBIMOJHSET ClIEIYIONIINE MPOLIECCHI:

— BBIITYCK M JKCHOPT 3ampoca Ha MOJy4eHHe cepTU(UKaTa OTKPHITOTO KII0Ya B

coorBercTBuu ¢ CTh 34.101.17-2012;
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— UMIIOPT CEPTU(PUKATOB OTKPHITHIX KIIOUYEH U CIIUCKOB OTO3BAHHBIX CEPTU(PHUKATOB
B cootBercTBHU ¢ CTh 34.101.19-2012;

— ayreHTU(UKanya U GpopMupoBaHUE OOIIETO KIIIOYA, HCTIOIB3YEMOIr0 B KA4ECTBE
Marepuaia kiroda mudposanus, B coorseTcTBun ¢ CTh 34.101.66-2014;

— mmdpoBaHHe ¥ KOHTPOJL IEJIOCTHOCTH JAHHBIX B COOTBETCTBHH C
CTb 34.101.31-2011 wnm 'OCT 28147-89.

— nepechliKa MUGPOBAHHBIX COOOIICHUIH;

— COTJIACOBaHME OKOHYAHUS CEaHCa CBSI3U M YHUUTOKCHHE CEaHCOBBIX OOBEKTOB;

— KOHTPOJIb BCKPBITHS KOpITyCa.

1.4.2.3 Tloaxmouenne [TAK «bACy» npous3BoAUTCS B pa3pbiB 3alIUIAEMON JTUHUU
nepenayy JaHHBIX 10 OKOHEYHOTO0 000PYyI0BaHMUS.

1.4.2.4TTIAK «BAC» umeer nBa Ethernet-mopra (ecnm wmHOe HE OroBOpeHO B
JIOTOBOpE Ha MOCTaBKY). nopT «AOoHeHT» u mnopT «Cerb». K mopty «AOOHEHT»
nojAKIoUaeTcs: okoHeuHoe yctpouctBo (IP-tenedon, T19BM, SIP-cepsep), k mopty
«CeTb» OJKITI0YAEeTCsI CeTh Nepeaun 3alUIIaeMbIX JTaHHBIX.

1.4.2.5 TTAK «bAC» obecnieunBaer mudpoBaHue TmepenaBaeMoil HHPoOpMaAIUU
MyTEeM CO3/IaHMsl 3alIUIIECHHBIX |PSEC-TyHHENelH MeX 1y HUMHU.

1.4.2.6 DnexTponuTaHue YCTPONUCTBA 3aIIUTHI KIIMEHTA OCYIIECTBISETCS OT OJHOTO
U3 CIEIYIOIMINX UICTOYHUKOB:

— CeThb MOCTOSIHHOTO ToKa cTanaapra PoE nanpsbkenunem 48 B (turoc/munyc 10%);

— USB 3.0-mopr 3amuiaemMoro o0opya0BaHus;

— ceTb anekrponuTanus 220 B, ¢ ucnons3oBanuem micro-USB AC-DC aganTepa.

1.4.2.7 DnekTponuTaHue  cepBepa  3alIUThI  OCYIIECTBIAETCI  OT  CETU
anektponutanus 220 B.

1.4.2.8 TIAK «bAC» coxpansieT paboTOCIIOCOOHOCTh M TIPU OTCYTCTBHUU BHEITHETO
MUTAHUS, BBIMIONHIS KOHTPOJb BCKPBITHS KOPIYyCa, MPU TMOMOIIM BXOJSIIETO B €ro

coctaB [TAK «bapbep - USB».
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1.4.2.9 TIpu oOGHapyKeHUU BCKPBITHS KOPITyca MPOUCXOJAUT YHUUTOKECHUE JTUUHOTO
KJII0Ya, & €CJIM BCKPHITHE KOPIyca MPOU3O0ILIO MPH BKIIOYEHHOM BHEIIHEM MUTAHHH,
IIPOM3BOJUTCS IPEPHIBAHUE CEAHCa CBA3M U Iepe3arpy3ka yCcTpoucTaa.

1.4.2.10 Ilpu Brxarouenunu u 1o 3anpocy aamunuctparopa [IAK «bACy BeinosHseT
CaMOTECTUPOBaHUE.

1.4.2.11 TIAK «<BAC» wumeer CcBeTOBYI0 WHAWKAIMIO HeucnpaBHocTe. [lpu
oOHapyxenun HeucnpaBHocTu [TAK «bAC» ¢popMupyer cepuu BCHBIILEK CBETOIMOAA

«Omunbka». Ilpu 3TOM KOJMYECTBO BCHBIIIEK B CEPUM YKAa3bIBa€T HAa MPUUYUHY

HEHCIIPaBHOCTH:

— OJlHA BCTIBIIIIKA —  HAPYIIEHUE LEJIOCTHOCTU JIMYHOTO Kito4a (ObUT BCKPHIT KOPITYC,
YHUUTOKEH JIMYHBINA KITIOY);

— JIBE BCIBIIIKH — omunOKa anmapatHoM cocTaBistomeld (HepaboTOCIOCOOHOCTD

re€HepaTopa CIy4YalHbIX YHMCEN WIM IUIOXO0€ KAa4Y€CTBO CIYyYalHOU
YUCJIOBOM  NOCJIENOBATENBHOCTH, HAPYIIEHUE  LEIOCTHOCTH
npowmuBku [TAK «bapeep - USB»;

— YEThIPE BCIBIIIKHA — OMMOKA BBIMOJHEHUSI KPUNTOTPAQUUECKUX aAITOPUTMOB WITU

HapyHaIeHUC nCJI0CTHOCTHU IIPOTPAaMMHOI'0 oOecIIeYeHMS.

1.4.2.12 Konu4ecTBO BCIBIIIEK B CEPUH, paBHOE CYMME HEKOTOPBIX U3

MNEPCUNCICHHBIX BAPHMAHTOB, YKA3bIBACT HA HAJIMYNEC HECKOJIbKHUX OIITMOOYHBIX chyauHﬁ.

1.4.3 Pouu moJib30BaTe e

1.4.3.1TIAK «bAC» mpeamoyiaraeT Hajlu4yude JIBYX pOJIEM TmMoJib30oBaTelend ¢
JOCTYITHBIMH JIJTS KOKION U3 poJielt QyHKIUSIMH B ¢ HATHIHEM OTPECIICHHBIX MPaB:

— pOJib AIMUHUCTPATOPA;

— pOJIb TIOJIL30BATENS.

1.4.3.2 Pons amvmumHHCTpaTOpa npeaHasHadeHa i1 BBojga I[IAK «BAC» B

9KCILTyaTalluro, HaCTpOﬁKH YCTpOﬁCTBa, BOCCTAHOBJICHU A pa6OTOCHOCO6HOCTI/I B CJIydac
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BO3HMKHOBEHHUs1 omunbok, a Takke mia BbiBoga [TAK «BAC» wu3 skcrmyaranuu.
OcHOBHBIMU (DYHKITUSIMU, BBITIOJTHIEMBIMH aIMUHUCTPATOPOM, SIBJISIFOTCSI:

— MepBUYHAS HACTPOIKA yCTPONCTBA /ISl padOTHI B CETH TEPEIauul TaHHbBIX;

— reHepanusi JIMYHBIX KJII0Ye W BBOJA B YCTPOMCTBO CEPTU(PHUKATOB OTKPBITHIX
KJIFOYCH;

— yIpaBJeHUE JUYHOM KIIIOYeBOM MHQOpManuend mojb3oBareneil  (3amuch,
yAaJeHue, aAMUHUCTPUPOBAHHUE);

— peTHUCTpanys yCTPOMCTB 3aIUTHI KJIIMEHTA HA CEPBEPE 3aILUTHI;

— NEPUONYECKUN KOHTPOJIb pPabOTOCIIOCOOHOCTH YCTPOMCTBA M H3MEHEHUE
HACTPOEK YCTPOMCTBA, B Clly4ae HEOOXOJUMOCTH;

— aAMUHUCTPUPOBAHKE KypHAaJa,

— BOCCTAHOBJICHHE pPabOTOCIOCOOHOCTH YCTPOMCTBa B Cllydyae BO3HUKHOBECHHS
OIIHOOK.

1.4.3.3 Ponb nonb30BatTess BHINOIHSIIOT YCTPOMCTBA, HAXOAIIMECS B 3aIIUIIIAeMON
cetu. ITAK «BAC» mnpennasnHadeH mjig KpUOTOrpapuyeckoil 3amuThl HMHGOpPMALIKH,

nepenaBaeMoﬁ €ro IMOJIb30BAaTCIIsSIMU.

1.5 CpencrBa u3mMepeHusi, HHCTPYMEHT M NPUHA/LJIEKHOCTH

1.5.1 JIng noakmrouenus [TAK «bACy» k ceTu mnepenadd 3allUIIAEMbIX JaHHBIX U
a0OHEHTCKUM  yCTPOMCTBaM  MCIOJB3YIOTCS ~ CeTeBble Kabemu ¢  pa3beMami,
COOTBETCTBYIOIIMMU cTaHaapty 8P8C.

1.5.2 Ins moaxmouenust ceprepa 3auuThl [TAK «BAC» k ceTu snekrponutanus
220 B ucnonb3yeTcst mHyp — coeAuHuTeNb, cooTBeTcTBYIOMMN ['OCT 28244-96.

1.5.3 Hactpoiika u ymnpaBieHHE YCTPONCTBOM 3allUThl KJIUEHTHl OCYIIECTBISETCS
yepes [IDBM, noakitoueHHyto k Hemy depe3 micro-USB kaGenb.

1.5.4 JIns ocyuiecTBICHUSI HACTPOUKH U TEXHUUYECKOr0 00CITy>KMBaHUSI yCTPOICTBA
3ammutel  kineHTa  [IAK «BAC»  HeoO0XxonMMm  MEpCOHANbHBIA  KOMIBIOTED,

COOTBCTCTBYIOIHI/Iﬁ (SA1(S718%430210870\% Tpe6OBaHI/I}IM:
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— Hanumuue cBoboaHoro USB nopra;
— Hanuuue ycraHoBiueHHoN OC;
— Haynuue ycranoBiaeHHoro napaiBep mius CP210x USB — UART wmocra (moctynen

Ha caiite IIPOU3BOIUTEIIS: https://www.silabs.com/products/development-

tools/software/usb-to-uart-bridge-vcp-drivers);

— Hanume tepmuHansaoro 10 (putty, Microsoft HyperTerminal);

— HaJIM4ue CBOOOIHO pacrpocTpaHsieMon yTUIuTH titp32.exe.

1.6 MapkupoBKa U IIIOMOUPOBaHUE

1.6.1 Mapkupogka [TAK «BACy» conepkuT cieayroIry nHpopMaruio:

— HOMHHAJIbHOE HANPSHKCHUE B BOJIBTAX;

— HOMUHAJIbHYIO YaCTOTY B Tepliax;

— HOMHHAJIBHBIN TOK B MUJUTHAMIIEPAX WIJIH aMIIepax;

— HAMMEHOBAHUE U3TOTOBUTEIISI, TOPTOBBINA WU (PUPMEHHBINA 3HAK;

— 0003HaYeHUE MOJIENU WIH TUIIA, TPUCBANBAEMOT0 U3TOTOBUTEIIEM.

1.6.2 Ha TpaHcnopTHO# Tape HaHECEHa TPAHCTIOPTHAS MapKHUPOBKA B COOTBETCTBUU
c I'OCT 14192-96 c¢ yka3zaHueM MAaHUIYJSIIMOHHBIX 3HAKOB «Bepx», «Xpymkoe.

OcropoxHo», «bepeds oT Biaru».

1.7 YnakoBka

1.7.1 ITAK «BAC» um skcmilyaTalMOHHasi JOKYMEHTAlUsl, BXOJAIINE B KOMIUIEKT
MOCTaBKH, YIIAKOBAHbI B MAKEThl U3 MOJUATUICHOBOU TUICHKU ToJIMHOM He MeHee 0,1
MM 1o 'OCT 10354-82 ¢ mocnenyromeii 3aBapKoil 1mBa.

1.7.2 Bpemennast mnpotuBokoppo3nonHas 3amnmura I[TAK «bAC» mnposeneHa mo
Bapuanty B3-10 - 3ammTa ¢ MOOMOIIBIO CTAaTHYECKOIO OCYHIEHUSI BO3ayXa IO

I'OCT 9.014-78. Cunukarenp Ttexaudeckuit 1o ['OCT 3956-76 B mnakere wu3

Jinct

CrONK 465634.001 P3

14

HsM Jincr|l N°gokym. Togn. | f4ara



https://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers
https://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers

[Toan. ngara

Une. Neqybn.

4

B3am. VIHB.

[Toan. ngara

UuB. N°nnogn.

xjormuarooymaxkHot Tkanu mo ['OCT 29298-92 mnomemieH BMecTe ¢ H3JEIUEM B
MTOJIMATUIIECHOBBINA MAKET 10 €ro 3alaiKu.

1.7.3 B mnonbopHyl0 TpPaHCHOPTHYIO Tapy BIJIOXKEH YHNAKOBOYHBIM  JIHCT.
YaKkoBOYHBIN JIUCT COCTaBJeH IO (opMe MPeanpUATUI-U3TOTOBUTENS, COACPKAIICH
CJIEYIOIINE CBE/ICHUS:

a) HAMMCHOBaHHUE U 0003HAYCHUE W3/ICIHS;

0) KOJIMYECTBO YITAKOBAHHBIX W3JICIINN;

B) JaTy yHaKOBKH;

T') MOJIMUCH WJIM IITaMII OTBETCTBEHHOTO 32 YIIaKOBKY;

n) mramn OTK.
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2 Ucnoyb30BaHue MO0 HAZHAYECHHU IO

BHUMAHME: ITPU PABOTE C YCTPOMCTBOM CJIEAYET COBJIIOJATH
MEPBI DJIEKTPOBE3OITACHOCTM.

2.1 JkcuryaTalimoOHHbIE OTPaHUYEHUSA

2.1.1 Kimumarnueckoe ucnionaerne [TAK «bACy» YXJI 4 mo 'OCT 15150-69.

2.1.2 Ycnosus skcruryaranuu [TAK «BACy:

a) TemIepaTypa OKpyKarolieil cpeabl oT mwitoc 5 a0 mwitoc 40 °C;

0) oTHOCUTENbHAST BIAKHOCTh OKpYy)Karollero Bo3ayxa He Oomee 95 % mpu
TeMIepaType OKpy»Karolero Bo3ayxa mitoc 25 °C;

B) atMocdepHoe nasienue ot 84 no 107 klla (ot 630 no 800 mm pr. CT.).

2.2 IlloaAroroBKa u3jaejus K MCIOJb30BAHUIO

2.2.1Tlepen wnHadamoMm pabOThl HEOOXOIWMO BHUMATEIbHO O3HAKOMHUTBCA C
TexHuueckoil fokyMeHntauuen Ha [TAK «BAC».

2.2.2 TIAK «bAC» obecrieunBaeT npu IKCILTyaTaIuu 0€30MacHOCTh
OOCIY’>KMBAIOIIEr0 TNEepcoHana, »dJIEKTPUUYECKYI0 U TOXKapHyr0 Oe30MacHOCTh B
cootBerctBuM C¢ TpeboBanusmu ['OCT IEC 60950-1-2014, mnpeabsBiIsieMbIMH K
o0opynoBaHuto kiacca I.

2.2.3 IlogkmoyaTh U OTKJIIOYATH JIFOOBIC BHEITHHUE YCTPOUCTBA JIOMYCKAETCS TOJIBKO
B BBIKJIFOUEHHOM COCTOSIHUH.

2.2.4Tlepen nauvanom oskcmnyatanuu [TAK «bAC» HeoOxomumo yOeauTbes B
OTCYTCTBUU MEXaHUYECKUX TIOBPEIKICHUH.

2.2.5BBog B okcmyaranmioo  [TAK «bAC»  nomkeH  OCYIIECTBISATHCS B

COOTBETCTBUU C TEXHUYECCKOMN HOKYMGHTaHHCﬁ Ha IMOCTaBJIACMOC U3ACIIHUC.
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2.2.6 JIna BBoga B skcruryaranuio [TAK «BACy» Heobxoaumo:

— MOJIKJIIOUYUTh €r0 K a0OHEHTCKOMY (KJIIMEHTCKOMY) YCTPONCTBY M CETH Neperayu
3aIIUIIAEMbIX JAHHBIX;

— 00ecnevyuTh JIEKTPONUTAHUE,

— IPOU3BECTU HACTPOUKY COECIMHEHUM.

2.2.7 JIng TOOKITIOYEHUST YCTPOMCTBA 3aIUTHl KIMEHTAa HEOOXOAMMO BBITIOJHHUTH
CIIEIYIOLIHUE JCUCTBUA:

— U3BJIEYb YCTPOMCTBO 3aIMTHI KIHMEHTA U3 YIIaKOBKH;

— NOJKIIIOUUTh K MOpTy «CeTh» yCTpOMCTBA 3alllUTHl KJIMEHTA CETh INepelayu
3allMIIAeMbIX JIaHHBIX MPHU MOMOIIU CETEBOro Kabess, COOTBETCTBYIOUIETO CTaHAApTY
8P8C (Ethernet-xabemns);

— o0ecrneunTh DJICKTPONUTAHUE YCTPOWCTBA 3alllUThl KIHWEHTAa OT OJHOr0 W3
CIEAYIONIUX UCTOUHUKOB:

a) CeTh MOCTOSTHHOTO TOKa ctannapta PoE nanpsbkenuem 48 B (mumtoc/munyc 10%);

6) USB 3.0-noprt 3amuiiaeMmoro o00opy0BaHus;

B) ceTb anekTporutanus 220 B, ¢ ucnonb3oBannem micro-USB AC-DC ananrepa;

— MOJIKJIIOUUTh K TOPTY «AOOHEHT» YCTpPOMCTBA 3alIUTHI KJIMEHTa aOOHEHTCKOE
ycrpoiictBo (IIDBM, IP-tenedon u T.1m.) npu nomoniu Ethernet-kadens;

— IPOU3BECTH 3aIKCh O MOJKIIOYEHUN YCTPOUCTBA B MACTIOPTE.

2.2.8 Cxema MOJKIIOYEHUs] YCTPOMCTBA 3aIMUTHl KIMEHTA C DJIEKTPONUTAHUEM OT
CETH Iepelayuu 3allUIAeMbIX JaHHBIX MPEACTaBiIeHA HA PUCYHKeE 1.

2.2.9 Cxema MOJKIIIOYEHUS] YCTPOMCTBA 3aIUTHl KIMEHTA C DJIEKTPONMUTAHUEM OT
JOTIOJIHUTENIbHOTO HWcToyHuKa mnuTanus ctangapta IEEE 802.3af npencraBiena Ha
pUCYHKE 2.

2.2.10 CxemMa MOAKIIOYEHUSI YCTPOMUCTBA 3AIIUTHl KIIMEHTA C DJIEKTPONMUTAHUEM OT
USB 3.0-mopt 3amuiaeMmoro o00py10BaHuUs MIPEACTABICHA HA PUCYHKE 3.

2.2.11 Cxema MOAKIIOYEHUSI YCTPOMUCTBA 3AIIUTHl KIIMEHTA C 3JIEKTPONMUTAHUEM OT
cetu 220 B, ¢ wucnonwszoBanueM micro-USB AC-DC apantepa mnpeacraBieHa Ha

pucyHke 4.
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AbBoHeHTCcKoe

nopT

YCTPOMNCTBO

«ADOHEHT»

YCcTponcTeo

nopT

CeTb nepegaum

3alUTLI
KnueHTa

«CeTb»

3alMLaeMbiX AaHHbIX
ctaHgapTta IEEE 802.3af

PI/IC}/HOK 1 - Cxema IO AKJIFOYCHU A YCTpOﬁCTBa 3alIHUTHI KIIMCHTA C 3JICKTPOIIMTAHUCM OT

ABOHEHTCKOE
YCTPOUCTBO

nopT

YcTponcTao

«ABOHEHT»

3aLmThbl
KIMeHTa

aneKkTponuTaHus

CCTHU NICPpCaAadun 3alllNIACMbIX JaHHbBIX

CeTb

220B

nopt

«CeTb»

McToYHnk
nuTaHua
cTaHgapTa
PoE

CeTb nepegaym

3almaemMblxX gaHHbIX

Pucynok 2 — Cxema NOAKIIOYEHHs YCTPOMCTBA 3aLUTHI KJIMEHTA C dJIEKTPOIIUTAHUEM OT

JOTIOJIHUTEIBHOTO HcTOouHNKa uTanus crangapra IEEE 802.3af

BHUMAHWE: CETh ITEPEJIAUM 3AIIMIIAEMBIX JTAHHBIX CTAHIAPTA
|EEE 802.3AF JJOJDKHA TTOKITIOYATHCS K TIOPTY «CEThy, TOAKJIIOYEHUE
CETU IIEPEJIAUN JAHHBIX CTAH/IAPTA IEEE 802.3AF K IIOPTY «ABOHEHT»
HEJIOITY CTUMO.

2.2.12 Ilpu snexTponuTannu ycTpoiicTBa 3amuThl kiueHta ot cetu IEEE 802.3af

(craumapt PoE) ono Moxker mepenmaBath dnekrpormrtanue cranmapta IEEE 802.3af,

nonyueHHoe ¢ mopra «CeTb», Ha TOPT «AOOHEHT» IJsl THUTAaHHUA aOOHEHTCKOTO

ycrpoiicTBa. IJis 3TOro HEoOXOAMMO YCTaHOBHTH mapaMmeTp Power_translate=yes B

daitre /etc/power_translate.conf.

nopt
USB 3.0 «YnpasneHue»
YcTpoiicteo
ABOHeHTCKOE nopT 3;Lme| nopT CeTb nepenaun
YCTPOWCTBO «ABOHEHT» KveHTA «CeTb» 3almLiaemMblX AaHHbIX

Pucynok 2 — Cxema NOIKIIOYSHHSI YCTPOICTBA 3aIIUTHI KIIMEHTA C 3JICKTPOIUTAHUEM OT

USB 3.0-nopt 3amuiiaeMoro o00py10BaHus

H3M

Jluct

N2 gokym.
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micro-USB Cetb

AC-DC | arieKTponnTaHms
aganTep 220B
nopt
«YnpasneHue»
YcTponcTBo

AbGoHeHTCKoEe nopT P nopT CeTb nepepayun

3alWmnThl
YCTPOWNCTBO «ABOHEHT» KMeHTa «CeTb» 3awmiaeMblX gaHHbIX

PucyHnok 4 — CxeMa NoAKII0YEHUS yCTPOICTBA 3aIUUThI KIHEHTA C 3JEKTPONUTAHUEM OT

cetu 220 B, ¢ ucnonp3oBanrem micro-USB AC-DC ananrepa

2.2.13 Jlna noAkiI0YeHusl cepBepa 3alUThl HEOOXOJUMO BBIOTHUTH CIEAYIOIINE

JIEHCTBUA:

— U3BJICYb CCPBCP 3alIUTHI U3 YIIAKOBKHU,

— INOJAKIIIOYNUTH K IIOPTY «Cetpb» CCpBCpPa 3alllMThl CCTHh MEpCAadn 3alllUINaCMbIX

JaHHBIX TIpHu oMoy Ethernet-ka6ens;

(IT9BM, SIP-cepBep, 3amuiinaemas mojaceTsb) mpu nomoru Ethernet-kaderns;

— HNOJIKJIIOYUTh K TOPTYy «AOOHEHT» CepBEpa 3alUTHl CEPBEPHOE YCTPOMUCTBO

— MOJIKJIFOUYUTD CEPBEP 3AIUTHI K ceTu 3ekTponutanus 220 B mpu nomonu kademns

nuTaHus, coorsercTytomero I'OCT 28244-96;

MBIIIIb,

— JUISl YIIPABJIEHUS CEPBEPOM 3AIIUTHI IMTOAKIIOYUTh K HEMY MOHUTOP, KJIIABUATYPY U

— IPOU3BECTH 3aIMKCH O MOJIKIIOYEHUN YCTPOICTBA B MacHopTe.

2.2.14 Cxema mOAKITIOYSHHS CEPBEPA 3aAIIUTHI IPEICTABIICHA HA PUCYHKE 3!

3awmwaemasn
noaceTb,
cepsep oPT
. «ADOHEHT»
NPUNoXeHWn
M .M.

Cepeep nopt CeTb nepegayn

sawmtbl | «CeTb» 3aluLaeMbIX JaHHbIX

Pucynoxk 3 — CxeMa NoAKIIOYEHUs cEpBEpa 3aIUThI

H3M

Jluct

N2 gokym. lloan.
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2.3 Ucnoab3oBaHue u3aeaus

2.3.1 Dransl ucnoan3zoBanusa [TIAK «BAC»

2.3.1.1 Ucnonb3oBanne IIAK «bAC» BkimodaeT B cebsl ClIeayroIue OCHOBHBIC
JTarbl:

— BBOA [TAK «BAC) B 3KCIUTyaTalnio — HACTPOWKa yCTPOMCTBA aIMUHUCTPATOPOM;

—okcrryatauus  [TAK «bAC» — wucnonp30BaHME YCTPONCTBA I 3aIUTHI
nH(OpMaIuy, epeaBaeMoi 1o KaHajlaM CBS3H,

— BbIBOJ [TAK «BbAC» U3 3kcrutyaramnumu.

2.3.1.2 Brog ITAK «bAC» B 3KcIUTyaTallMiO0 OCYIIECTBISCTCS aIMUHHUCTPATOPOM.
Ha »rtame BBOJa B OKCIUIyaTallMIO BBITIOJNHSICTCS HACTpPOWKa CepBEpa 3allUThI
(ycTpoiicTBa 3alIUThI KIIMEHTA), KOTOpas 3aKII0YAeTCs B PEIaKTUPOBAHUHA HEOOXOIUMBIX
KOH(UTYpallMOHHBIX (DAMIIOB, a TaKKe TeHepaluu JIMYHBIX KIIOYeH W 3arpyske
cepTU(UKATOB OTKPBITHIX KITFOYCH B TAMSATh yCTPONCTBA.

2.3.1.3 Okcmnyatanuio [TAK «bAC» ocymiecTBisioT mosb3oBarenu. I[lpu sTom

R aIMUHUCTPATOP  MPOBOJUT  KOHTPOJb  pabOTOCIMOCOOHOCTH  CHUCTEMbI,  IpHU
X
R HEOOXOJUMOCTH  OCYIIECTBJISIET  CMEHY  HCHOJB3YEMBIX  KpUITOTrpapuuecKux
3§
S QJITOPUTMOB.

2.3.1.4 Beisox ITAK «BAC» 13 skcrutyaTaiii OCyIeCTBISIETCS aAMUHUCTPATOPOM.
&
Q v o
5 Ha sTane BbIBOJA U3 3KCILTyaTallMKM IIPOUMCXOIUT ITOJTHOE YHUUYTOKEHUE BCEU KIIFOUEBOM
2 y y
g uHpopmaimu, xpansuieiics B namatu [TAK «bACy, a Takke OTKIIOYEHUE YCTPOICTBA OT
AN

CETH Iepelayy 3aINIIAEMbIX JaHHBIX.
2
%
I
AN
X
3
Q
R
L]
S
X
S
S
&
S
N
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2.3.2 Broa ITAK «BAC» B 3kcniiyaTanuio — HacCTpoika

2.3.2.1 llocsienoBaTeIbHOCTh HACTPONKH

2.3.2.1.1 BBon B skcmutyataruio [TAK «bBACy» cocTOUT U3 CIeayIONMX ITANoB:

— CMEHa NapoJisi aAIMUHUCTPATOPA;

— HaCTpOMKa CEeTEeBhIX UHTEP(DHENCOB;

— HAaCTPOWKA J1aThl U BPEMEHU;

— yIpaBjeHue KIo4yeBoM HHpopmanueil (reHepaunusi KIYeBOM Mapbl, 3KCIOPT
OTKPBITOTO KJIKOYa M3 YCTpoMcTBa B Buae 3ampoca Ha nosydeHue COK u mmmopr
OTKPBITOTO KJtoua B ycTporicTBo B Buae COK);

— HaCTpOMKa MPOrpaMMHOT0 00eCIIeYeHUsI.

BHUMAHMUE: TIOCJIE BBIIIOJIHEHNMA BCEX BBIIIEITEPEYUCIIEHHBIX
HACTPOEK HEOBXO/JUMO ITEPE3ATPY3UTD ITAK «BAC».

2.3.2.1.2 ]Ins ocymiecTBICHUs HACTPOMKH CepBepa 3allUThl  HEOOXOIUMO
PeIBAPUTETHLHO BBIMOIHUTH CJIEIYIOIIUE ONIEPALIUN:

— MOJKJIFOYUTD K CEpBEPY 3aLIUThl MOHUTOP, KJIABUATYPY U MBIIIIb;

— BKJIFOUMTDH TUTAaHUE CEPBEPA 3alllMThl, HAXKaB KHOIIKY Ha KOPITyCe YCTPOICTBa,

— yOeuThCs B TOSIBJICHUU HA dKpaHe MPUIJIalleHus Ha BBOJI JJOTUHA U TapOJIs;

— OCYIIECTBUTh BXOJ| B ONEPALMOHHYIO CHUCTEMY CEPBEpPA 3aILUTHI, BBEIS JIOTMH
aMUHHUCTpATopa Server u TpancnopTHeIil napoas 11111111;

— MOJy4YUTh JAOCTYI K KOMAaHJHOW CTPOKE OIEpallMOHHON CHUCTEMBI cepBepa
3aIUTHI.

2.3.2.1.3 Jlns oOCyIIEeCTBICHUST HACTPOWKH  YCTPOMCTBAa  3allUThl  KIHUEHTA
HEO0OXO0IMMO MPEABAPUTENHHO BBIMOJHUTH CIEAYIOLINE ONEPALIUN:

— NOJAKJIIOUNTh K TOPTY «YIpaBlIeHHE» YCTPOHCTBa 3amuThl KiueHta [I9BM,
COOTBETCTBYIOIIEH TpeOoBaHMAM, yka3zaHHbIM B 1. 1.5.4, mpu momormu Mmicro-USB-
Ka0eJsi, BXOJAUIEr0 B KOMIIEKT TOCTAaBKH.

—na [I9BM 3amyctuTh TepMHHAIBHYIO MpOrpamMMy, YCTaHOBHUB CIIEIYIOLIUE

napameTpbl COM nopra:
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CKOpOCTh: 115200 6ut/c;

buThl 1aHHEBIX: 8
YeTHOCTE. Het
CTonoBbIE€ OUTHIL: 1

VYnpasnenune notokom:  Her

— yOeIuThCs B TIOSIBJIICHUU B JIOTA 3arpy3KH ONEpPallMOHHOM CUCTEMBI;

— OCYIIECTBUTh BXOJ B ONEPAIMOHHYIO CHCTEMYy CepBepa 3allMThl, BBEIS JIOTUH
apMuHUcTpatopa client u TpancnoptHeIii naposs 11111111,

2.3.2.1.4 Hactpoiika ITAK «BAC» Takke MOXET BBITIOIHATHCS MPU TTOMOIIU

BHemHero (yaanennoro) IIDBM mno nporokony SSH.

2.3.2.2 Cmena napoJs agmMuHuctparopa I[TIAK «BAC»

2.3.2.2.1 B cnyuae, ecnu Hactpoiika [IAK «BACy» ocyuiecTBisieTcsi B EpBBIN pas,

HEO0OXO0JIMMO CMEHHUTh NApOJib A[IMUHUCTPATOPA.

BHUMAHUME: IIPOLHEAYPA CMEHBI ITAPOJISI AJMHWHUCTPATOPA

R

E‘ SABJISIETCS OBSIBATEJIBHOM, I B CJIVUAE HEBBITIOJITHEHUS TPEFOBAHUN

S

é‘ [10 CMEHE TIAPOJIA TTPOM3BOJUTEJIb HE TAPAHTUPYET BBIITIOJIHEHUE
YCTPOMCTBOM CBOUX ®YHKIU.

\§ 2.3.2.2.2 ]It cMEeHBI TTapoJis aIMUHUCTPATOPa HEOOXOIUMO:

N

i_ — oCcyllecTBUTh BXx0J B omepanuoHHyw cucremy I[TAK «BAC» BBeas noruH u

S TPAHCIIOPTHBIN 1apOJIb;

2 :

< — BBecTH KoMaHy passwd B komanaayto ctpoky [TAK «BACy;

E — BBECTH TEKYIIHH Mapojis aaMuuaucTparopa (11111111);

)

@ — BBECTH HOBBIM NapoJib AAMUHUCTPATOPA, 3aTEM MOATBEPAUTH MPABUIBLHOCTD

© HaboOpa, TOBTOPHO BBEJISl HOBBIH MMapOJIb;

§ — BBecTH KoManay Sudo reboot s nepesarpysku ITAK «BACy;

é:f — ocymecTBuTh BxoA B onepanuoHHyw cucremy I[IAK «bAC» BBens noruH mn
HOBBIM NIApOJIb A[IMUHUCTPATOPA.

&

g

N
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2.3.2.3 Hacrpoiika cereBbix uHTeppeiicoB [TAK «BAC»

2.3.2.3.1 Hacrpoiika cereBbix UHTEpP(ENCOB cepBepa 3alIUThl IPOU3BOAUTCA yTEM

3anosHeHus (aiina /etc/network/interfaces npu momoiu TeKCTOBOro pepakropa Nano

WM VI.

2.3.2.3.2 Hwxe npuBesen npumep ¢aiina /etc/network/interfaces.

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

iface ethO inet static
address 10.0.0.1
netmask 255.255.255.0
auto ethO

iface ethl inet static
address 100.0.0.1
netmask 255.255.255.0
gateway 100.0.0.10
auto ethl

2.3.2.3.3 Hactpoiika ceTeBbIX UHTep(ENcOB YCTPOWCTBAa 3alIUTHl KJIMEHTA

IPOM3BOAMTCS TyTeM 3amoyiHeHus cekmmii net interface O, netinterface 1 daiina

[etc/rc.d/rc.conf mpu momorm TEKCTOBOrO penakropa Vi.

2.3.2.3.4 Hmwxe npuBenen mnpumep cekuuii net interface 0, netinterface 1 daiina

letc/rc.d/rc.conf.

# net interface O

export SYSCFG_IFACEO=y
export INTERFACEO="eth0”
export IPADDRO="dhcp”

# net interface 1

export SYSCFG_IFACE1l=y

export INTERFACE1="ethl”

export IPADDR1="100.0.0.1"

export NETMASK1="255.255.255.0"
export BROADCAST1="100.0.0.255"
export GATEWAY1="100.0.0.10"
export NAMESERVER="100.0.0.10"
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2.3.2.4 Hacrpoiika natel u Bpemenn ITAK «<BAC»

2.3.24.1 JIns HACTpOMKM JaThl W BPEMEHH aJIMUHUCTPATOPY HEOOXOAUMO
BBITIOJIHUTH CJICAYIOIINE JCHCTBUS:

— ocyuiectBuTh nojakimoueHue [TAK «bACy» 1 BXoj B ONEepaliluoOHHYIO CUCTEMY;

— YCTaHOBUTH (TP HEOOXOIWMOCTH) YacOBOM TIOSIC, B KOTOPOM HAaXOIUTCS
[TAK «bAC» (0 ymMOJlYaHHUIO YCTAHOBJIEH YaCOBOW MOSIC, COOTBETCTBYIOIIMI MHHCKY
(Pecniyonuke benapyce) (GMT+3)), nogas komaHy:

sudo In -sf /usr/share/zoneinfo/<daiin C yacoBbiM mosicom> /etc/localtime

—noaath komanay gopmara date MMDDhhmmCCYY.ss B koMaHIHYIO CTPOKY
ITAK «BACy,

rue:

MM — Texymmii mecsi;

DD — nenb mecsua;

hh — gacsr;

MM — MUHYTHI,

°
~
';"[ CCYY -4 mudpsl rona;
S SS — CEeKYH/IbI;
S
— moxathk komanay sudo hwcelock -w B komananyto crpoky ITAK «BACy;
5 —mojath KoMaHay Sudo reboot B KOMaHAHYI CTPOKY Ui Iepe3arpys3ku
N
; ITAK «BAC».
o
N 2.3.2.4.2 Takxxe IIAK «bAC» mnoamepxuBaeT CHUHXPOHH3AIUIO BPEMEHU TIPH
3 nomoru npotokona SNTP (aumrim. Simple Network Time Protocol) — mporokoin
o
§_ CUHXPOHHU3AIUHA BPEMEHHU 10 KOMITBIOTEPHOM CETH.
¥
]
Q Hactpotika pa6otst NTP, Beinosasiercs B daiine /etc/ntp.conf.
Hns nHactpoiiku NTP-kimueHTa HE0oO0XOaWMO yKaszaTh ajpec STajoHHOro NTP-
a
~
';} cepBepa, oT kotoporo ITAK «BAC» Oyner monydarb TOYHOE BpEMS, B CIEAYIOIIEM
% dopmare:
S
server <IP-aapec uiau nomenHoe ums 3TajoHHOro NTP-cepBepa>
S
g
N
< Jlucr
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HaIpumep:

server www.belgim.by

Jliis Toro utoObI ucnonb3oBath [IAK «bAC» B kauecTBe sTannonnoro NTP-cepsepa,
Hanpumep, it apyrux [TAK «BACy», Heo0X0uMO HACTPOUTH OTpaHUYCHHS Ha JIOCTYI
u yrpasienue NTP-cepsepom:

restrick <IP-aapec> mask <macka moacern> nomodify notrap

HaIrpumep:

restrick 192.168.0.0 mask 255.255.255.0 nomodify notrap

IP-aapec — aapec nokanbHOM MOjIceTH, KOTOpYIo oociykuBaeT NTP-cepsep;

MacKa MoAceTH — MAacKa JIOKAJIbHOM MOJICETH, KOTOpYyIo o0ciyxuBaeT NTP-cepsep.

Jlnst Toro, uro paspemutb NTP-cepBepy oOMeH AgaHHBIE cepBepy ¢ caMUM COOOH,
HE0O0XO0IUMO TOOABUTD:

restrict 127.0.0.1

restrict ::1

2.3.2.4.3 Heobxomumo otmetuth, 4to I[TAK «BAC» wmMmeer ammapaTHbIE 4Yachl

peanbHOro BpeMeHH, KoTopbie peanu3oBanbl B [IAK «bapsep - USB». OTtu uacel

°

tE[ CHHXPOHHM3HPYIOTCS C CHCTEMHBIMH B MOMEHT HWHCTAUISIUKM (T€HEpaIlMH JINYHOTO

X

S KJIIO4a).

S

= AJMUHHECTpATOp, TpPH  HEOOXOIWMOCTH, MOMET  HACTPOWTH  KOHTPOJb

< PAacCHHXPOHU3AIUN BPEMEHU CUCTEMHBIX M allapaTHBIX 9acoB. J{Jist 3TOro He0OX0 MO

L)

N )

X OTpEIaKTHPOBATh CIEAyIONMe mapameTphl daiina /etc/support/UsbBarController.conf:

z

g — MaxTimeDiff. 3nauenuem mnapameTpa MOJDKHO OBITH IIEJIO€ TOJOXKHUTEIHHOE

N YHCII0, 3aJal0lee MaKCHMAaJIbHBIM WHTEPBAI PACXOXKICHHS YaCOB PEAbHOTO BPEMEHU

tn'

N ITAK «bapbep - USB» ¢ TEKyIIUM CUCTEMHBIM BPEMEHEM B CEKYHAX;

¥

3 — SyncBlock. Onpenenser HeoOxoaumocth  OyiokupoBku [TAK «BAC»  mpu
NIPEBBINIICHAH 3HAYCHUS PACXOXKICHMS BpeMeHU ykazanHoro B MaxTimeDiff u moxer

R NPUHUMATh 3HAYEHUS YeS 1 NO (110 YMOJYaHUIO BHIOpAH BapHaHT NO, TIPU MPEBBIIICHUN

N

S 3HAYCHUs PACXOXJIEHUs BpeMeHH ykazanHoro B MaxTimeDiff Oyner mposenena

Q

= CUHXPOHHU3AINS BPEMEHH).

N

g

N
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2.3.2.5 Yupasiaenue kiaro4eBoii nnpopmanueii [IAK «bAC»

2.3.2.5.1 Jlnst co3ganus KIr0YeBOM HHPOpMAITUU aIMUHUCTPATOPY HEOOXOIUMO:

— CT€HEPUPOBATh KIOUEBYIO MAPY;

— DKCIOPTUPOBATH OTKPBITHIN KoY U3 [TAK «BACy;

— BBIMYCTUTH CEPTUPUKAT OTKPHITOTO KITFOYA;

—3arpy3uTh KOPHEBOM cepTU(dUKAT W CepTU(]PHUKAT OTKPHITOTO KIO4Ya B
[TAK «BAC».

2.3.25.2 lns reHepanuu JMYHOTO KJIIOYAa QJMHHHCTPATOPY HEOOXOAMMO
BBITIOJIHUTD CJIEAYIOIINE JEHCTBUSA:

— BBITIOJIHUTEL TIporieaypy (GOpMHUPOBaHHUS 3ampoca Ha MOJydeHue cepTudukara
OTKPBITOTO KJIFO4a, mojaaB komanay sudo RequestBuilder B komanaHyio cTpoky, mocie
Yero nporpaMmma npejioxKuTh OTpeAaKTUPOBATh (aiiil ¢ IEPCOHATBHBIMU JaHHBIMU;

— OTPEIaKTUPOBATh (paiiil ¢ MEPCOHATILHBIMU JAHHBIMU, YKa3aB JaHHbIE YCTPOICTBA
(mpumep daiina ¢ nepcoHaIbHBIMK JaHHBIMY MTpuBeieH B [Ipunoxenun b);

—3aJlaTh ¥ MOJATBEPAUTH MAPOJIh JJIsl IOCTYIA K 3alUIIEHHOMY XPaHWIHUIILY, [TOCTIe

°
~
';"[ yero [TAK «BAC» reHepupyeT NHYHBIA KIHOY W COXPAHSET €ro B 3allUILIEHHOM
Eﬁ xpaawmie [TAK «bapbep - USB», Ha ero ocHoBe BbIpa0aThIBaeT OTKPBITBHIA KITIOY,
S
KOTOPBIM, BMECTE C NTEPCOHAIBHBIMU JTAaHHBIMH, TOMEIIAET B 3anpoc Ha nonydenne COK
\5 U COXpaHseT ero B (haiiyie UMs U yTh K KOTOPOMY BBIBOJUTCSI B KOMAaHIHYIO CTPOKY;
S
% —3a7]aTh ¥ MOJATBEPAUTH Napoib A 0100a JMYHOTO KIt0Ya, P HEOOXOJIMMOCTH
%
N CO3JaHMUsl PE3EPBHOM KOIMHU JIMYHOTO KJIIOYa JUIsi BOCCTAHOBIIEHHSI YCTPOMCTBA IOCIIE
2 cboeB, UMSI U MYTh K CO3JIaHHOMY 0JIOOY JIMYHOTO KJII0Ya BBIBOJMUTCS B KOMAaHIHYIO
%
I
X CTPOKY,
3
]
Q 2.3.2.5.3 Okcnopt 3ampoca Ha monydeHue COK wuz ITAK «bAC» MOXeT OBITH
BBITIOJIHEH JIIOOBIM YJIOOHBIM crioco0om, nojaepkuaemMbiM OC.
a
~
3 Jnst ycTpoiicTBa 3aluThl KIMEHTa, PEKOMEHYETCS BOCIOIb30BAaThCAd YTUIUTOU
X
'gi tftpd32.exe, 3anymiendor Ha [I9BM, nmoakioueHHON K MOPTY «AOOHEHT» yCTpPOMCTBA
N
3alUTHI KIHEeHTa. /{151 3Toro Heo6XoauMo:
S
3
N
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— B BbIajaronieM MeHio Server interfaces mporpammer tftpd32 ykaszare IP-ampec
[19BM,;

— HOXaTh KHOMKY Browse, BRIOpaTh AMPEKTOPHUIO, MPETHASHAUYCHHYIO I OOMeHa
nanabiMu ¢ ITAK «BACy, naxats OK

— nojatk B KoMaHiHy10 cTpoky [TAK «bAC» komanmy

cd <myThb K AUPEKTOPHH, coep:Kalei 3anpoc Ha mojydyenne COK>

JUISL IEPEX0/1a B YKa3aHHYIO TUPEKTOPUIO;

— nojate B KoMaHiHYy10 cTpoky [TAK «bAC» komanmy

tftp -p -| <Ums_daiiaa> <IP-agpec>,

rje:

<HUmsa_daiina> — ums 3anpoca Ha noiyyenue COK;

<IP-agpec> — IP-aapec II1DBM,;

JUIS Iepeaadn ¢aiia, coJaeprKaiiero OTKPLIThIN Kirod, Ha II9BM;

—yOeauThcsi B ycmemHoW mnepenade ¢aiina, 3ampoca B JAUPEKTOPHIO,
npenHa3HaueHHYyo 151 oomeHna nanHbiMu ¢ [TAK «BAC».

Jlns  cepBepa  3alllUTBl, PEKOMEHIYETCS  BOCIOJb30BaTbCS  ChEMHBIM
USB-HocuTenem:

— noakmounth USB-nocurenem k ITAK «BACx;

— ONpeIIUTh UMS, TPUCBOCHHOE cheMHOMY USB-HocuTeno omnepanroHHON
cucremont [TAK «bAC» npu nomomm KoMaH bl

sudo fdisk -l

— NIpUMOHTHpPOBaTh (aioBoil cucrembl chemMHoro USB-nocurens (c umeHem
dev/sdbl) nmpu momory KoMaH bl

sudo mount /dev/sdbl /mnt

— BBITIOJIHUTH KOMMpoBaHue (paitna 3ampoca Ha BBITYCK cepTU(UKATA Ha ChEMHBIN
USB-HOCHTENb NPy MOMOIINA KOMaH/IbI

cp <Ums_daiina> /mnt/

<HUms_daina> — ums 3anpoca Ha nosydenue COK u nyTs Kk HEMY;
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— ybenuThcsl B yCHelIHOW nepenaue daiina, 3anpoca Ha cheMHbd USB-HOoCuTE L

MIPY MOMOIIH KOMAHbI

Is /mnt/

— pa3MOHTHPOBaTh (QaiioByt0 cuctemy chemMHoro USB-nocutens mpu momouiu

KOMAaHJIbI

sudo umount /mnt

2.3.2.5.4 Ilepenats 3anpoc Ha Beimyck COK agmMuHUCTpaTOpy Y AOCTOBEPSIONIETO

i Peructpanuonnoro neHTpa s Boimycka COK 1o 3ampocy.

2.3.2.5.5 Coxpanute COK u xopueBoit COK B nupekTopuu, mpeIHa3HAUCHHOU ISl

oOmena ganueiMu ¢ ITAK «BAC» 160 Ha chemHoM USB-HocHTeNE.

2.3.2.5.6 Ina 3arpy3ku COK B ycrpoiictBo 3ammuthl kinenta I[TAK «bBAC»

HEOOXOIUMO:

— [10JJaThb B KOMaH/IHYIO CTPOKY YCTpOﬁCTBa 3alIUTHI KJIMCHTA HGO6XOI[I/IMOKOM3HI[y
cd /etc/ipsec.d/certs

JUIsl TIEpexo/ia B JUPEKTOPHIO, NMPEIHA3HAYCHHYIO MJisi XPaHEHHs CepTU(PHUKATOB

OTKPBITOI'O KJIXO4a,

°

L;[ — nojath B KomaHiHy10 cTpoky [TAK «bACy» komanny

X

3 tftp -g -r <Ums_daiiaa> <IP-agpec>,

Q

= rie:

< <Ums_daiina> — nonHoe uMs (aiisia cepTudukara OTKPhITOro KIK04a;

L)

§t <|P-aagpec> — IP-anpec IIOBM,;

2

g JU1s 3amucu cepTudukara oTkpbiToro kimoda B [TAK «bACy;

e. —yOenuThcss B yCHEIIHOW Tmiepenade cepTudukata B (PalIoByl0 CHUCTEMY

§ I[TAK «BACy» nipu momoru KoMaH eI |S.

¥

§ 2.3.2.5.7 lna 3arpy3ku kopHeBoro COK u 1[enmouykd MPOMEKYTOUHBIX

ceptuduxaroB B [IAK «BACy» HeoOxoanmo:

E — 10J1aTh B KOMAH/IHYIO CTPOKY YCTPOMCTBA 3aIIUTHI KIIMEHTAa KOMaH Ty

X .

& cd /etc/ipsec.d/cacerts

g

&

S

N
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Al IIEpexoa B JUPCKTOPUIO, IMPCAHA3HAYCHHYIO MJIsI XPAHCHUSA KOPHCBBIX

CEepTU(PUKATOB OTKPBITOTO KIIIOUA,;

— noaath B komanAHyto cTpoky [TAK «bAC» xomanny

tftp -g -r <Ums_aiiaa> <IP-aapec>,

rae:

<Ums_aiina> — nonHoe uMs (aitia KOpHeBOro cepTudurKaTa OTKPHITOrO KIII0Ya,
<IP-agpec> — IP-aapec II1DBM,;

Juts 3anucu KopHeBoro ceprudukara B [TAK «bACy;

— U KaXKIO0TO IMPOMEKYTOUYHOI'O CepTI/I(i)I/IKaTa LHCIIOYKHU ITOBTOPUTH NIPCABIAYIIYIO

KOMaHJy, ykazaB B kauecTBe <HmeHm _pailia> ums nNpoMexyTodHOro ceprudukara

g ero 3anucu B I[IAK «BACy;

—y0eauThCs B YCHEIIHOM Iieperaye KOPHEBBIX CEPTUPUKATOB B (HAIOBYIO

cucremy ITAK «BAC» nipu momoriu KoMaH/IsI IS.

2.3.2.5.8 ]l 3arpy3kud CIHCKa OTO3BAaHHBIX CEPTU(MUKATOB (NIpU HAIMYHMH) B

I[TAK «BACy» HE0OX0MMO:

— II0JaTh B KOMAHJHYI0 CTPOKY YCTPOMCTBA 3alIUTHl KIIMEHTA KOMaHIY

L] .
La[ cd /etc/ipsec.d/crls
X
3 JUIsL TIepexo/a B JUPEKTOPHUIO, TMPEIHA3HAYEHHYIO I XPAHEHHS CIHUCKOB
Q
= OTO3BaHHBIX CEPTU(HUKATOB;
< — noaarbk B KoMaHAHy cTpoky ITAK «bAC» xomanny
L)
§t tftp -g -r <Mms_aiiaa> <IP-aapec>,
X _
% .

rjae:
g A
X <Ums_aiina> — nonHoe uM Qailyia crimcka 0TO3BaHHBIX CEPTUPHUKATOB;
g .
< <IP-agpec> — IP-anpec [I9BM;
3
§ JUTSI 3alMCH CIIUcKa 0To3BaHHBIX cepTuhukaToB B [IAK «BACy;

—yOenuthcsi B YCHEUIHOM Tiepefadye COUCKA OTO3BaHHBIX CEPTU(PUKATOB B
E daitnosyio cucremy ITAK «BAC» npu moMorim KoMaHsI IS.
X
S
g
S
3
N
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2.3.2.5.9 Jlna 3arpy3ku COK B cepBep 3ammuthl [TAK «BAC» HeoOxoammo
cbeMHbIM USB-HocuteneM M CrnocoOOM OINMKMCAaHHBIM BBINIE, MPU 3TOM CKOMHPOBAB

(aiiibl B CIEAYIOMNUE TUPEKTOPUH:

— cepTH(HUKAT: /usr/local/etc/ipsec.d/certs;
— KOpPHEBBIE CePTU(UKATHI: lusr/local/etc/ipsec.d/cacerts;
— CTIIMCOK OTO3BaHHBIX CEPTU(PUKATOB: /usr/local/etc/ipsec.d/crls.

2.3.2.6 HacTpoiika nporpaMMHOro odecneyeHust

2.3.2.6.1 Hacrpoiika mporpammuoro ob6ecrneuenusi [IAK «bBACy» 3akmiouaercs B
peIaKTUpPOBAaHUU KOH(MUTypallMOHHBIX  (aitioB. (OCHOBHBIM  KOH(UTYypallMOHHBIM
daitmom ITAK «BAC» sBnsiercst daiin ipsec.conf, KoTopelit comepkKUT HHPOPMAIUIO O
HacTpoiikax mporpamMmmuoro oboecrieueHus [TAK «BACy. daiin ipsec.conf pacronoxen
no mytu /etc/ipsec.conf ycrpoiictBa 3ammthl kiauenta wim /usr/local/etc/ipsec.conf
cepBepa 3alIMThI.

[Mpumeuanue: B HaYaie HEKOTOPBIX CTPOK (haiiia ipsec.conf mpucyTcTByeT CUMBOII

°
~
]
S «#». JlaHHBIA CUMBOJI 03HAYAET, YTO CTPOKA SIBJIAECTCS HEAKTUBHOMW, U 3alIMCAHHBIE B HEU
S
é‘ IapaMeTpbl HE BOCIIPUHUMAIOTCS ONIEPALIMOHHOM CUCTEMOM ycTpoucTBa. s akruBauumn
TaKOW CTPOKHM HYXXKHO VYJAJIUTh CHUMBOJ «#», COXpaHUTh HW3MEHECHHS B aiiie u
S nepesarpy3uth [IAK «BAC».
N .
< 2.3.2.6.2 daiin ipsec.conf pas3ieneH Ha CEKIMH, B KaXJIOH M3 KOTOPBIX OIUCAHBI
Q
I
X omnpeeneHHble mapameTpol |IPsec-coenunenus:
N — conn %default — comepsxut obmue mapameTpsl Juist Beex |PSec-coeauHeHuit;
I
X
R —conn <Wms_coenuHEHUs™ — COJEPKUT TapaMmeTpbl KOHKpeTHoro IPsec-
S
@ COCIMHCHMSI.
o 2.3.2.6.3 1ns nactpoiiku nporpammuoro obecrneuenus [IAK «bACy» nHeobxoaumo:
~
m ~
3 — [0/1aTh B KOMAaHAHYIO CTPOKY YCTPOMCTBA 3alIUTHI KJIIMEHTA KOMaHy
S : .
ét vi /etc/ipsec.conf
W
&
3
N
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— MOJIaTh B KOMAHJIHYIO CTPOKY CepBepa 3allluThl KOMaHI1y

nano /usr/local/etc/ipsec.conf B komaHIHYIO CTPOKY cepBepa 3aIIUThI

U1 pefakTUpoBaHus ¢aitna ipsec.conf;

— IpU TIOMOIIM CTPEJIOK Ha KJaBUAType mepeiTu Kk cekiuu conn %default daiina
ipsec.conf, coxgepxareii odnue HacTpoliku [Psec-coennuenus;

— MepeiTH K cTpoke GopmaTa

left=>X XX XXX XXX XXX,

re:

XXX XXX XXX XXX — IP-aapec untepdetrica ethl, cooTBeTcTByIOMIErO IOPTY
«Cetb» ITAK «BACy;

— m3MeHuTh [P-anpec, ycranoBieHHbI Mo ymondaHuto, Ha [P-aapec mnTepdeiica
ethl ITAK «bACx»;

— MEepEeNTH K cTpoke (popmara

leftsubnet=XXX. XXX XXX.XXX/YY,

rJe:

XAXXXXK XXX XXX = IP-agpec moacern, B koTopoil Haxomutcs |P-ampec

°
L;[ unrepdeiica ethO, coorBercrBytomiero nmopry «Ab6oneHT» I[TAK «bBAC» (3ammimaemas
X
s TIOJICETh);
Q
= YY —wmacka mnoncetu B (dopmare CIDR, B kortopoii Haxomutcs IP-agpec
< untepdeiica eth0, coorBercrByromero nopry «Aodonent» [TAK «bBAC» (3amminaemas
L)
§t TIOJICETh);
<
§ — U3MEHUTD aJI[peC U MACKy MOJICETH, YCTAHOBJICHHYIO M0 YMOJTYAaHHIO, HA aJpec U
* MacKy 3alllMIaeMoi MmojceTu, B kKoTopod Haxomutcsa |IP-agpec cereBoro mnHTepdeiica
§ ethO ITAK «BACx;
3 .
3 — MepelTu K cTpoke hopmara
leftcert=<Wwms_¢aiina COK>,
N — u3MeHuTh ums ¢aiina COK Ha Hy)xHOE;
Sy
X o
S — MepenTH K cTpoke hpopmara
Q
< esp=<EALG>-<IALG>
&
S
N
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— YCTaHOBUTh HEOOXOJIUMBIM KpunToHaOOp, ykazaB nmapamerpel EALG u IALG B
COOTBETCTBMHU C IIPUIIOKEHNUEM B;

— MepeiTH K cTpoke Gopmata

iIke=<EALG>-<IALG>-<PRF>-modp2048-<KEYREP>

— YCTaHOBHUTH HEOOXOAMMBIN KpUnTOHA0Op, yKa3aB mapametpel EALG, IALG, PRF
u KEYREP B cooTBeTCTBHM C TIpUjokeHHEM B;

— MepenTH K cTpoke hopmara

ikelifetime = X<h | m| s>

rue:

X —1enoe MOJOXUTEIBHOE YHUCIO (BpeMsi, 4Yepe3 KOTOpOe MPOUCXOJUT
nepeayTeHTUUKaIms);

h — gac;

M — MUHYTA;

S — CeKyH/a.

— YCTaHOBHUTHh HEOOXOAMMBIC IMapaMeTpbl BPEMEHH, Yepe3 KOTOPOEe MPOHUCXOIUT

MOBTOpHAs ayTeHTU(DUKAIIHS;

tu ~r
L;[ — IIepeTH K CTpoKke opmarta
X . .
S lifetime = X<h|m | s>
g
rae:
< X —11e510€e MOJIOKUTEIBbHOE YHUCIO (BpeMs, uepe3 KOTOPOe MPOUCXOAUT CMEHA
o
N
X CEaHCOBOT0 KJII0Ya);
2
o h— .
T qac
& 2
a. M — MUHYTA,;
R
N S — CeKyHJa.
s
§ — YCTaHOBUTh HEOOXOJMMBIC TapaMeTpbl BPEMEHHU, Yepe3 KOTOPOe IPOMCXOIUT
CMEHA CEaHCOBOI0 KJIKOYa,
w - o - o
E —nepeiit Kk cexknuu conn <Mwms coeauHenuss™> (aiina ipsec.conf, comepikarieii
X o
S HacTporku [IPsec-coennnenus;
)
< — IIEpPEUTH K CTpOKe opmarta
&
S
o
2 Jiucr
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FIght=>X XX XXX XXX XXX,

rJe:

XXX XXXXXX XXX - IP-anpec unTepdeiica ethl, cooTBeTcTByOIIET0 MOPTY
«Certby, [TAK «bACy, c xoTopsIM OyaeT ycTaHaBIuBaThcs [Psec-coequnenue;

— m3mMeHuTh [P-agpec mo ymomyanuio Ha IP-agpec untepdetica ethl ITAK «bAC», ¢
KOTOPBIM OyJeT ycTaHaBiuBathes [Psec-coenunenue;

— MepelTu K cTpoke popmara

rightsubnet=>XXX. XXX XXX.XXX/YY,

rie:

XXX XXKXXXX XXX - IP-anpec  mojaceTH, B KOTOPOW HAXOAUTCSA  ajpec
untepdeiica ethO, coorBercTBytomero nopry «Ab6onent» [IAK «bAC», ¢ koTOphIM
Oynet ycranaBiuBaThes [Psec-coenuuenue (yaaaeHHas 3anuiaemMast moJiceTh);

YY —macka moacetu B ¢opmare CIDR, B xotopoir Haxoautcs |P-ampec
unrepdeiica ethO, coorBercTByromero mnopry «Ao6oneHT» I[TAK «BACy», ¢ koTOphIM
Oynet ycranaBiuBaThes [Psec-coenuuenue (yaaaeHHas 3anuiaeMast moJiceTh);

— UBMCHHUTDB aJIp€C U MACKY IIOJACCTH, YCTAHOBJICHHBIC 110 YMOJYAaHHIO, HAa aJApcC U

°

L;[ MacKy yJaJIeHHOM 3allMIIaeMoil mojceTd, B KoTopod Haxomutcs IP-agpec cereBoro

X

s unrepdeiica ethO [TAK «bACy», ¢ koTopbIM OyeT ycranaBiuBatbes [Psec-coemunenue;,

Q

= — IIEpeNTH K cTpokaM (popmara

< leftauth = <auth method>

L)

§ rightauth = <auth method>

g rie:

e. auth method — Crioco6 ayrentudukanuu, wucmnonb3yembiii sokanbHo (left) wmm

§ TpeOyemblii oT ynajaeHHou (right) cropoHsr.

¥

§ ITAK «bAC» moanepxuBaeT ayTeHTH(DHKAIMIO W BBIPAOOTKY OOIIEro Kioya B
COOTBETCTBHHM C TmpoTokosoMm BSTS, TpebGoBanmst K KOTOPOMY YCTAaHOBJICHBI B

E m. 7.5 CTbh 34.101.66-2014. [{ns BKItOYCHHUS ayTeHTH(HUKAIIMKA C TTOMOIIBIO ITPOTOKOJIA

o BSTS ucnons3yercs 3nauenue "eap-bsts".

3

N

&

S

N
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EAP sBnseTcs KIMEHT-CEPBEPHBIM MPOTOKOJOM ayTeHTU(HUKAIMU. 3a BBIOOPOM
KOHKpeTHOTOo MexaHnu3dMa EAP oTBeuaer cepBep, KIMEHT JMIIL 3alpaiiviBaeT
aytreHTu(ukanuio npu nomormu EAP. B c¢Bs3u ¢ 3TUM Ha OaHOH CcTOpoHE (cepBepe)
napaMeTp J0JDKSH MpUHUMAaTh 3HadeHue "'eap-bsts”, a na npyroit (kauente) "eap™.

— s kaxkgoro |Psec-coeqmnenue, co3maeTcss CeKIMsl ¢ OMUCAHHEM COCTUHEHUS
conn <Ums_coequHeHUus™;

— BBIUTH M3 TEKCTOBOI'O pEIaKTopa, COXpPAaHWB BHeCeHHble B (aitn ipsec.conf
M3MEHEHUS.

PenakTupoBaHue OCTalbHBIX CTPOK (haiiima 1psec.conf BBIMONHATH TOJBKO TPU
HEOOXOJMMOCTH M B CTPOTOM COOTBETCTBUHU C AokyMeHTarueil. [lonpoOHoe ommcanue
napaMeTpoB M BO3MOXKHBIX 3HaueHui (aiima ipsec.conf npuBeAeHO B JTOKYMEHTE
«Kommiekec mporpaMMHO-anmnapaTHblii  KpUnTorpa@uueckol 3amuThl HMHPOpMalUuu
«bAC». Uncrpykums no Hactporike. CFOMK.465634.001 1CO03».

2.3.2.6.4 B oaiin ipsec.conf Taxyke BBIMOIHSIIOTCS HACTPONKH KYpPHAIUPOBAHHS
(mpoTtokonmpoBaHusi) padoTsl [Psec-nemona.

Hemon IKE charon peructpupyercsi B CHUCTEMHOM JKypHaje, IMO3TOMY €To

L]

L;[ coobmenuss OymyT mosBisatbes mo myTu /var/log/syslog ams CepBepa 3amuThl HIN

X o

3 /var/log/messages mist YcrpoiicTBa 3aluThl KIIUSHTA.

Q

= Hactpoiika >xypHanupoBaHHs BBITIOIHSACTCST B cekmmm config setup  daiina

< ipsec.conf. YpoBHU KypHAIMPOBAHHUS ¥ UCTOYHHKH (POPMHUPOBAHHS 3AITUCEH B KypHaJIe

L)

§ ayJuTa yCTaHaBJIMBAIOTCS B mapameTpe charondebug.

g Hemon IKE nmognepxuBaeT 4MCIOBbIC YPOBHU BeAeHUs )KypHana (oT -1 1o 4):

N -1: a0COFOTHO TUXUH (OTKIIOYCHHE ayAMTa OT HCTOYHHUKA);

§ 0: OYEHB TPOCTHIC )KypHAIBI ayauTa (Hampumep, SA up / SA down);

¥ .

3 1: OOIIMI TTOTOK YNpaBJICHHUS C OMMOKaMH, TI0 YMOJITYAHUIO, XOPOIII JIsl TOTO,

9TOOBI YBUJICTh, YTO MPOUCXOJINT;

E 2: Oosiee moAPOOHBIN MOTOK YIIPABICHUS, IJIs1 OTIAIKH;

X

S 3: BKJIIOUCHHE B JKypHAJI IaMITIOB B IlecTHaAIarepuanom popmate (RAW);

Q

= 4: BKJIFOUEHHE B JKypHAJI YyBCTBUTEILHOTO MaTepualia, PUBATHBIX JaHHBIX.

N

S

N
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app:  TPWIOKEHUS, KPOME JIEMOHOB,;
asn:  Hu3KOoypoBHeBOe KoaupoBanue / nekoauposanre (ASN.1, X.509 u T. 11.);
cfg:  ympaBiieHue KOHpUTYpaHel U TUIarHHAMH;
chd: CHILD_SA/IPsec SA;
dmn: Hacrpoiika / ourctka / 00paboTKa CUTHAJIOB OCHOBHOTO JIEMOHA,
enc:  omepauuu KoawpoBaHue / IekoaupoBaHue, mmppoBaHus / pacmmuppoBaHUs
MaKETOB;
esp:  coobmienus oudauoteku libipsec;
ike:  IKE_SA/ISAKMP SA;
IMC.  KOHTPOJIb IIEJIOCTHOCTH;
ImV:  mpoBepka IeJI0CTHOCTH;
job:  pabota odepenu / mpoLECCOB U YIIPABICHHE TOTOKAMH;
knl:  pabota cereBoro unrepderica sapa as IPsec;
lib: coobmenus oubaroreku libstrongwan;
L]
L;[ mgr:  ympasnenue IKE SA, o6paboTunk cunxponusaruu s gocrymna IKE SA;
X
S net: cereBas cBsa3b B IKE;
Q
= pts:  cepBHC HOBEpEHHOI MIAT(HOPMHBI;
< tls: coo0menus oudimorexu libtls;
L)
N
X tnC:  mOBEpEHHOE CETEBOE COCTUHCHHE.
2
g Takoe KOJIMYECTBO MCTOYHUKOB IKYpHAJUPOBAHUS TIpU paboTe YCTpoicTBa
e. U30BITOYHO. YCTaHOBKAa OOJBIIOrO KOJIMYECTBA HCTOYHUKOB W BBICOKOTO YpPOBHS
o
g KYpHAJTUPOBAHUS IPUBOJNT K YCIOKHEHUIO TTOMCKA HHPOPMAIIUU B KypHAJIE, B CBSI3U C
¥
3 ero o0beMoM. B KoMIulekTe TOCTaBKE YCTAHOBJIEHbI MUHUMAJbHBIE TpeOOBaHUA,
nocrarounble g aHanu3a pabotsel [TAK «BAC». AaMuHHCTpaTOpy PEKOMEHIYETCs
E MOBBICUTh YPOBEHbB )KYPHAIMPOBAHUS IIPU TTOMCKE MTpodseM B HacTpoikax [Psec.
X
S
g
S
g
N
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2.3.2.7 HacTpoiika ya1ajJeHHOr0 aAMUHUCTPUPOBAHUS

2.3.2.7.1 TTIAK «bAC» umeeT BO3MOXHOCTh YJaJIC€HHON HACTPOWKHU MO MPOTOKOIY
SSH. Ilpu stom SSH-cepBep BKIIIOYEH B HACTPOMKHU MO yMOT4aHHIO. Takxke HaCTpOKu
10 YMOJITYaHHIO MOJJIepKuBatOT noiaydeHue IP-anpeca mo nporokony DHCP. ITToatomy
€CTh ~ BO3MOXXHOCTh nepeiiTu K ynaneHHod Hactpoiike [ITAK «bAC»  6e3
npeaBapuTensHON mpenHacTpoiiku. st aToro HeoOxomumo 3HaTH Toibko [P-ampec,
kotopslii Ban DHCP-cepsep npucsonit [TAK «BAC».

2.3.2.7.2 [TAK «<bAC» mMmeeT BO3MOXHOCTh NEPECHUIKH XypHana CBOEH paboThI
ynaneHHomy SYSLOG-cepsepy. [ns 3Toro HeoOxoaumo B KoHell  (haiina
letc/rsyslog.conf no6aButk cTpoky dopmara:

** @@<IP-aapec>:<mopt>

rie:

<IP-aapec> — IP-ampec SYSLOG-cepBepa;

<nopt> — nopt Ha KoTopoM SY SLOG-cepBep oKu1aeT JaHHbIC;

*.* — mepechlIKa BCEX JaHHBIX, MOMAIA0NIUX B KYpHAI ayIuTa.

°
~
3 2.3.2.7.3 [TAK «bAC» mnpenocTaBisieT BO3MOXKHOCTh YIQJICHHOTO MOHHUTOPHHTA
X
Eﬁ cBoei paboThI Mo cpeacTBaM npoTokoia SNMP mpu momoru makera SNmpd. B cBsi3u ¢
S
stuM B 3auuiieHHod npu nomomnm ITAK «bAC» cetu MoxeT OBITh pa3BepHYyTa
5 cBOOOIHO pacrpocTpaHsemas cuctema MmoHuTopunra (Zabbix, Cacti u ap.)
N
N
2
3
X 2.3.2.8 TunoBble clieHAPUHU NMOAKJIIOYEHHs, padoThl U HacTpoiiku [TAK «BAC»
%
I
3
2 I[TAK «bAC» sdABnseTcs CETEBBIM YCTPOMCTBOM, M €ro HAacCTPOMKH MOTYT
)
Q
CYIIECTBEHHO 3aBUCETh OT TOMOJIOTMU ceTH W BKItoYeHus1 B He€ camoro ITAK «BAC»y.
© B cBs3u ¢ atuMm, ang obserdeHuss paOoOThl aJIMHUHHMCTpaTopa, ObLT pa3zpaboTaH psiA
a
X . .
X WHCTPYKLUI, ONUCHIBAIOIIUX TUIIOBBIE CLIEHAPUHU MOJKIIIOUYEHHS, paOOThl U HACTPOMKH
[N
3
N ITAK «BAC».
&
g
N
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2.3.3 dkcenayaranusa [TAK «BAC»

2.3.3.1 B nmnpouecce »5KCIUIyaTallud BO3MOXHBI TPU OCHOBHBIX COCTOSIHUS
[TAK «BAC»:

— HOpMaJsibHas paboTa;

— ommnoOKa,;

— aAMUHUCTPUPOBAHKE YCTPOMCTBA.

2.3.3.2 Hopmanshas pabora [TAK «BAC» He mpenmnonaraer HEMOCpeICTBEHHOIO
B3aMMOJICHCTBHS aIMUHUCTPATOPA C YCTPOHUCTBOM.

[Tockonbky ITAK «BAC» He HakiagbIBaeT OrpaHWYeHUN Ha (YHKIMOHAJIbHBIC
BO3MOXHOCTH 3aIlMIIAEMbIX YCTPOMCTB (I0OJb30BaTENEH), TO TP HOPMAJILHOM paboTe
[TAK «bAC» aist HUX «IIpo3payeHy.

2.3.3.3ITAK «<bAC» wumMmeer cBeTOByw WHAWKauUo0. Ha nauieByro mMmaHenb
[TAK «bAC» BwiHecenbl 3 cBeroguopaa: «Pabora», «Ommbkay, «lluranuey. Ilpu
NpPaBWIbHOW MOJAY€ Ha YCTPOMCTBO HAIpPSIKEHHS NUTAHUS 3aropaercs CBETOAMOJ

«IIntanne», m HaumHaerca 3arpy3ka OC, mocne yCHemHOro 3aBepLICHHs KOTOPOH,

°
~
3 I[TAK «bAC» toTOB K paboTe, 0 4yeM COOOIIMT 3aropeBinuiics cBeroaunoa «Padoray
X
Eﬁ ycTpoicTBa 3amuThl kiaveHTa. CBeroguomoM «PaboTa» cepBepa 3alUTh SIBISETCS
S
CBETOJIMOJ] aKTUBHOCTH >KECTKOTO AMCKa, modTomy o 3arpy3ke OC cepBepa 3allUThl U
S TOTOBHOCTH K pabotre OyAeT CBUACTEIBCTBOBATH AKTUBHOE MHIAHHE CBETOJIUOA.
N
g Hopmanbhas 3arpyska OC I[TAK «bAC» He noimkHa npessimath 60 cexk.
o
N 2.3.34B mpomecce paborer IIAK «BAC» mnpousBomuT mpPOBEPKY CBOCH
% paboTOCIIOCOOHOCTH MPHY BKJIIOYEHHUH U 10 3alPOCy aIMUHUCTPATOPA.
o
I
X 2.3.351lpu o6napyxenuu HeucnpaBHoctu [TAK «BAC» dopmupyer cepuu
¥
]
Q BCIbIIIEK cBeToAnOoAa «Omubka». [Ipn 3TOM KOJIMYECTBO BCHBIIIEK B CEPUU YKA3bIBAET
Ha IPUYMHY HEUCIIPABHOCTH:
a
~
3 — OJIHA BCTIBINIIKA —  HAPYIICHUE IEJIOCTHOCTH JIMYHOTO KiIFo4a (OBLT BCKPBIT KOPIYC,
X
§ YHUYTOXEH JIMYHBIN KITI0Y);
N
S
3
aé. Jluct
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— JIBE€ BCIBIIIKH — ommnOKa anmapatHOM cocTaBisiomeld (HepaboTOCOCOOHOCTD
reHeparopa ClIy4yalHbIX YMCENl WM MJIOX0€ KAaYeCTBO CIy4dalHOMN
YUCJIOBOM  MOCJENOBATENIbHOCTH, HApYIIEHHWE  UEJIOCTHOCTH
npomuBku [TAK «bapsep - USB»;

— YETHIPE BCIBIIIKH — OMMOKA BBIMOJHEHUS KPUNITOTpAQUUECKUX aJITOPUTMOB HIIN

HapyIIeHUE IETOCTHOCTH MPOrPAMMHOTO 00CCTICUECHHS.

2.3.3.6 llpu Bo3nukHOBeHMH omuOkn Ha [TAK«BAC» cBiI3p  MeXIy
3alllMIIAeMbIMU  yCTpoiicTBaMu  (mojb30oBaTensiMu) Oyzaer HapymieHa. l[lpu sTom
MOJIB30BATEIISIM ~ A0OHEHTCKUX 3allMINAaeMbIX YCTPOWCTB cClemayeT oOpaTUThCA K
agmunuctparopy [IAK «BAC».

2.3.3.7 lna mnpoepku padorocniocodoHoctn ITAK «BAC»  agmunuctpatopy
HEO00X0IUMO:

— noaath koManay sudo basctl 8 komananyio ctpoky I[TAK «BACy;

— pe3yJIbTaT MPOBEPKH BBIBOJIUTCS B KOMAHIHYIO CTPOKY.

2.3.3.8 AAMUHUCTpUPOBAHUE YCTPOMCTBA TMPOU3BOJUTCA  AIMUHUCTPATOPOM,

tu ~

L;t KOTOPBI BBIMOJHSET CIEAYIONINe OCHOBHBIE (DYHKITUU:

X o o

s — yIIpaBJieHUE KII0UeBOM MH(popManuen (3anuce, y1ajaeHue, aIMUHUCTPUPOBAHUE);

Q

= — MEPUOJINYECKUIT KOHTPOJIb PabOTOCIOCOOHOCTH YCTPOWCTBA M HM3MEHEHHE

< HACTPOEK yCTpoiicTBa (IIpu HEOOXOUMOCTH);

L)

N

X — aIMUHUCTPUPOBAHKE KypHAJIa,

2

§ — CO3/IaHKE U peAaKTUpoBaHue napameTpoB |IPsec-coenunenus;

* — BOCCTAHOBJICHHE Pa0OTOCTIOCOOHOCTH YCTPONCTBA B Cilydyae BO3HUKHOBEHUS

o

I

g OLINOOK.

¥ .

§ 2.3.3.9 AIMUHUCTpPATOP  OCYIICCTBISCT TMEPUOJUYECKYI0 CMEHY  KIHOYEBOM

uHpopmaruu. [Iponenypa renepanuu napsl Kitoueit onvcana B 1. 2.3.2.5.

a o

5 2.3.3.10 [Ipn HEOOXOAMMOCTH AIMHHHCTPATOP MOXKET CMEHHTh HCIIOIb3YEMbIi

Sy

X

S kpuntoHadbop Ha [TAK «BAC». Ilpouenypa cmensl kpunrtoHadbopa onucana B 1. 2.3.2.6.

S

S

g

N
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[Tocne cmennl kpunrtoHadbopa Heobxoaumo nepesamyctuth 110 I[TAK «BACy», monas B
KOMaHJIHYIO CTPOKY yCTpolcTBa kKoManay sudo ipsec restart.

2.3.3.11 B cnyudae cmensl kpuntonabopa Ha [TAK «bACy agMuHUCTpaTOp TOTKEH
YCTAaHOBUTh COOTBETCTBYIOLIUN KPUNTOHA0Op HA KaXJAOM MOJAKIIOYaEMOM K HEMY
YCTPOMCTBE.

2.3.3.12 I[TAK «<bAC» BeaeT XypHaa ayauTa, B KOTOPBIM 3aHOCHUTCS CIIEIyIOIIas
uH(popmMarus:

— JlaTa v BpeMs;

— BbI3bIBacMasi PyHKIIHS;

— WICHTH(PUKAIIMOHHBIC TAHHBIC TI0JI30BATEIIS;

— pe3yabTaT (YCIeuHO/HEYCIEeIIHO).

2.3.3.13 KoHTpoJIb CUCTEMHOI0 KypHaJla OCYLIECTBISET aAMUHUCTPATOP.

2.3.3.14 ]Ilns momywyenus pgoctyma K cucremMHomy kypHairy [TAK «BAC»
aAMUHUCTPATOPY  HEOOXOAUMO  MOJaTh B  KOMAaHAHYI  CTPOKY  KOMaHIy
cat /var/log/syslog — mst cepBepa 3amuThl wiau cat /var/log/messages — mist ycrporicTsa

3allIUThI KIINCHTA.

°

L;[ 2.3.3.15TTAK «bAC» mnpu mnomomtu [TAK «bapeep - USBy», Bxogsiiero B ero

X o

3 COCTaB BEIET HEMPEPHIBHBI KOHTPOJIb BCKpHITUS Kopiyca. [Ipu oOHapykeHUn

Q

= BCKPBITUSL KOpIyca YHUYTOXKAETCS JIMYHBIA KIIOY, XPaHAIMIUWACA B 3alIUIIICHHOM

< xpanunuuie TTAK «bapeep - USB», u ¢ukcupyercss BpeMsi BCKpBITHS KopIlyca BO

L)

§t BHyTpeHHeM xypHane [TAK «baprep-USB» (sxypHan kputudeckux coosituii). Joctyn k

2

é‘ KYpHaJy pa3pelieH TOJIbKO aAMUHUCTPATOPY MOCIE MPEIbIBICHUS Mapos AJid H0CTyna

N K 3aIUIICHHOMY XPaHWJIHIILY.

§ 2.3.3.16 Ins  mosy4yeHWs JOCTyma K OKypHAIy KPUTHYECKHX  COOBITHIA

¥ .

3 aAMUHUCTPATOPY HEOOXOIUMO TMOJaTh B KOMAHJHYIO CTPOKY YCTpPOMCTBA KOMAaHIY
sudo LogViewer.

E 2.3.3.17 B cnydae BO3HUKHOBEHMsI OIIMOKH aJIMHHUCTPATOp JOJDKEH IPUHATH

X

S Mepbl 0 ee ycTpaHeHuro. Hambornee BeposiTHbIe OIMMOKHM omucaHbl B pasaene 4

Q

= Hacrosiero PD.

S

g

N
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2.3.4 BeiBoa ITAK «BAC»u3 3kcmiryaTanuu

2.3.4.1 Beioa ITAK «BAC» u3 akcITyaTanyu OCylIeCTBISETCS aIMUHUCTPATOPOM.
Ha srane BbIBOJA M3 3KCIUTyaTalUy MPOUCXOIUT MOJHOE YHUUTOKEHUE BCEU KIIFOUEBOU
uHpopmarmu, xpansuieiics B namatu [TAK «bACy, a Takke OTKIIOYEHUE YCTPOICTBA OT
CEeTH Mepe/layy 3alUIIAeMbIX JAHHBIX U CETH MUTAHMSL.

2.3.4.2 JIns monmuoro ynaneHus: kiatoueBod wHpopmanuu u3 namiata [TAK «bBAC»
aJIMUHUCTPATOPY HEOOXOAUMO:

— mozathk koManay sudo Uninstaller B komannayro crpoky [TAK «bACy»;

— BBECTH NIAPOJIb JIJIs1 JOCTYyNA K JUYHOMY KJIIOUY;

—yb6enutbcsi, uto I[TAK «BAC» mnpousBoguT oOHyJIEHHUE JIMYHOTO KIIOYa C
BBIBOJIOM PE3yJIbTaTa B KOMaHAHYIO CTPOKY.

2.3.4.3 BpiBoA yCTpOMCTBA 3alllUThl KJIMEHTA M3 HKCILTyaTallid MPOU3BOJIUTCS B
CJIEIYIOLLEM MOPSIJIKE:

— OTKJIFOUUTh CETH TMEepelayu JaHHBIX OT MOPTOB «AOoHEeHT», «CeTh» yCcTpoilcTBa

3alIUThI KJIMCHTA,

L]
~
3 — €CJIM JIJIS DJICKTPONUTAHUS YCTPOUCTBA 3alIUThI KJIMEHTA UCIIOIb3YETCS HHKEKTOP
3
S PoE, otkntounts ero ot cetu snekrponutanus 220 B u cetu mepegayu 3amuiiaeMbixX
Q
=
JTAHHBIX
S — IIPOM3BECTH 3aIUCh 00 OTKIFOYCHUHU YCTPOUCTBA B MACIIOPTE;
N
g — IOMECTUTDH YCTPOMCTBO 3aIUTHI KIIMEHTA B YIIAKOBKY.
%
S 2.3.4.4 BeiBo cepBepa 3alMThl M3 JKCIUTyaTallud MPOU3BOAUTCS B CIEAYIOIIEM
z HOPsIKE:
%
I
N — [0JIaTh B KOMaHIHYI0 cTpoKy komanay sudo shutdown —h 0;
¥
1)
Q — OTKJIFOYUTD CEPBEP 3alIUTHI OT CETU dJekTponuTanus 220 B;
— OTKJIFOYUTh CEPBEP 3alUTHI OT CETU MEPEAUn JaHHbBIX;
w
~
3 — OTKJIIOYUTDH CEPBEP 3aLIUTHI OT 3alUIIIAEMON MOICETH,
X
S — IIPOU3BECTH 3aMKUCh 00 OTKIIOYEHUHU YCTPOUCTBA B MACIIOPTE;
Q
N
— IIOMECTUTDH CEPBEP 3aIUTHI B YIIaKOBKY.
<
g
N
< Jlucr
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2.4 JleiicTBUS B IKCTPEMAJIbHBIX YCJIOBHUSAX

2.4.1 Ha cnyyail noxapa, aBapud WIM CTUXUHUHOrO O€ICTBUSA JOJIKHBI OBIThH

pa3paboTaHbl CIieNUaIbHbIe HHCTPYKIIMH, YTBEPKACHHBIC PYKOBOJACTBOM MPEANPHUSITHUS,

yUpexIACHUS,

AOJKHOCTHBIX JIMII, BCKPBITUC HOMCHIGHHfI, O4YCPCAHOCTD U IMOPAAOK CIIACCHMUA.

MCPEI 110 JIMKBUAALIMK OYara BO3ropaHusa HMCIOIMUMMUCA CPCACTBAMU IMOKAPOTYLICHM .

B KOTOPBIX IPCAYCMATPUBACTCA IIOPAOOK BbI3OBA aAJIMHUHUCTPALIUH,

2.4.2 B cnydae BO3ropaHvs HEMEUICHHO OOECTOYHTH IENU MUTAHUS U TMPUHATH

BHUMAHMUE: B CBA3U C TEM, YTO IIPULOP IIOAKJIIOYEH K CETHU
OJIEKTPOIIMTAHUA HAIIPSDKEHMEM 220 B, 3AIIPEIHAETCA ITPUMEHATDH
JUIA TYINEHUA KUCJIOTHBIE OT'HETYIIWUTEJIN.
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3 Texnuueckoe 00CTy:KUBaHNE

3.1 O6umue ykazaHus

3.1.1 Texuuueckoe 0OCIyKUBAaHHUE MPOBOJAT C IO O0OECIICUCHHS] HOPMATbHOM

pabotsl [TAK «BAC» B TeueHHE BCEro CpoKa IKCILTyaTalluH.

3.1.2 Texauueckoe

O6CJ'Iy>KI/IBaHI/Ie JOJIDKHO IMPOBOJAUTHLCA 1o

rpaduky,

COCTAaBJICHHOMY H YTBCPXKICHHOMY HOTpe6I/ITeJ'IeM Ha OCHOBaHHHU peKOMeHI[aI_II/Iﬁ

HACTOAIICTO pa3aciia.

HACTOSIIIEE PYKOBOJCTBO IO

3.2 Mepbl 0e30acHOCTH

3.2.1 K TeXxHHYeCKOMY OOCITY>KUBAaHUIO JOMYCKAIOTCS pPaOOTHUKH, H3YUYHBIIHE

OKCILTyaTanuu. HpI/I BBIIIOJIHCHUHN TECXHHYCCKOI'O

o0cimyKMBaHUS HEOOXOJIMMO COONIOJaTh BCE MEpPhI MO TEXHHKE O€30MacHOCTU MpPH

paboTe C AMEKTPOYCTAHOBKAMH.

3.3 Ilopsinok TeXHUYECKOTO 00CTy;KUBAHUSA

3.3.1 Texuuueckoe oOcayxuBanue I[IAK «bACy» 3akitoyaeTcs B BBINOJHEHUH

CBOEBpPEMEHHBIX mnpoduaakTuyeckux ocMoTpoB. Ilpu skcruryatanum ITAK «bBAC»

JOJKHBI BBITIOJHATHCS MPO(HUIAKTHYECKUE OCMOTPHI HE peXe OJHOr0 pas3a B IO, IpH

9TOM.

INOAKIIOYCHHA B MCCTaX HMCIIOJIb30BaHUA,

— npoBepsieTcs 1enoctHocth kopnycoB [TAK «bBAC», HageKHOCTh KpEIUICHUS WU

— kopmyca [TAK «bACy» ouniarorcst OT NbUIH U TPSI3H.

3.3.2 B mporiecce obcmyxkuanus Bckpoitue kopmyca [TAK «bACy» He gomyckaercs,

IMOCKOJIBKY BCKPBLITHC KOpIIyCa IIPUBOAWUT K HAPYUICHUIO yCTaHOBHGHHOﬁ IIOJIMTUKH

0€30MacHOCTH U YHUUTOXKEHUIO KIIFOUEBOM HHPOPMALIUU.

H3M

Jluct
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4 Tekymuii peMOHT

4.1 O01mne MoJI0KeHus

4.1.1 Texymuii  pemoHnT ITAK «BAC»  ocymiecTBisiercss  OpeanpUsITUEM-

HN3TOTOBUTCIICM.

4.1.2 KpaTkuii nepedeHb BO3MOXHBIX HEHCIIPAaBHOCTEN IIpHUBEIeH B TabmuIe 2.

Tabnuna 2 — Kpatkuii nepedens Bo3MoxkHbIX HenctpaBHocTelt [IAK «BACy

Bu HeucnpaBHOCTH

[Ipnunna

Crnoco06 ucnpaBieHus

He 3aropaercs
ceeroauon «IIutanue»
IIOCJIE BKIIFOUECHUS
YCTPOMCTBA.

HenpapuibHoe BKiIrOUEHUE
[TAK «BAC».

[IpoBeputh
IPaBUIIbHOCTD
MTOJIKJIFOUYCHUS

ITAK «BAC».
IIpownssecTu
MOJKJIFOYEHHUE COTIIACHO
1. 2.2 nanHoro PO.

He 3aropaercs

Brixon u3 crpos I[TAK «bAC».

O6paTuthes K

«O1mmbKay.

ceeroauon «Ilutanue» MIPOU3BOAUTEIIO.
MOCJI€ BKIIFOUCHUS

YCTPOWCTBA.

He 3aropaercs Cooti 3arpy3ku OC ITepe3anmycTuth
cBetoauon «Padora». [TAK «BAC». ITAK «BAC».
He 3aropaercs Brixog u3 crpos I10 OO6patutbest K
cBetonuon «Padoray. ITAK «BAC». MIPOU3BOJUTEIIIO.
Cepust OIMHOYHBIX bbbt BCKpBIT KOpITYC. IIpounssectn
BCTIBIIIIEK CBETOAMOIA YHUUTOXKEHA KITFOUEBast BOCCTAHOBJICHUE

uH(popmarus.

JINYHOTO KJI0Ya B
COOTBETCTBHH C II. 4.2;
IIponssecTy BO3BpaT K
3aBOJICKUM HacCTpOHKam
B COOTBETCTBHH C

. 2.3.4 ¥ TeHepaInio
HOBBIX KJIIOUCH.

Cepust MHOTOKPATHBIX
BCITBIIIIEK CBETOIMO/A
«Ommbdkay.

Brixoa u3 cTpost OTAEIbHBIX
y310B [TAK «BAC».

O6paTuThecs K
MIPOU3BOTUTEITIO.

H3M
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4.2 Boccranosiienue ITAK «BAC» nocJie coost

4.2.1 TTAK «bAC» npu nomomu ITAK «bapeep - USB», Bxozasmiero B ero cocras
BEJET HENPEPBIBHBIN KOHTPOJIb BCKpBHITUA Kopryca. llpu oOHapyXeHHH BCKPBITUS
KOpIyca YHUYTOXACTCS JIMYHBIM KIIOY, XPaHAIIMKACA B 3allUIIEHHOM XPaHWJIHILE
ITAK «bapbep - USB», u (¢ukcupyercs Bpemsi BCKPBITHS KOpIlyca BO BHYTPEHHEM
xypHaine [TAK «bapbep - USB» (3kypHaJl KpUTUYECKHUX COOBITHI).

4.2.21locne  yHUYTOXKEHHS  JIMYHOTO  KJIKOYa  aJMUHUCTPATOp  JIOJDKEH
NPOAHATM3UPOBATh KYpPHaJl KPUTHYECKUX COOBITUM M  ONPEACNIUTh MPUUUHY
YHUUTOXKEHUSI JIMYHOTO Kitoya. [locie yero BBIMOJHUTH JACUCTBUS 1O BO3BpATy
YCTPOMCTBA B paOOTOCIIOCOOHOE COCTOSIHUE. DTO MOKHO C/AEJIaTh ABYMS CIIOCOOAMHU.

4.2.3 BeiBeCTH YCTPOMCTBO W3 OKCIUTyaTanusi B COOTBETCTBMM C 1.2.3.4 U
IPOU3BECTH HOBYIO T'€HEPALMIO KIIOYEBOW Maphl, WJIM MPOU3BECTH BOCCTAHOBJICHUE
JUYHOTO KJII04a U3 Pe3epBHOM KOMuUU (MIpU €€ HAJTuYun).

4.2.4 ]Ins1 BOCCTAHOBIICHUS JIMYHOTO KJIH0Ya U3 PE3EPBHOM KOMMHU HEOOXOIUMO:

— IOMECTUTH 07100 TuuHOoTro Kitova B (paitnoByto cucremy [TAK «BACy;

°
~
3 — 1ojiaTh B KOMaHAHYIO cTpoky kKomanay sudo PrivateKeyRecovery blob=<myTh
X
5 K 0,100y>.
N
—IIpU 3aIpOCe IMPUIOKEHUSA, BBECTU IMAPOJIb [UIA AOCTyHa K 3allUIICHHOMY
\5 XPaHWJIMILLY;
g — IIPM 3aIpoce MPUIIOKEHUS, BBECTH MAPOJIb JIJIsl CHATHUS 3allUThI ¢ 071002 TUYHOTO
5
N KJIF0Ya;
S — IIpU 3aIIpOCe NPUIIOKEHHUS], BBECTU HOBBIM MapoJib Ul JOCTYIIA K 3aIIUIICHHOMY
T
X XpaHWIUILY.
3
Q
N
a
S
X
S
S
S
3
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5 XpaHnenue

5.1 TTAK «BAC» He conepXUT B CBOEM COCTaBE BEUIECTB U MaTEpHUATIOB, OMACHBIX
JUTSL JKM3HU W 3JI0POBbSl YENIOBEKA M OKpPYXAIOleH cpenbl, U He TpeOyeT MpPUHSITHS
CHeIUaIbHBIX MEP MPEIOCTOPOKHOCTH IPU XPaHEHUH.

5.2He nomyckaercs xpanenue ITAK «bBAC» COBMECTHO ¢ HCHAPSIOMIUMUCS
KUJKOCTSIMU, KUCIIOTAMH U IPYTUMU BEILIECTBAMU, KOTOPBIE MOTYT BbI3BaTh KOPPO3HUIO.

5.3 XpaHeHue TOKHO OCYIIECTBIISITHCS B YIAKOBKE B OTAIJIMBAEMBIX CKJIAJACKUX
MOMEIICHUAX MPHU TEMIIEPATYPE OKPYKAKWIEro Bo3ayxa oT Ioc S5 1o mioc 40 °C u
OTHOCUTEJILHOM BIIaKHOCTH He OoJiee 80 % mpu TeMiiepaType OKPY’Kalolllero BO3ayXxa
toc 25 °C.

5.4 TlocranoBka [TAK «bAC» Ha XpaHEHHE U CHATHE C XpaHEHHS 0(OpMIIAETCS
OpUKa3oM (pacmopsiKEHUEM) PpYKOBOAMTENS SKCIUTyaTUPYIOIIEH OpraHu3allH, B
KOTOPOM YKa3bIBAa€TCs MepedeHb padoT, MpaBUia UX MPOBEAEHUS, MEPbl O€30MaCHOCTH,

YCJIIOBUA XpPaHCHUA.

Jinct
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6 TpancnopTupoBaHue

6.1 ITAK «bAC» He conepXUT B CBOEM COCTaBE BELIECTB U MaTEpHUATIOB, OMACHBIX
JUIS JKU3HU U 3JI0pOBBSl YEJIOBEKAa M OKPYXKAIOIIEH Cpelpl, U HE TpedyeT NpUHATHUS
CIEHHUAIBHBIX MEP MPEAOCTOPOKHOCTH IPU TPAHCTIOPTUPOBAHUH.

6.2 ITAK «BAC» B TapHOIl ymakoBKe MOJKHO TPAHCHOPTHUPOBATHCS B MOAOOPHOM
Tape MKEJIE3HOAOPOKHBIM, ABHALIMOHHBIM (B TI'€pPMETH3UPOBAHHBIX OTCEKAX), BOJHBIM
(KpoMe MOPCKOIr0) M aBTOMOOWJIBHBIM BHJIOM TpaHCIOpPTa Ha Jt000€ paccTosHHE, B
COOTBETCTBHHM C IPABHJIAMHU MTEPEBO30K, AEHCTBYIOIIMMHU Ha KaKJJOM BUJE TPAHCIIOPTA.

6.3 Pa3MmelieHne M KperjieHWe TPAHCIIOPTHOM Tapbl C TPAHCIOPTUPYEMBIMU
U3JIETUSIMA B TPAHCIOPTHBIX CPEACTBaX JOJKHO OO€CleurMBaTh €€ YCTONYHMBOE
NIOJIOXKEHHUE U HE IOIYCKaTh NEPEMEILEHHS BO BPEMsI TPAHCIIOPTUPOBAHUS.

6.4 [TAK «bAC» n0JKHO COXpaHATh MOCJE TPAHCHOPTHUPOBAHUS B yHNaKOBAaHHOM
BUJI€ KOHCTPYKLHIO, BHEIIHUI BUJ U pabOTOCIIOCOOHOCTh NP BO3JAEHCTBUU HA HETO B
IPOLIECCE TPAHCHOPTUPOBAHUS MEXAHMYECKUX YJAPHBIX HArpy30K MHOTOKPAaTHOrO

NEeiCTBUS ¢ NMUKOBBLIM yckopeHueM 10 147 m/c? (15 Q) npu AnuMTensHOCTH JEeHCTBHS

°
~
]
S ynapHoro yckopenus ot 10 go 15 mc.
S
é‘ 6.5 Ycnosus tpancnioprupoBanus [TAK «bAC» 10mKHBI COOTBETCTBOBATH:
— TeMIIEpaTypa OKPYXkAIOLIEro Bo3Ayxa IpH TPaHCIIOPTUPOBAHUU — OT MUHYC 40 10
S witoc 50 °C;
N
< — OTHOCHUTENIbHAsI BIIAXKHOCTHh OKpY’KalIIero Bo3ayxa — He Oosee 95 % mpu
Q
I
X TEeMIIepaType OKpY Karolero Bo3ayxa mioc 25 °C;
i. — atmocdepnoe nasnenue ot 84 1o 107 klla (ot 630 1o 800 MM pT. CT.).
I
X
x 6.6 B TpancnoptHbix cpeactBax, rae nepeBossatcsa [IAK «bBACy, He H0KHO OBITh
)
@ NapoB KHUCJIOT, IIEJIOYEH M JPYrMX XUMHUYECKU AKTHBHBIX BEIIECTB, Mapbl WU Ta3bl
® KOTOPBIX MOTYT BbI3BaTh KOPPO3HUIO.
a
) 6.7 PacmakoBky [IAK «BAC» mocne TpaHCTIOPTHPOBAHHS IIPU TEMIIEpaType HIXKE
S
é‘ MuHyc 10 °C npoBOAUTH B OTAIlJIMBAEMOM IMOMEIICHUH, TTPEIBAPUTEIBHO BBIJICPKAB €T0
HEpaclakoBaHHBIM HE MeHee 2 U.
S
g
N
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7 Yruanzauus

7.1 [TAK «bAC» He colepKuUT B CBOEM COCTaBE SITOBUTHIX M BPEJHBIX BEIIECTB U
MaTepuaaoB, OMACHBIX ISl KU3HM U 3J0POBbS YEJIOBEKAa, a TAKXKE IPEJICTABIISIONINX
OMacHOCTh JUIS  OKpYyXKarolied cpeiapl, U He TpeOyeT CHelUabHBIX Mep
NPEAOCTOPOKHOCTH MPU YTUIIU3AIUH.

7.2 Vrummzamuio [TAK «bAC» mpoBomaT mocie OKOHYaHHUS CpPOKa CIIyXKObl H
3aKJTIOUCHHMST KOMHMCCHMM O  HelenecooOpa3sHOCTH — JaibHEWIed  AKCIuTyaTaiuu
ITAK «BAC».

7.3 MeponpusiTus 10 MOATOTOBKE M OTIpaBKe Ha YTWIM3AIUIO pa3padaThIBaAIOTCs
COTJIACHO PACIIOPSIKEHUIO PYKOBOJUTENSI MPEANPUATHS B COOTBETCTBUU C TOPSIAKOM
YTUJIM3ALUH, YCTAHOBJICHHBIM Ha MPEANPUSTHH.

7.4 Bce meponpustus o noaroroBke u ornpaBke [TAK «BAC» na yTunmzanuio
JOJKHBI TPOU3BOIUTHCS TIPU MTOJIHOM OTKJIFOYEHHUH 3alIUIIAEMbIX CETEl.

7.5 IIpu moaroroBke I[IAK «BAC» k yTunuzamuu ciaeayer coOroaaTbh MeEphl

0€30MacCHOCTU, TMPEIYCMOTPEHHBIE I MOHTAXKHBIX U MeXaHW4deckux pador. s

°

~

]

S NOATOTOBKM K yTwin3auuu cieayer npoBectd JeMoHTax I[IAK «BAC» ¢ wnenbto

S

é‘ U3BJICYECHUS Y3JIOB C JJIEKTPOHHBIMU KOMIIOHEHTAMHU, KOTOPBIE COAEPKAT APArOLECHHbIE

METaJUJIbl, U U3BJICUEHUS JIETAJICH, U3TOTOBJICHHBIX U3 IIBETHBIX METAJJIOB.

\§ 7.6 IIAK «<bAC» H©He mpeAcCTaBisSe€T OMACHOCTH IS KU3HHU, 3]I0POBbS M

X

< OKpY>Karollen cpeibl Mociie OKOHYAHUSI CPOKa CITY>KObI (IKCILTyaTaIuu).

Q
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%
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8 Pecypchbl, CpoKH c1yKO0bI M XpAHEHUS], TAPAHTHU U3TOTOBUTEJIS

(mocraBIIMKA)

8.1 ITAK «bAC» npu skcrutyaTaniuu o0ecreynBacT:

a) cpenHU CpOK CiykObl — He wMeHee 10meT ¢ ydeToM IPOBEACHHS
BOCCTAHOBUTEIBHBIX pPadoT;

0) CpeIHHMI CpPOK COXpaHSIEMOCTH (OT MOMCHTa H3rOTOBJICHHS JIO BBOJA B
JKCILTyaTaluio) — He MeHee 18 MecsiieB, npu coOJII0I€HUH YCIOBHM XpaHEHUS!.

8.2 IlpenmpusiTie-u3roToBUTENb  (TIOCTABIIMK)  TapaHTHUPYET  COOTBETCTBHE
[TAK «kbAC» TpeOoBaHMSM  TEXHUYECKOM  JOKYMEHTAllMM TpU  COOJIOJACHUU
NOTpeOUTENIeM MpaBWJI M YCJIOBHH AKCIUTyaTallMd, XPaHEHUs, TPAHCIOPTUPOBAHUS U
MOHTa)Ka, YCTAaHOBJICHHBIX JIOKYMEHTAIEH.

8.3 'apanTuiineiii cpok xpanenus u skcruryaranu [TAK «bACy — 18 mec. co mus
peanu3alu NpearnpUITHEM-U3TOTOBUTENEM, MPU COOJIIOACHUN YCIOBUM XpaHEHUS U
IKCIUTyaTalliH.

8.4 I'apantuitnoe ob6cmyxuBanue [TAK «BAC» ocyuiecTBisieTcs H3roTOBUTENEM

°
~
]
S WIM JAPYrOM OpraHu3aluel, HWMEILIIEN C  HU3TOTOBUTEIIEM  COOTBETCTBYIOIIECE
S
é‘ COTJIALLIEHUE, 3a CYET U3TOTOBUTEII.
8.5 [lorpebutenp JMmaeTCs TMpaBa HA TapaHTUHHOE OOCTY)KMBAaHHE TIPH
& o
E HApyUWICHWW YCJIOBUM OKCIUIyaTallMM, XPAHCHWsS, TPAHCIIOPTUPOBAHUS M MOHTaXa
2 [TAK «BAC».
Q
I
X 8.6 Ilocnerapantuitnoe obOcmyxuBanne [TAK «bAC» ocymecTBisercss 3a CYET
< noTpeduTeNsl MO JOrOBOPY MEXKIy M3TOTOBUTEIEM WIM JPYrol opraHu3aiuei,
X o
R MMEIOIIEH C U3TOTOBUTENIEM COOTBETCTBYIOIEE COTJIAIICHUE, M TOTPEOUTEIIEM.
g
N
a
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S
S
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[Toan. ngara

Une. Neqybn.

B3am. InB. N?

[Toan. ngara

WHB. N2 rogn.

IIpuiaoxenue A

(cnpaBo4YHOE)

IlepeyeHb NPUHATHIX COKPALLCHUM

B HACTOAIICM PYKOBOACTBC 110 3KCILTyaTallu NPUHATHI CJICAYIOINNUE COKPAIICHUA:

JICUIl
03y
oC
MTAK
3y
110
[19BM
PD

oA

— JaT4YHK CﬂyqaﬁHBIX YHCJIOBBIX HOCHGHOB&TCHLHOCTGﬁ

— OMepaTUBHOE 3aIIOMHHAIOIIEE YCTPOHCTBO

— OoncpalrOHHadA CUCTCMaA

- HpOFpaMMHO-aHHapaTHBIﬁ KOMIIJICKC

— ITOCTOSIHHOE 3aIlIOMHHAIOIIEE YCTPOHCTBO

— IpOorpaMMHOE 0OecTieueHre

— NCPCOHAJIbHAA 3JICKTPOHHO-BBIYMCIIUTCIIbHAA MallliHa

— PYKOBOJCTBO IO 3KCILTyaTaluu

- C-)KCHJIyaTaHPIOHHBIﬁ HOKYMCHT
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Hpuaoxenune b

(cnpaBo4HOE)

IMpumep Ppaiina ¢ nepcoOHAIbHBIMY JAHHBIMHU

<?xml version="1.0" encoding="UTF-8"?>

<PersonalData>

<CommonName Old="2.5.4.3" Description="CepuinHbln HOMep yCTpomncTea">
00001

</CommonName>

<Description Old="2.5.4.13" Description="06L1ee HaMmeHOBaHWe ycTponcTea">
Komnnekc nporpamMmmHo-annapaTHbI KpUnTorpagoM4yeckon 3atluTbl

nHdopmauun "BAC".

</Description>

<Organization OId="2.5.4.10" Description="OpraHunsauusa">
3A0 "HTU KoHTtakTt"

</Organization

<Country Old="2.5.4.6" Description="Kopg cTpaHbl HaxoXgeHus opraHmsauumn">
BY

</Country>

<Province Old="2.5.4.8" Description="00bnacTtb HaxoxaeHusi opraHnsauyum">

</Province>

<City OId="2.5.4.7" Description="HacenéHHbIn nyHKT ">
r.MuHck

</City>

E <StreetAddress Old="2.5.4.9" Description="Agpec HaxoxgeHus opraHmsaunmn">
3 nep.CtygeHyeckun, o.7

& </StreetAddress>

é‘ </PersonalData>

&
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[Toan. ngara

Une. Neqybn.

B3am. InB. N?

[Toan. ngara

WHB. N2 rogn.

IIpuaoxenue B

(cnpaBo4YHOE)

Cnucok 0003HaYeHM i JOCTYNIHBIX KPUNTOrpaduyecKkux ajJaropuTMoB

Tabmuua B 1 — Cnucok 0003Ha4€HH TOCTYNHBIX AITOPUTMOB IIKX(DPOBAaHUS IS 3aIUCH B

ipsec.conf

EALG

gost28147 ctr

anroput™ mudposanus [OCT 28147-89 B pexxruMe raMMUPOBaHHUSI

gost28147 cfb

anroput™ 1mmdpoanus ['OCT 28147-89 B pexxume raMMUpPOBaHUS
¢ 00paTHOM CBSI3bIO

belt_cbc

anroputm mmdpoBanust CTh 34.101.31-2011 B pexxume clierieHUus

0JI0KOB
belt cfb anroputM  umdpoBanuss  CTb 34.101.31-2011 B  pexume
- raMMUPOBaHUs C OOPaTHOM CBSI3bIO
belt_ctr anroput™ mmpposanusi CTh 34.101.31-2011 B pexxume cuéTynka
IALG
gost_mac anroputm BeipaboTku uMMuTOBcTaBKH ['OCT 28147-89
belt mac asroputM BeIpaboTk ummuToBcTaBku CTh 34.101.31-2011
belt_hmac anroput™ KirouezaBucumoro xammposanus CTh 34.101.47-2011
PRF
AITOPUTM BBIPAOOTKH TICEBAOCTYYaHBIX qucen
prfbrng_ctr CTb 34.101.47-2011 B pexxume cu€Tymka
ANTOPUTM BBIPAOOTKH MICEBIOCTYYaHbIX qucen

prfbrng_hmac

CTb 34.101.47-2011 B pexxume HMAC

KEYREP

keyrep

‘ anroputm npeodpazoBanus kiaoua CTh 34.101.31-2011

[Ipumeuanus:
— KUPHBIM BBIICJIEHBI aJITOPUTMBI, UCIIOJIb3YEMBIE 10 YMOIYAHUIO;
— KYPCUBOM BBIJIEJICHBI IEPBBIE NOAIEPKUBAEMBIE 3HAUCHMUSI.

DAMNJI

BHUMAHME: OBO3HAUYEHUE AJITOPUTMOB JJId 3AIIUCU B DA
IPSEC.CONF JOJDKHO TOYHO COOTBETCTBOBATD TABJIMLE /I 1.
TP 3AIIMCHU HEOIIO3HAHHOI'O OBO3HAYEHHUA AJII'OPUTMOB B

IPSEC.CONF

[TAK «BAC»

I[NOAAEPXXNBAEMbDIE 3HAYEHHSIL.

IIPU OTCYTCTBUM 3AIIUCHU AJITOPUTMOB B ®ANI

I[TAK «bAC» BYJIET UCITIOJIb3OBATDH 3HAUEHN A 110 YMOJIYAHUIO.

BYJAET HCIIOJIb3OBATL IIEPBBIE

IPSEC.CONF
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