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Hacrosmas wuHcTpykuus pacmpocrpansercds Ha «KoMIUleke —INporpaMMHO-
anmnapatHbli Kpunrorpaduueckoi 3amutbl uHpopmaruun «bAC» CHOUK.465634.001
(manee — ITAK «BAC»), MpEIHA3HAYCHHBIN TSt 3aIUTHI nHpopmaruu,
LHUPKYJIHMPYIOLIEH B KaHAJIAX MepeJayu TaHHbIX.

Hacrosimas uHCTpyKUMs SIBISIETCS paclipeHueM PykoBOACTBa MO 3KCIUTyaTaluu
I[TAK «bAC» CHOUK.465634.001 PO u mnpenna3HaueHa i OOJCTdeHHS pPaOOTHI
aAMUHHCTpAaTopa IpU Cco3JaHuM TUNOBOKM cxembl BkIoueHus [IAK «bBAC» s
ITOCTPOCHMS 3AIMILIEHHOTO COEAUHEHNS.

Hacrosmas nHCTpyKIUs peAHa3HadeHa Uil aAIMUHUCTPATOPa, UMEIOLIETO HaBbIKU
padotel ¢ OC LinUX ¥ ceTeBbIM aJMUHUCTpUpOBaHHEM. [IJis MOHMMAaHUS TPHUHIIUIIOB
paboter ITAK «BAC» agmuHuCTpaTOop MJOMKEH O3HAKOMUTHCA C JIOKYMEHTOM
«Komrmiekec mporpaMMHO-anmnapaTHblii  Kpunrorpadguyeckod 3amuThl  HUHQOpMauu
«bAC». PykoBoxctBo mno skcruryaranun» CHOMK.465634.001 PO  npexne, 4em
IIPECTYIUTH K HACTPOMKAM COIVIACHO JAHHOW MHCTPYKLMHU.

Nucrpykuus onuceiBaeT mnopsaok Hactpoilku [IAK «BAC» s moctpoenus

3aIMUIONCHHOI'O COCANMHCHUA MCIXKAY ABYM: IIOACCTAMMU.

Jinct
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1 Onucanue coequHeHus1 (CTeH1A)

Cxema BxmroueHus IIAK «bAC» nns mOCTpOEHMS 3alMIIEHHOIO COEAUHEHMS
MEXy JIBYMS MOJICETSIMU MPUBEICHA HA PUCYHKE 1.
ITonkmtouenne ITAK «BAC» k ceTu mnepenadyd JaHHBIX, a TaKXKe€ K CETH

QJICKTPOIIUTAHNA HTPOBOAUTCA B COOTBCTCTBHUH C PYKOBOI[CTBOM Mo SKCILIyaTalunn

CIOHUK.465634.001 PO.

ethO: ethO: ethl: ethl: eth0: ethO:

10.0.0.10 10.00.1 ————7100.0.0.1 _ 100.0.0.2—7120.00.1 _ 20.0.0.10
netl: 10.0.0.024 '———— | 100.0.0.0/24 T net2:20.0.0.0/24

MAK «BAC» 1 MNAK «BAC» 2
MNK1 MK 2

Pucynok 1 — Cxema crenaa

Jinct

CrONK 465634.0011CI0

HsM Jincr|l N°gokym. Togn. | f4ara




[Toan. ngara

Une. Neqybn.

B3am. InB. N?

[Toan. ngara

WHB. N2 rogn.

2 HacTtpoiika coequHeHus (CTeH1a)

Jns HacTpOWKK coenUHEeHUs! (CTeHAa) HEOOXOIMMO BBIMIOJHUTH HACTPOMKY BCEX

ero cocrapisronux: HacTpouTh 00a ITAK «bAC» u 06a I1K u3 3anumnaeMpIx moaceTei.

Jns mactpoitku [TAK «BACy HE0OX0AMMO BBITIOJHUTH CJICTYIOIINE OTEPALIH:

— CMEHa NapoJisi aAIMUHUCTPATOPA;

— HACTpPOMKa CeTeBBIX HHTEP(EICOB;

— HAaCTPOWKA JaThl U BPEMEHU;

— yIpaBJjeHUE KIOYEBOM HH(pOpManueil (reHepaunusi KIYeBOM Mapbl, 3KCIOPT

OTKPBITOTO KJII0Ya M3 YyCTpoiicTBa B BHjue 3ampoca Ha nonydeHue COK u ummopt

OTKPBITOTO KJtoua B ycTpoicTBo B Buje COK);

— HACTPOIKa MPOrpaMMHOTO 00ECIIEUEHUS.

Hns  wactpoiiku I[IK w3 3amuimaeMpix mojceTed HEOOXOAUMO BBITTOJHUTH

HACTPOWKY CETEBBIX UHTEP(PEICOB.

2.1 Hactpoiika [TAK «bAC» 1

Hns nactpoiiku ITAK «bAC» 1 HeoOXoAMMO BOWTH B €ro KOHCOJIb, HCIOJIb3YS

TPAHCIIOPTHBIH JIOTUH Server u mapons 11111111,

Ubuntu 14.04.3 LTS server ttyl

server login: server

Password:

server@server:~$

HsM Jincr|l N°gokym.
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2.1.1 CmeHna napoJisi aIMMHHCTPATOPA

BHUMAHUE: CMEHA  TPAHCIIOPTHOI'O IIAPOJIA  ABJIAETCA

OBS3ATEJIbHOM

I[JUI CMCHBI I1apOJIia H€06XOI[I/IMO BOCITIOJIB30BaThCA KOMaH,HOﬁ paSSWd, ITOCJIC 4YCTO

BBeCTU TpaHCHOpTHBIM maposbs 11111111, a 3arem 3agaTh W TOATBEPAUTH HOBBIW.

[Taposs momKeH OBITH HE MEHEE 8 CHMBOJIOB.

server@server:~$ passwd

Changing password for server.

(current) UNIX password:

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully

2.1.2 Hactpoiika ceTeBbIX HHTepdeiicoB

Jlnst HAcTpOWKH ceTeBBbIX HHTEp(hEercoB HEOOXOIMMO OTPENaKTHUPOBATH (haii

letc/network/interfaces npu momoru TEKCTOBOro peaakropa Nano, 3axae IP-agpeca u

MacKu UHTep(HencoB.

server@server:~$ sudo nano /etc/network/interfaces

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

iface ethO inet static
address 10.0.0.1
netmask 255.255.255.0
auto ethO

iface ethl inet static
address 100.0.0.1
netmask 255.255.255.0
auto ethl

Coxpanute u3MeHeHHs B (aitre, HaxaB couetanue kinasuin Ctrl+O, u Beriiaute us3

TEKCTOBOT'O peaakTopa Nano, Haxkas couetanue kiapum Ctri+X,
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2.1.3 Hactpoiika 1aThbl 1 BpeMeHHU

I[J'ISI YCTAaHOBKH JOaTbl W BPCMCHU HCO6XOI[I/IMO BOCIIOJIB30BAaThCA KOMaHI[OI\/'I

date MMDDHHMmMYYYY

rie:
MM — mecsir;
DD — nenp;
HH — gacpwr;

MM — MUHYTHI;
YYYY —rox.

server@server:~$ sudo date 061810472019
[sudo] password for server:
AyT Yap 18 10:47:00 MSK 2019

Jlnst BeTymuieHus Bcex HacTpoek B cuity nepesarpysure [TAK «bACy 1.

server@server:~$ sudo reboot

2.1.4 YnpasJjieHue Ki1104eBoii uHpopmanuei

Jlist reHepanuu 3ampoca Ha BBITYCK cepTH(UKATa OTKPHITOrO Kit04a HE0OXO0IUMO

BOCIIOJIb30BaThCsl  yTuurod RequestBuilder. Ona BBINOJHUT CaMOTECTUPOBAHUE

[TAK «bAC» 1, creHepupyeT JIHYHBIM K04 U CcHOPMHpPYET 3ampoc Ha BBITYCK

ceptuduKrara OTKPHITOTO KIItOUa.

server@server.~$ sudo RequestBuilder

[sudo] password for server:

> KoHTposb LlenoctHocTH

[MpoBepka LenoCcTHOCTU NpoLusia ycnewHo!

PesynbTartbl: /etc/support/IntegrityController.log

> TectnpoBaHune bubnunotekun KpuntonpeobpasosBaHun
TectnpoBaHne anroputmoB CTE.34.101.31 BbINONHEHO
Tectuposanune anropmutmoB CTE 34.101.45 BbINOfHEHO
TectnpoBanue anroputmoB CTE 34.101.47 BbINONHEHO
Tectuposanune anroputmoB CTE 34.101.66 BbINOSTHEHO
TectnpoBanue anroputmos FOCT 28147-89 BbINONHEHO
CamoTtecTtupoBaHue 6ubnuotekn kpuntorpadumyeckmx npeobpasoBaHui 3aBepLUEeHO

yCreLuHo.

> KoHTponb PaboTtocnocobHocTtu MNAK "bapbep-USB"
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Ha 3awmnéHHoM xpaHunuie He ycTaHoBMNeHa naponbHas 3awmral

3alWuLEHHOE XpaHMnuLLE roTOBO K paboTe.

basctl: TectnpoBaHune 3aBepLUueHO ycneLHo!

Kenaete oTpeaakTMpoBaThb XML-chbann C OaHHbIMK 00 yCTponcTee
[/etc/support/PersonalData.xml]

(Y/N):y

Jliia BeImycKa 3ampoca Ha cepTU(HUKAT HE0OX0aUMO oTpeaakTupoBate XML-daiin ¢
JAHHBIMH 00 YCTpOWCTBE, yKa3aB B HEM CEpUUHBIA HOMEP YCTpPOMCTBA, Ha3BaHHE

opraHuzanuu u aapec, rae skcruryatupyerca [TAK «bAC» 1.

<?xml version="1.0" encoding="UTF-8"?>
<PersonalData>
<CommonName Old="2.5.4.3" Description="CepuinHbln HOMep ycTponTea">
00001
</CommonName>
<Description Old="2.5.4.13" Description="06L1ee HanmeHoBaHNe ycTponcraea">
Komnnekc nporpamMmmMHo-annapaTHbIN KpunTorpagouyeckomn 3amThbl
nHgpopmaumn "BAC". Cepsep 3auThl.
</Description>
<Organization Old="2.5.4.10" Description="HanmeHoBaHne opraHm3aumm —
Bnagenbua ycrponcrea">
3A0 "HTU KoHTakt"
</Organization>
<Country Old="2.5.4.6" Description="Kopg cTpaHbl HaxoXxaeHusi opraHmsauumn">
BY
</Country>
<Province Old="2.5.4.8" Description="06nacTtb HaxoxaeHns opraHnsaumm">
</Province>
<City Old="2.5.4.7" Description="Hacen&HHbIN NyHKT HaxoxaeHus
opraHusauumn">
r.MuHck
</City>
<StreetAddress Old="2.5.4.9" Description="Agpec HaxoxgeHus opraHmsaunmn">
nep.CtyaeHyeckun, .17
</StreetAddress>
</PersonalData>

CoxpaHute u3MeHeHHs B (aitiie, HaxaB couetanue kinasumn Ctrl+O, u BeiiiauTe u3
TEKCTOBOTO peakTopa Nano, Haxas coderanue kinasum Ctri+X.
YcranoBute maposib JUIsl  JOCTyNa K - 3allUIIeHHOMY xpaHwuity. [lpu
HEOOXOIMMOCTH PE3EPBUPOBAHMS JIMYHOTO KIIOYA 3a/1aiiTe maposib K 05100y (pe3epBHOM

KOIUY JIMYHOTO KIII0Ya, COXpaHseMOol B (haiiJIoBOM CHCTEME B 3aIUIIIEHHOM BHJIE).

BeeguTte naponb gocTyna K 3aluwéHHOMY XpaHunuwy (8-24 cumeona
[MoTBepanTe Nnaposp; ********
CoxpaHnTb NUYHbIV KoY 45151 BO3MOXXHOCTM BoccTaHoBreHnsa cuctembl? (Y/N): y

). *kkkkkkk
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*kkkkkkk

3apanTte naponb goctyna k 6noby nuyHoro kntova (8-24 cumeona):

MoTBepanTe naponp; ********

3asiBKa Ha BbINyCK cepTudukaTa OTKPbITOrO Krtoya yCrneLwHo cCoXxpaHeHa:

[/etc/support/IssueRequestsAndCards/CertificatelssueRequest BC4A428FOFAEAB417D
73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.der]

KapTo4yka OTKpbITOro Krntoya ycrnewHo coXpaHeHa:

[/etc/support/IssueRequestsAndCards/PublicKkeyCard_BC4A428F9FAEAB417D73AAE4
8C19BCE7ABAEBE2B677B17104122F6563D7A37B9.rtf]

Bno6 nnyHoro knio4va ycnewHo COXpaHéH:

[/etc/support/IssueRequestsAndCards/PrivateKeyBlob BC4A428FOFAEAB417D73AAE4
8C19BCE7ABAEBE2B677B17104122F6563D7A37B9.sck]

server@server.~$

B  pesynprare  BhImodHEeHWs ~— ytuiautel  RequestBuilder, B mamke
letc/support/IssueRequestsAndCards/ 6putr chopMHUpOBaHBL:

— 3anpoc Ha Bblyck ceptudukara B coorBerctBuu ¢ CTh 34.101.17:
CertificatelssueRequest_BC4A428FIFAEAB417D73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.der

— KapTouka OTKphITOro kimova B coorBercTBun ¢ CTh 34.101.49:
PublicKeyCard_BC4A428FOFAEAB417D73AAE48C19BCETABAEBE2B677B17104122F6563D7A37B9.rtf

— 05100 TUYHOTO KITIOYa:
PrivateKeyBlob_BC4A428F9FAEAB417D73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.5ck

Jnst BeImycka cepTudUKAaTa OTKPHITOTO KI0Ya HEOOXOAMMO 3SKCIOPTUPOBATH
3anpoc Ha BeiMyck ceptudukara u3z [IAK «BAC» 1 mo6biM ya0o0HBIM CIIOCOOOM U
nepeaaTh aIMUHUCTPATOPY Y AOCTOBEPSIOIIETO IIEHTpA.

DOKCHOPTUPYEM 3alpoC Ha BBIMTYCK cepTU(UKATa OTKPHITOTO KJI0Ya HAa CHEMHBIM
USB-socurens. s atoro Heooxoaumo noakmounts USB-nocurens k ITAK «BAC» 1.

[Mpu momommm komauasl fdisk HeoOXxomauMo ompenenuTs HMs, NPHUCBOCHHOE

creMHoMy USB-Hocutemnto onepanronHoit cuctemoit [TAK «bACy 1.

server@server:~$ sudo fdisk -I
[sudo] password for server:

Disk /dev/sda: 120.0 GB, 120034123776 bytes

255 heads, 63 sectors/track, 14593 cylinders, total 234441648 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00022074

Device Boot Start End Blocks Id System

/dev/sdal * 2048 226275327 113136640 83 Linux

/dev/sda2 226277374 234440703 4081665 5 Extended

/dev/sdab 226277376 234440703 4081664 82 Linux swap / Solaris
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Disk /dev/sdb: 15.5 GB, 15514730496 bytes

255 heads, 63 sectors/track, 1886 cylinders, total 30302208 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: Oxf1725d57

Device Boot Start End Blocks Id System

/dev/sdbl 2048 30302207 15150080 ¢ W95 FAT32 (LBA)

Onepannonnas cucrema [TAK «bAC» 1 nmpucBomia NnoAaKIOYEHHOMY CHEMHOMY
USB-nocuremo oosemom 16 I'daiit nms /dev/sdbl.
Jlis MoHTHpoBaHUs (aiiaoBoil cucteMbl cbeMHOro USB-Hocutens HeoO0Xoaumo

BOCIIOJIB30BaThCI KOMaHI0M mount.

server@server:~$ sudo mount /dev/sdbl /mnt

Jns xonupoBaHus (aitna 3ampoca Ha BBINYCK cepTudukara Ha cheMHbli USB-

HOCHTCJIb HGOGXOI{I/IMO BOCIIOJIB30BAaThCA KOMaHI[Oﬁ Ccp.

server@server:~$ cp
letc/support/IssueRequestsAndCards/CertificatelssueRequest BC4A428F9FAEAB417D
73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.der /mnt/

st Toro 4to0bl yOemuThCs, YTO 3alpoc Ha BBIMYCK cepTudUKaTa ObUT yCHEIIHO

CKOIMpOBaH Ha cheMHbIH USB-HOCUTEh HE00X0IMMO BOCIIOIB30BaTLCA KOMaH 10# |S.

server@server:~$ Is /mnt/
CertificatelssueRequest BC4A428FOFAEAB417D73AAE48C19BCE7ABAEBE2B677B1
7104122F6563D7A37B9.der

Ja pasmonTupoBanus (ainoBoit cuctemsl cbeMHoro USB-nocutens neobxonnumo

BOCHOJIB30BaThCS KOMaH 0 umount.

server@server:~$ sudo umount /mnt

N3Bneub CHEMHBIN USB-nocurens u nepeaaThb aIMUHUCTPATOPY
VY aocToBepsroIIero HeHTpa s BbIIycKa cepTUUKaTa U 3alMcy ero Ha HocuTelnb. Ecnu
daiin ceprudukara Obul MoJydeH B opmare p7b, HEOOXOIUMO BBITIOJIHUTH SKCIOPT B
OTJeNbHbIE (ailsbl cepTU(UKATOB. DKCIOPT CePTUPHUKATOB U3 P/b Qailna MOKET OBITH
BBITIOJIHEH MpH oMot Mactepa skcriopta ceprupukaros OC Windows.

NmnoptupyemM cepTU(PUKAT OTKPBITOro Kiroda co cbeMHoro USB-nHocutens B

ITAK «BAC» 1. Jlist aToro Heobxoaumo noakaounTts USB-nocutens k [TAK «BACy 1.
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[MTpu nomomm komauabl fdiSk HeoOXomauMo onpeaenuTh HMs, MPUCBOCHHOEC

creMHoMy USB-nocutento onepannonnoii cucremoit ITAK «bAC» 1.

server@server:~$ sudo fdisk —I

Omnepauuonnas cucrema [TAK «BAC» 1 mpucBowsia NogkiIIOUEHHOMY ChEMHOMY
USB-Hocutemo oobemoM 16 I'oaiit ums /dev/sdbl.
[IpousBenem MoHTHUpOBaHHE (QaitnoBoli cucrteMbl chemHoro USB-nocutens u

IPOCMOTPHUM €T0 COIEPKUMOE.

server@server:~$ sudo mount /dev/sdbl1 /mnt

server@server:~$ Is /mnt/

cert00001.cer

CertificatelssueRequest_ BC4A428F9FAEAB417D73AAE48C19BCE7ABAEBE2B677B1
7104122F6563D7A37B9.der

Root.cer

B ¢daiinosoii cucreme cremuoro USB-HocHuTenss HaxomsTcs TpH ¢aiia: 3ampoc Ha
BBINIYCK CEpTU(PUKATA, CEPTUPHUKAT OTKPHITOTO KIII0Ua U KOPHEBOM cepTudukar.

Nmnoptupyem ceptudukarsl oTkpeitoro kinroda B [TAK «BAC» 1. Ceprudukar
ycrpoiictBa B mamky /usr/local/etc/ipsec.d/certs/, kopHeBoi#t ceprudukar, a TaKKe

npoMexyTouHbIe (pu ux Hanumuuu), B /usr/local/etc/ipsec.d/cacerts/.

server@server:~$ sudo cp /mnt/Root.cer /usr/local/etc/ipsec.d/cacerts/
server@server:~$ sudo cp /mnt/cert00001.cer /usr/local/etc/ipsec.d/certs/
server@server:~$ Is /usr/local/etc/ipsec.d/cacerts/

Root.cer

server@server:~$ Is /usr/local/etc/ipsec.d/certs/

certO0001.cer

server@server.~$

BHUMAHMUE: Ecmu ceprudukar ITAK «bACy» Obln BBINYIIEH MOAYNHEHHBIM
YAOCTOBEPSIOIIUM IEHTPOM, TO CEepTU(UKATBI BCEX YAOCTOBEPSIOUIUMX LIEHTPOB,
BXONSAIIAX B TIIEMOYKY JIOBEPHUS, [OJDKHBI OBITh HWMIIOPTUPOBAHBI B  MANKy

/usr/local/etc/ipsec.d/cacerts/.
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2.1.5 HacTpoiika nporpaMMHOro odecrneyeHust

Hactpoiika nporpammuoro ooOecneuenuss [IAK «BAC» 1

3aKJIII09acTCA

B

penaktupoBanuu (aiina /usr/local/etc/ipsec.conf npu momMomnM TEKCTOBOIO peaakTopa

nano.

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1"

# Add connections here.
conn %default
keyexchange = ikev2
ikelifetime = 24h

lifetime = 1h
rekeymargin = 3m
mobike = no

ike = belt_cfb-belt_mac-prfbrng_ctr-modp2048-keyrep
esp = belt_cfb-belt_mac

left = 100.0.0.1

leftsubnet = 10.0.0.0/24

leftid = %any

leftcert = certO0001.cer

leftauth = eap-bsts

auto = route

conn simple
right = 100.0.0.2
rightsubnet = 20.0.0.0/24
rightid = %any
rightauth = eap-bsts
rightsendcert = never

Coxpanute u3MeHeHUs B Qaitiie, HaxaB coderanue kinasum Ctrl+O, u BeiiiauTe u3

TEKCTOBOTO pejlakTopa Nano, Haxap coderanue kinasui Ctri+X.

3anyctute (nepesamycture) IPSeC coequnenue

server@server:~$ sudo ipsec restart
Stopping strongSwanCont IPsec...
Starting strongSwanCont 5.2.0 IPsec [starter]...

Yo6enutrbcst B Tom, uto mporpammuoe obecrneuenue [TAK «BAC» 1 moarpysuio

CepTI/I(i)I/IKaT OTKPBITOT'O KJIH0OYa M COIIOCTAaBUJIO €TI0 C JIMYHBIM KIHOYOM, MOKHO IIpH

nomoIu koMau eI ipsec listcerts.
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server@server:~$ sudo ipsec listcerts

List of X.509 End Entity Certificates:
subject: "CN=00001, D=Komnnekc nporpammMHo-annapaTtHbin KpUnTorpadn4eckomn
3awmnTbl nHpopmaummn "BAC". Cepsep 3awmTtbl.,, O=3A0 "HTL KoHnTakTt", C=BY, L=r.MuHck,
Street=nep.CtyneHyeckmn, o.17"

issuer: "CN=YU pgna TectmpoBaHunda, C=BY, L=r.MuHck, Street=nep.
Crynenueckun, .7, O=3A0 'HTL, KOHTAKT', Pseudonym=ContactCA"

serial: 43:6f:6e:74:61:63:74:00:7e:36:00:00:00:00:00:00:00:09

validity: not before Jun 18 11:25:09 2019, ok

not after Jun 19 02:59:59 2020, ok

pubkey: BIGN 512 bits, has private key

keyid: 41:09:70:dd:77:bf:78:€7:97:cc:45:e1:0d:26:81:8d:ae:49:a0:75

subjkey: bc:4a:42:8f:9f.ae:ab:41:7d:73:aa:e4:8c:19:bc:e7:
ab:ae:be:2b:67:7b:17:10:41:22:16:56:3d:7a:37:b9

authkey: 63:be:6e:96:3a:ec:3d:84:d5:be:b4:00:6d:d0:e3:60:
b5:be:dd:db:27:af:15:a6:76:€3:90:cf:83:9e:9c:4c

server@server.~$

O tom, urto mporpammuoe obecrnedenne I[IAK «bBAC» 1 BepHo moarpy3uio
cepTu(uKar OTKPHITOTO KJIOYAa M CONOCTAaBUJIO €ro C JINYHBIM  KIIIOYOM,

ceuzeTenscTBYyeT 3anmuch pubkey:  BIGN 512 bits, has private key.

2.2 Hactpoiika I[TAK «BAC» 2

Hactpoiika [TAK «BAC» 2 npoBoautcsa anainorudydo [TAK «bAC» 1, npu stom:

— ¢aiin /etc/network/interfaces Oymer umMeTh BH

server@server:~$ sudo nano /etc/network/interfaces

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

iface ethO inet static
address 20.0.0.1
netmask 255.255.255.0
auto ethO

iface ethl inet static
address 100.0.0.2
netmask 255.255.255.0
auto ethl

— ¢aiin /usr/local/etc/ipsec.conf Oyaer umeTs BU
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server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup

charondebug = "ike 1, lib 1, cfg 1"

# Add connections here.
conn %default

keyexchange = ikev2
ikelifetime = 24h

lifetime = 1h
rekeymargin = 3m
mobike = no

ike = belt_cfb-belt_mac-prfbrng_ctr-modp2048-keyrep
esp = belt_cfb-belt_mac

left = 100.0.0.2

leftsubnet = 20.0.0.0/24

leftid = %any

leftcert = cert00002.cer

leftauth = eap

auto = route

conn simple

right = 100.0.0.1
rightsubnet = 10.0.0.0/24
rightid = %any

rightauth = eap
rightsendcert = never

2.3 Hactpoiika I1K 1

Hactpoiika TIK 1 3akmtouaercss B HacTpoiike cereBoro wuHTepdetica. B TIK 1

HE00X0MMO ycTaHOBHTH |IP-anpec, Bxoasmuii B 3ammumaemyro nojacets 10.0.0.0/24, a B

KauecTBE OCHOBHOTO 1uTt03a yKkaszaTh IP-agpec ITAK «bAC» 1:
IP-anpec: 10.0.0.10
Macka moacetn:  255.255.255.0

OcHoBHo# nwro3:  10.0.0.1

2.4 Hacrtpoiika IIK 2

Hacrpotika 11K 2 ananoruyna I1K 1:

H3M
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IP-anpec: 20.0.0.10
Macka 1mmojaceTu: 255.255.255.0
OcuoBHo# nwro3:  20.0.0.1
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3 IIpoBepka pa6oTOCIIOCOOHOCTH

Jns mpoBepku paboTocrnocoOHOCTH coeAuHeHust (cTeHaa) Heooxoaumo ¢ 1K 2

BoIMOJIHUTH Ping TTK 1.

C:\Documents and Settings\AamuHuctpatop>ping 10.0.0.10
O6meH naketamum ¢ 10.0.0.10 no 32 Gant:

[MpeBblleH MHTEPBaN OXngaHusa Ans 3anpoca.

OteeT o1 10.0.0.10: yncno 6ant=32 Bpema<imc TTL=64
OTtBeT o1 10.0.0.10: yncno 6ant=32 Bpemsa<imc TTL=64
OteeT o1 10.0.0.10: yncno 6ant=32 Bpema<imc TTL=64

CraTtuctumka Ping ansa 10.0.0.10:

[MakeToB: oTnpasneHo = 4, nony4yeHo = 3, notepsHo = 1 (25% noTtepsb),
MpnbnuantenbHoe Bpems npuema-nepenaym B Mc:

MuHumanbHoe = Omcek, MakcnmaneHoe = 0 mcek, CpegHee = 0 mcek

IIpu sTOM mnepBeI makeT uHULMAIU3UpyeT IPsec coenuHeHue, a mocienyronme
NEPENAOTCS 1O 3alUIIEHHOMY TYHHEIIO.

Ybenutbcss B TOM, YTO Nepelaya JaHHBIX HAET IO 3allUIIEHHOMY TYHHEIIO,
MOXKHO, TMmoaaB komannmy Ipsec statusall B xomanmnyio crtpoky ITAK «BAC» 1 wim
[TAK «BAC» 2.

server@server:~$ sudo ipsec statusall

Status of IKE charon daemon (strongSwan 5.2.0, Linux 3.13.11-ckt39-bas, x86_64):

uptime: 74 seconds, since Jun 18 15:54:43 2019

malloc: sbrk 2297856, mmap 0, used 260720, free 2037136

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 3

loaded plugins: charon aes contactcrypto gmp shal random nonce x509 revocation
constraints pubkey usbbar pem hmac attr kernel-netlink resolve socket-default stroke eap-bsts
updown dhcp

Listening IP addresses:

10.0.0.1
100.0.0.1
Connections:
simple: 100.0.0.1...100.0.0.2 IKEv2
simple: local: [CN=00001, D=Komnnekc nporpamMmmMHoO-annapaTHbIN

Kpuntorpadguyeckon 3awmtbl uHpopmauumn "BAC". Cepaep 3awmntbl., O=3A0 "HTL| KoHTakT",
C=BY, L=r.MuHck, Street=nep.CTtyaeH4eckun, A.17] uses EAP_BSTS authentication

simple: cert:  "CN=00001, D=Komnnekc nporpamMmmMHoO-annapaTHbI/
Kpuntorpadguyeckon 3awmtbl nHpopmauumn "BAC". Cepaep 3awmntbl., O=3A0 "HTL| KoHTakT",
C=BY, L=r.MuHck, Street=nep.CtyaeH4eckun, g.17"

simple: remote: uses EAP_BSTS authentication

simple: child: 10.0.0.0/24 === 20.0.0.0/24 TUNNEL
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Routed Connections:
simple{1}; ROUTED, TUNNEL
simple{1}:  10.0.0.0/24 === 20.0.0.0/24
Security Associations (1 up, 0 connecting):
simple[1]: ESTABLISHED 15 seconds ago, 100.0.0.1[CN=00001,
D=Komnnekc nporpammMHo-annapaTtHbin KpunTtorpadguyeckon 3awmutbl nHdopmaumn "BAC".
CepBep 3sawmntbl., O=3A0 "HTL KonTakt", C=BY, L=r.MuHck, Street=nep.CTtyaeH4eckun,
0.17]...100.0.0.2[CN=00002, D=Komnnekc nporpamMmmMHo-annapaTHbin KpunTorpagonyeckon
3awmnTbl nHpopmaummn "BAC". Cepsep 3awmTtbl.,, O=3A0 "HTL KoHnTakt", C=BY, L=r.MuHck,
Street=nep.CtyaeHyeckmin, .17]
simple[1]: IKEv2 SPls: 0974252c95682c2f i 400423a99128d35d r*, EAP
reauthentication in 23 hours
simple[1]: IKE proposal: BELT_CFB_256/BELT_MAC/
PRF_BRNG_CTR_HBELT/MODP_2048/BELT_KEYREP_TRANSFORM
simple{1}: INSTALLED, TUNNEL, ESP SPIs: cbe8a626_i c9e7890e_o
simple{1}; BELT_CFB_256/BELT_MAC, 252 bytes i (3 pkts, 13s ago),
252 bytes_o (3 pkts, 13s ago), rekeying in 55 minutes
simple{1}:  10.0.0.0/24 === 20.0.0.0/24
server@server:~$

Kak BUIHO W3 MOCICIHUX JBYX CTPOYCK, YCTAHOBJICH TYHHEJb MEXIY MOJACETIMH
10.0.0.0/24 === 20.0.0.0/24, no TyHHen 0 OBUIO TEpEIaHO IO 3 TMaKeTa B KaKIYIO

CTOpPOHY (ping), 3alUIIEHHBIX pu TMOMOIIHA aJIrOPUTMOB

BELT_CFB_256/BELT_MAC.
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