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Hacrosmas wuHcTpykuus pacmpocrpansercds Ha «KoMIUleke INporpaMMHO-
anmnapatHbli Kpunrorpaduueckor 3amutbl uHpopmaruu «bAC» CHOUK.465634.001
(manee — ITAK «BAC»), MpEIHA3HAYCHHBIN TS 3aIUTHI nHpopmaruy,
LUPKYJIHMPYIOLIEH B KaHAJIAX EpeJadu TaHHbIX.

Hacrosimas uHCTpyKUMs SIBISIETCSl pacliupeHueM PyKoBOACTBa MO 3KCIUTyaTaluu
I[TAK «bAC» CIOUK.465634.001 PO u mnpenna3HaueHa i OOJCTYeHHS pPadOTHI
aAMUHHCTpAaTopa IpU CoO3JaHUM TUNOBOM cxembl BiIoueHus [IAK «bBAC» s
ITOCTPOCHMS 3AIMILEHHOTO COEAUHEHNS.

Hacrosmas nHCTpyKIus NIpeaHa3HayeHa JUisl aAMUHUCTPATOPa, UMEIOIIErO HABBIKU
pabotel ¢ OC Linux U ceTeBbIM aJAMUHUCTPUPOBAHUEM. [[11 MOHMMaHUA MPHUHIIUIIOB
paboter ITAK «BAC» agmuHuCTpaTOop MJOMKEH O3HAKOMUTHCA C JIOKYMEHTOM
«Komrmuiekec mporpaMMHO-anmnapaTHblii  Kpunrorpadguyeckod 3amuThl  UHQOpMaluu
«bAC». PykoBoxctBo mno skcruryaranun» CHOMK.465634.001 PO npexne, 4em
IIPECTYIUTH K HACTPOMKAM COIVIACHO JAHHOW MHCTPYKLMH.

Nuctpykuus onuceiBaeT mnopsgok Hactpoiiku I[IAK «BAC» s moctpoeHus
3aIMIIEHHOTO COE€IMHEHUs MEXIY JABYMs IOJCETSIMH C HCIIOJIb30BAHHEM TEXHOJIOTHH

Router-on-a-stick.
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1 Onucanue coequHeHus1 (CTeH1A)

Cxema BxmroueHus IIAK «bAC» nns mOCTpOEHMS 3alMIIEHHOIO COEAUHEHMS

MEXy ABYMS MOACETAMH NPUBEJEHA Ha PUCYHKE 1.

I[Toakmouenne ITAK «BAC»

K CCTH Iepcaadn OaHHBIX,

a TaKXKC K CCTH

QJICKTPOIIUTAHNA HTPOBOAUTCA B COOTBCTCTBHUH C PYKOBOI[CTBOM Mo SKCILIyaTalunn

CIOHUK.465634.001 PO.

ethO:
10.0.0.10

ethO:
110.0.0.1

ethl:
110.0.0.2

ethO:

NMAK «BAC» 1

10.0.0.1

ethl: ethO: ethO:

130.0.0.2 130.0.0.1 |——————720.0.0.1 20.0.0.10

| net2:20.0.0.0/24

netl: 10.0.0.0/24 U 130.0.0.0/24
MNAK «BAC» 2

MK1

Pucynok 1 — Cxema cTenna

JIaHHBIA CHEHApUid OMUCHIBACT MNOAKIIOYCHUE K 3allUIIAEMOM IIPU TMOMOIIU

[TAK «bAC» 1 moaceru (IIK 1) apyroit 3ammmaemoit npu nomonu [TAK «BACy 2

nojcetH (I1K 2), mpuaem [TAK «bAC» 1 moakirodeH o TexHosoruu Router-on-a-stick.

MapuipyTtuzaTop IOJDKEH OBbITh HACTpPOEH TakuM oO0pa3oM, 4TOObl Tpaduk OT

(IIK 1) mnomnexanuii mudpoBanuto Obi1  HampaBieH Ha I[IAK «bBAC» 1. Ilocne

mmdpoBanus [TAK «bAC» 1 Bo3Bpamaer Tpaduk Ha MapHIpyTH3aTOp, KOTOPHIH

ornpasisier ero [TAK «BAC» 2, rne oH pacmmdpossiBacTcst U nepeaaercs (11K 2).

Amnanoruuno ¢ Tpadukom ot (ITIK 2) k (TTIK 1).

H3M
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2 HacTtpoiika coeqnHeHus (CTeH1a)

Jns HaCTpOMKHK coelUHEeHUs! (CTeHAa) HEOOXOIMMO BBIMOJHUTH HACTPOMKY BCEX

ero cocrapisitonux: HactpouTh oba I[TAK «bBACy», mapmpytuzatop, u ob6a IIK wu3

3aIMIIAEMBIX ITOJICETEH.
Hns nactpoiiku I[TAK «BACy» HE00X0AMMO BBIMOJHUTH CJIEIYIOIINE ONEPALINU:

— CMEHa MapoJis aAIMUHUCTPATOPA;

— HacCTpOMKa CeTeBbIX UHTEP(PEICOB;

— HAaCTPOMKA JaThl U BPEMEHH,

— yIpaBJjieHUuE KJII0ueBOM uHpopmanueil (reHepamusi KIYeBOM Mapbl, SKCIOPT

OTKPBITOTO KJIKOYa M3 YCTpoMcTBa B BHAe 3ampoca Ha nosydyeHue COK u ummmopr

OTKpPBITOrO Kitoua B yctpoiictBo B Buge COK);

— HACTPOIKa MPOrpPaMMHOTO 0OECIICUEHUSI.

Hns  wactpoiikum I[IK w3 3amuinaemMpix mojcered HEOOXOAUMO BBIIOIHUTH

HACTPOMKY CETEeBBIX UHTEP(PEHCOB.

2.1 Hactpoiika [TAK «bAC» 1

Hnsa nacrporiku ITAK «BAC» 1 HeoOX0AMMO BOWTH B €ro KOHCOJIb, MCIOJIB3YS

TPAHCIIOPTHBIH JIOTHH Server u mapons 11111111,

Ubuntu 14.04.3 LTS server ttyl

server login: server

Password:

server@server:~$

HsM Jincr|l N°gokym.
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2.1.1 CmeHna napoJisi aIMMHHCTPATOPA

BHUMAHUE: CMEHA  TPAHCIIOPTHOI'O IIAPOJIA  ABJIAETCA

OBS3ATEJIbHOM

I[JUI CMCHBI I1apOJIia H€06XOI[I/IMO BOCITIOJIB30BaThCA KOMaH,HOﬁ paSSWd, ITOCJIC 4YCTO

BBeCTH TpaHCHOpTHBIM maposbs 11111111, a 3arem 3agaTh W NOATBEPAUTH HOBBIW.

[Taposs momKeH OBITH HE MEHEE 8 CHMBOJIOB.

server@server:~$ passwd

Changing password for server.

(current) UNIX password:

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully

2.1.2 Hactpoiika ceTeBbIX HHTepdeiicoB

Jlnst HAcTpOWKH ceTeBBbIX HHTEp(hEercoB HEOOXOIMMO OTPENaKTHUPOBATH (haii

letc/network/interfaces npu momoru TEKCTOBOro peaakropa Nano, 3axae IP-agpeca u

MacKu UHTep(HencoB.

server@server:~$ sudo nano /etc/network/interfaces

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

iface ethO inet static

address 110.0.0.1

netmask 255.255.255.0

# mapwpyT ans pacwmdpoaHHoro Tpaduka oT (MK 2) k (MK 1)
up ip route add 10.0.0.0/24 via 110.0.0.2

auto eth0

iface ethl inet static

address 120.0.0.1

netmask 255.255.255.0

# Becb 3awmdpoBaHHbIi Tpaduk ot (MK 1) k (MK 2) nepegasaTb Ha MapLpyTU3aTop
gateway 120.0.0.2

auto ethl

Jinct
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CoxpaHute u3MeHeHus B ¢aitne, HaxkaB codetanue kiasuin Ctrl+O, u BeriiauTe U3

TEKCTOBOr'O peaakTopa Nano, Haxkas couetanue kiapum Ctri+X,

BOCIIOJIb30BaThCsl  yTuimuTo  RequestBuilder.

2.1.3 Hactpoiika 1aThl U BpeMeHH!

I[JIH YCTAaHOBKH JAaThI

date MMDDHHMMYYYY

rje:

MM — mecsir;
DD - nens;
HH — gacsr;

MM — MHUHYTHI,

YYYY —-rox.

H BpPCMCHU H€06XOI[I/IMO BOCIIOJIB30BaThCA KOMaHIIOﬁ

server@server:~$ sudo date 061810472019

[sudo] password for server:

AyT Yap 18 10:47:00 MSK 2019

Jlnst BeTyieHus Bcex HacTpoek B cuity nepesarpysute [TAK «bACy 1.

server@server:~$ sudo reboot

2.1.4 YupasJjieHue KJII04YeBOi nH(popmanueii

Jns reHepanuu 3ampoca Ha BBITYCK cepTU(UKATa OTKPHITOTO KIIF0Ya HEOOXOIUMO

OnHa BBINOJIHHUT CaMOTCCTHUPOBAHUC

[TAK «bAC» 1, crenepupyeT JIMYHBIM KIOY U CcPOpMHpPYyeT 3ampoc Ha BBIMYCK

cepTuduKrara OTKPHITOTO KITIOUA.

server@server:~$ sudo RequestBuilder

[sudo] password for server:

> KoHTpornb LlenoctHocTn
[MpoBepka LeniocTHOCTM NpoLusia ycneLwHo!
PesynbTtarbl: /etc/support/IntegrityController.log

> TectnpoBaHue bubnuotekn KpnntonpeobpasosaHuin
Tectuposanune anropmutmoB CTb5.34.101.31 BbINOSIHEHO
Tectuposanune anroputmoB CTE 34.101.45 BbinonHEHO

CrONK 465634.001/1CI16
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TectupoBaHue anroputmoB CTE 34.101.47 BbINONHEHO

Tectuposanune anroputmoB CTE 34.101.66 BbINONTHEHO

TectupoBaHue anroputmos FOCT 28147-89 BbInonHeHO

CamoTtecTtupoBaHne 6mbnunotekn kpuntorpadpudecknx npeobpasoBaHu 3aBEPLUEHO

yCMeLUHo.

> KoHTponb PaboTtocnocobHocTtu MNAK "bapbep-USB"

Ha 3awmnwéHHoM xpaHunuie He ycTaHoBMNeHa naporbHas 3awmral

3alWuLEHHOE XpaHMnuLLEe roTOBO K paboTe.

basctl: TecTnposaHune 3aBepLueHoO ycreLHo!

YKenaete oTpeaakTMpoBaTthb XML-chbann C OaHHbIMU 006 yCTponcTee

[/etc/support/PersonalData.xml]

(Y/N):y

Jliia BeImycKa 3ampoca Ha cepTUHUKAT He0OX0auMO oTpeaakTupoBats XML-daiin ¢

JAHHBIMH 00 YCTpOWCTBE, yKa3aB B HEM CEpUUHBIA HOMEP YCTpPOMCTBA, Ha3BaHHE

opraHuzanuu u aapec, rae skcruryatupyerca [TAK «bAC» 1.

<?xml version="1.0" encoding="UTF-8"?>
<PersonalData>
<CommonName Old="2.5.4.3" Description="CepuinHbln HOMep ycTponTea">
00001
</CommonName>
<Description Old="2.5.4.13" Description="06L1ee HanmeHoBaHNe ycTponcraea">
Komnnekc nporpamMmmMHo-annapaTHbIN KpunTorpagouyeckomn 3amThbl
nHgpopmaumn "BAC". Cepsep 3auThl.
</Description>
<Organization Old="2.5.4.10" Description="HanmeHoBaHne opraHn3aumm —

L]
LE[ Bnagenbua ycrponcrea">
X 3A0 "HTL, KoHTakTt"
'g} </Organization>
N <Country Old="2.5.4.6" Description="Kopg cTpaHbl HaxoXxaeHusi opraHmsauumn">
BY
_ </Country>
\§ <Province Old="2.5.4.8" Description="06nacTtb HaxoxaeHns opraHnsaumm">
o </Province>
i <City Old="2.5.4.7" Description="Hacen&HHbIN NyHKT HaxoxaeHus
N opraHusauun">
~ r.MuHck
_ </City>
§ <StreetAddress Old="2.5.4.9" Description="Agpec HaxoxgeHus opraHmsaumnmn">
s nep.CtyaeHyeckun, .17
§ </StreetAddress>
</PersonalData>
N Coxpanute u3MeHeHus B Qaitnie, HaxaB coderanue kiasum Ctrl+O, u BeiiiguTe U3
S
R TEKCTOBOTO peakTopa NaNo, Haxap codetanue kinasui Ctri+X.
g
&
S
N
2_ Jinct
$ CIOUK. 465634.001 1CT6 .
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VYcranoBuTe maponb Uil IOCTyHa K - 3allMIIEHHOMY XpaHwiuily. llpu
HEO0OXOIMMOCTH PE3EPBUPOBAHMS JTMYHOTO KIIIOYA 3a/1aiiTe mapoib K 05100y (pe3epBHOM

KOIMY JIMYHOTO KIII0Ya, COXpaHseMOou B (haiiJIoBOM cHCTEME B 3aIUIIIEHHOM BHJIE).

*hkkkkkk

BeeguTte naponb gocTyna K 3awuwéHHOMY XpaHunuwty (8-24 cumeona):

MoTBepanTe naponb; ********

CoxpaHuTb NNYHLIN KNoY AnA BO3MOXHOCTN BoccTaHoBneHnst cuctemsl? (Y/N): y

3apanTe naponb goctyna K 65106y nuyHoro knova (8-24 cnmBona): **

[MoTBepanTe naposp: ********

3asiBKa Ha BbIMyCK cepTudukaTa OTKPbITOro Krioya yCrneLwHo coxpaHeHa:

[/etc/support/IssueRequestsAndCards/CertificatelssueRequest BC4A428F9FAEAB417D
73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.der]

KapTouka OTKpbITOro Krto4ya yCrneLwHO COXpaHeHa:

[/etc/support/IssueRequestsAndCards/PublickeyCard _BC4A428F9FAEAB417D73AAE4
8C19BCE7ABAEBE2B677B17104122F6563D7A37B9.rtf]

Bno6 nu4HOro kntoya ycnewwHoO COXpaHeH:

[/etc/support/IssueRequestsAndCards/PrivateKeyBlob BC4A428FO9FAEAB417D73AAE4
8C19BCE7ABAEBE2B677B17104122F6563D7A37B9.sck]

server@server:~$

B  pesyabrare  BemodHenus — ytuauThl  RequestBuilder, B mamke
letc/support/IssueRequestsAndCards/ 61t chopMUpOBaHbIL:

— 3anpoc Ha BbITyck ceprudukara B coorBercTBuu ¢ CTh 34.101.17:
CertificatelssueRequest_BC4A428FIFAEABA417D73AAE48C19BCE7TABAEBE2B677B17104122F6563D7A37B9.der

— KapTouyka OTKphITOro Kimroda B coorBercTBun ¢ CTh 34.101.49:
PublicKeyCard_BC4A428F9FAEAB417D73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.rtf

— 07100 TUYHOTO KITI0Ya!
PrivateKeyBlob_BC4A428F9FAEAB417D73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.5ck

Jlnst BeIycka cepTUdUKAaTa OTKPHITOTO KI0Ya HEOOXOAMMO 3KCIOPTUPOBATH
3anpoc Ha BeIMyck cepTudukara u3z [IAK «BAC» 1 mo6siM yn00HBIM crOcOOOM U
nepenaTb aIMUHACTPATOPY Y TOCTOBEPSIIOIIETO IIEHTPA.

DKCHOPTUPYEM 3ampoc Ha BBIMTYCK cepTU(UKATA OTKPHITOTO KJIHOYa HA CHEMHBIN
USB-nocurens. [t aToro Heodxoaumo noakaounts USB-nocutens k [TAK «BACy 1.

[MTpu nomomm komauabl fdiSk HeoOXomauMo onpeaenuTh HMs, MPUCBOCHHOES

cremHomy USB-nocutemnto oneparmonnoii cucremoit [TAK «BAC» 1.

server@server:~$ sudo fdisk -I
[sudo] password for server:

Disk /dev/sda: 120.0 GB, 120034123776 bytes
255 heads, 63 sectors/track, 14593 cylinders, total 234441648 sectors

Jinct
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Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00022074

Device Boot Start End Blocks Id System

/dev/sdal * 2048 226275327 113136640 83 Linux

/dev/sda2 226277374 234440703 4081665 5 Extended

/dev/sdab 226277376 234440703 4081664 82 Linux swap / Solaris

Disk /dev/sdb: 15.5 GB, 15514730496 bytes

255 heads, 63 sectors/track, 1886 cylinders, total 30302208 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: Oxf1725d57

Device Boot Start End Blocks Id System

/dev/sdbl 2048 30302207 15150080 ¢ W95 FAT32 (LBA)

Onepammonnas cucremMa [IAK «bBAC» 1 npucBomnsia MOAKIIOYEHHOMY CHEMHOMY
USB-nocuremto oosemom 16 I'daiit nms /dev/sdbl.
Jlis MouTHpoBaHus ¢aiaoBoil cucteMbl cheMHOro USB-HocuTenss HE0oO0X0auMo

BOCIIOJIB30BaTLCSI KOMaH10i1 mount.

server@server:~$ sudo mount /dev/sdbl /mnt

s xomumpoBanus (aiina 3ampoca Ha BbIMYCK cepTudukara Ha chemHbId USB-

L]

~

Eﬁ HOCHTEIIb HEOOXOAMMO BOCIIOIb30BaThCSI KOMaHI0M CP.

S

R server@server:~$ cp

< letc/support/IssueRequestsAndCards/CertificatelssueRequest BC4A428F9FAEAB417D
73AAE48C19BCE7ABAEBE2B677B17104122F6563D7A37B9.der /mnt/

&

E Jnst Toro 4toOBl yOEAUTHCS, YTO 3alPOC Ha BBIMYCK cepTUduKaTa ObLI YCIEIIHO

E CKOMUpPOBaH Ha cheMHbIH USB-HOCHTEb HE00X0AMMO BOCIIOIB30BATHCSA KOMAHIOM IS.

h server@server:~$ Is /mnt/

2 CertificatelssueRequest_BC4A428F9FAEAB417D73AAE48C19BCE7ABAEBE2B677B1

9 7104122F6563D7A37B9.der

X

¥

§ s pasmonTUpOoBanus ¢aioBoi cucteMbl cheMHoro USB-Hocutens Heo6Xo1umMo
BOCIOJIB30BaThCsl KOMaHA0M umount.

N server@server:~$ sudo umount /mnt

Sy

X

= N3Bneub CHEMHBIH USB-nocurenb U nepenarb aIMUHUCTPATOPY

Q

= Y 1ocToBepsOIIero MeHTpa AJIsS BhITyCKa cepTUdUKaTa U 3alliCH ero Ha HocuTenb. Ecnu

S

g

N

< Jlucr

: CIOVIK.465634.001 UCT6 -
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daiin ceprudukara Obul MoJydeH B opMare p7b, HEOOXOIUMO BBITIOJHHUTH SKCIOPT B
OTHeNbHbIE (pailibl cepTU(PUKATOB. DKCIOPT cepTU(PUKATOB U3 pr/b Qailna MoxkeT ObITh
BBINOJIHEH MPH oMot Mactepa skcriopta ceprupukaros OC Windows.
HNmnoptupyem cepTudukar OTKPBITOrO Kioda co chbeMHoro USB-Hocurens B
ITAK «BAC» 1. Jlns storo Heooxoaumo noakaounts USB-nocurens k [TAK «BACy 1.
[MTpu momomm komanabl fdiSk HeoOXxommMo omnpenenuTe WMs, MPUCBOCHHOES

cbemHomy USB-nocuremnto onepanuonnoii cucremoit ITAK «BAC» 1.

server@server:~$ sudo fdisk —I

Onepaunonnas cucrema [TAK «bAC» 1 mpucBowsia NoAKIIOYEHHOMY CHEMHOMY
USB-nocutemo oobemom 16 I'Gaiit nums /dev/sdbl.
[IpousBeaeM MoHTHpOBaHME (GalIoBOl cHCcTeMbl cheMHOro USB-HOCHTENS 1

IIPOCMOTPHUM €T0 COIEPKUMOE.

server@server:~$ sudo mount /dev/sdbl1 /mnt

server@server:~$ Is /mnt/

cert00001.cer

CertificatelssueRequest_ BC4A428F9FAEAB417D73AAE48C19BCE7ABAEBE2B677B1
7104122F6563D7A37B9.der

Root.cer

B daiinosoii cucreme cremuoro USB-HocuTenss HaxoasTcs TpH ¢aiina: 3ampoc Ha
BBINIYCK CEpTU(PUKATA, CEPTUPHUKAT OTKPHITOTO KII0Ua U KOPHEBOI cepTudukar.

Nmnoptupyem ceptudukarsl oTkpeitoro kinroda B [TAK «BAC» 1. Ceprudukar
ycrpoiictBa B mamnky /usr/local/etc/ipsec.d/certs/, kopHeBoit ceprudukar, a TaKxke

npoMexyTouHbie (pu ux Haaumuuu), B /usr/local/etc/ipsec.d/cacerts/.

server@server:~$ sudo cp /mnt/Root.cer /usr/local/etc/ipsec.d/cacerts/
server@server:~$ sudo cp /mnt/cert00001.cer /usr/local/etc/ipsec.d/certs/
server@server:~$ Is /usr/local/etc/ipsec.d/cacerts/

Root.cer

server@server:~$ Is /usr/local/etc/ipsec.d/certs/

cert00001.cer

server@server:~$

BHUMAHMUE: Ecmu ceprudurar ITAK «bACy» Obln BBINYIIEH MOAYWHEHHBIM
YAOCTOBEPSIOIIUM IEHTPOM, TO CEpTU(UKATBI BCEX YAOCTOBEPSIOUIUX LIEHTPOB,
BXOJSAIIAX B IIEMOYKY JIOBEPHUS, [OJDKHBI OBITh HWMIIOPTUPOBAHBI B  MANKy

/usr/local/etc/ipsec.d/cacerts/.
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2.1.5 HacTpoiika nporpaMMHOro odecrneyeHust

Hactpoiika nporpammuoro o6Oecneuenuss [IAK «BAC» 1

3aKJIII09acTCA

B

penaktupoBanuu (aiina /usr/local/etc/ipsec.conf npu momMomnM TEKCTOBOIO peaakTopa

nano.

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1"

# Add connections here.
conn %default
keyexchange = ikev2
ikelifetime = 24h

lifetime = 1h
rekeymargin = 3m
mobike = no

ike = belt_cfb-belt_mac-prfbrng_ctr-modp2048-keyrep
esp = belt_cfb-belt_mac

left = 120.0.0.1

leftsubnet = 10.0.0.0/24

leftid = %any

leftcert = certO0001.cer

leftauth = eap-bsts

auto = route

conn simple
right = 130.0.0.1
rightsubnet = 20.0.0.0/24
rightid = %any
rightauth = eap-bsts
rightsendcert = never

Coxpanute u3MeHeHUs B Qaitiie, HaxaB coderanue kinasum Ctrl+O, u BeiiiauTe n3

TEKCTOBOTO pejilakTopa Nano, Haxap coderanue kinasui Ctri+X.

3anyctute (nepesamycture) IPSeC coequnenue

server@server:~$ sudo ipsec restart
Stopping strongSwanCont IPsec...
Starting strongSwanCont 5.2.0 IPsec [starter]...

Yo6enutrbcst B Tom, uto mporpammuoe obecrneuenue [TAK «BAC» 1 moarpysuio

CepTI/I(l)I/IKaT OTKPBITOT'O KJIH0OYa WM COIIOCTAaBUJIO €TI0 C JIMYHBIM KIHOYOM, MOKHO IIpH

nomoIu koMau eI ipsec listcerts.
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server@server:~$ sudo ipsec listcerts

List of X.509 End Entity Certificates:
subject: "CN=00001, D=Komnnekc nporpammMHo-annapaTtHbin KpUnTorpadn4eckomn
3awmnTbl nHpopmaummn "BAC". Cepsep 3awmTtbl.,, O=3A0 "HTL KoHnTakTt", C=BY, L=r.MuHck,
Street=nep.CtyneHyeckmn, o.17"

issuer: "CN=YU pgna TectmpoBaHunda, C=BY, L=r.MuHck, Street=nep.
Crynenueckun, .7, O=3A0 'HTL, KOHTAKT', Pseudonym=ContactCA"

serial: 43:6f:6e:74:61:63:74:00:7e:36:00:00:00:00:00:00:00:09

validity: not before Jun 18 11:25:09 2019, ok

not after Jun 19 02:59:59 2020, ok

pubkey: BIGN 512 bits, has private key

keyid: 41:09:70:dd:77:bf:78:€7:97:cc:45:e1:0d:26:81:8d:ae:49:a0:75

subjkey: bc:4a:42:8f:9f.ae:ab:41:7d:73:aa:e4:8c:19:bc:e7:
ab:ae:be:2b:67:7b:17:10:41:22:16:56:3d:7a:37:b9

authkey: 63:be:6e:96:3a:ec:3d:84:d5:be:b4:00:6d:d0:e3:60:
b5:be:dd:db:27:af:15:a6:76:€3:90:cf:83:9e:9c:4c

server@server.~$

O tom, urto mporpammuoe obecrnedenne I[IAK «bBAC» 1 BepHo moarpy3uio
cepTu(uKar OTKPBITOTO KJIHOYAa M CONOCTAaBUJIO €ro C JINYHBIM  KIIFOYOM,

ceuzeTenscTBYyeT 3anmuch pubkey:  BIGN 512 bits, has private key.

2.2 Hactpoiika I[TAK «BAC» 2

Hactpoiika [TAK «BAC» 2 npoBoautcsa anainoruddo [TAK «bAC» 1, npu stom:

— ¢aiin /etc/network/interfaces Oymer umeTh BH

server@server:~$ sudo nano /etc/network/interfaces

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

iface ethO inet static
address 20.0.0.1
netmask 255.255.255.0
auto ethO

iface ethl inet static
address 130.0.0.1
netmask 255.255.255.0
gateway 130.0.0.2

auto ethl
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— ¢aiin /usr/local/etc/ipsec.conf Oyaer umeTs BU

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1"

# Add connections here.
conn %default
keyexchange = ikev2
ikelifetime = 24h

lifetime = 1h
rekeymargin = 3m
mobike = no

ike = belt_cfb-belt_mac-prfbrng_ctr-modp2048-keyrep
esp = belt_cfb-belt_mac

left = 130.0.0.1

leftsubnet = 20.0.0.0/24

leftid = %any

leftcert = cert00002.cer

leftauth = eap

auto = route

conn simple
right = 120.0.0.1
rightsubnet = 10.0.0.0/24
rightid = %any
rightauth = eap
rightsendcert = never

2.3 HacTpoiika mapuipyTusaTopa

Ha mapmipyTu3zarope 10JKHBI OBITh T00aBICHBI CISAYIOIINE MAPIIPYTHI:

— MapuipyT, KoTopelii Oyaer mnepemaBath Tpaduk ot (IIK1) x (IIK2) Ha
I[TAK «bAC» 1:

ip route add 20.0.0.0/24 via 110.0.0.1

— MapuIpyT, KOTOpbId OyJeT mnepenaBaTh 3allM(PpOBaHHBIA  Tpaduk Ha

ITAK «BAC» 2:
ip route add 0.0.0.0/0 via 120.0.0.1
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2.4 Hactpoiika I1K 1

Hacrpoiika ITIK 1 3akmiouaercss B HacTpoiike cereBoro uHTepdeiica. B 11K 1

HE0O0X0auMO ycTaHOBHTH IP-aapec, Bxomsmuii B 3ammmaemyro moacets 10.0.0.0/24, a B

KauecTBE OCHOBHOTO MTt03a yKazaTh IP-agpec ITAK «bBAC» 1:

IP-anpec: 10.0.0.10
Macka 1mojaceTu: 255.255.255.0

Ocuosuou nmutr03;:  10.0.0.1

2.5 Hactpoiika IIK 2

Hacrpotika 1K 2 ananoruyna I1K 1:

IP-anpec: 20.0.0.10
Macka nozceTu: 255.255.255.0

Ocuosroit mutr03:  20.0.0.1

H3M
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3 IIpoBepka pa6oTOCIIOCOOHOCTH

Jns mpoBepku paboTocrnocoOHOCTH coeAuHeHust (cTeHaa) Heooxoaumo ¢ 1K 2

BoIMOJIHUTH Ping TTK 1.

C:\Documents and Settings\AamuHuctpatop>ping 10.0.0.10
O6meH naketamum ¢ 10.0.0.10 no 32 Gant:

[MpeBblleH MHTEPBaN OXngaHusa Ans 3anpoca.

OteeT o1 10.0.0.10: yncno 6ant=32 Bpema<imc TTL=64
OTtBeT o1 10.0.0.10: yncno 6ant=32 Bpemsa<imc TTL=64
OteeT o1 10.0.0.10: yncno 6ant=32 Bpema<imc TTL=64

CraTtuctumka Ping ansa 10.0.0.10:

[MakeToB: oTnpasneHo = 4, nony4yeHo = 3, notepsHo = 1 (25% noTtepsb),
MpnbnuantenbHoe Bpems npuema-nepenaym B Mc:

MuHumanbHoe = Omcek, MakcnmaneHoe = 0 mcek, CpegHee = 0 mcek

IIpu >TOoM mepBbIld makeT mHUUManU3upyer IPsec coenuHeHue, a mocienyromue
NEPEAOTCS 1O 3alUIIEHHOMY TYHHEIO.

Y6eautscss B TOM, 4YTO IMepeAada JAaHHBIX MJET MO 3alUIICHHOMY TYHHENIO,
MOXHO, moaaB komanmy Ipsec statusall B kxomananyio crpoky ITAK «BAC» 1 wim
[TAK «BAC» 2.

server@server:~$ sudo ipsec statusall

Status of IKE charon daemon (strongSwan 5.2.0, Linux 3.13.11-ckt39-bas, x86_64):

uptime: 74 seconds, since Jun 18 15:54:43 2019

malloc: sbrk 2297856, mmap 0, used 260720, free 2037136

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 3

loaded plugins: charon aes contactcrypto gmp shal random nonce x509 revocation
constraints pubkey usbbar pem hmac attr kernel-netlink resolve socket-default stroke eap-bsts
updown dhcp

Listening IP addresses:

110.0.0.1
120.0.0.1
Connections:
simple: 120.0.0.1...130.0.0.2 IKEv2
simple: local: [CN=00001, D=Komnnekc nporpamMmmMHoO-annapaTHbIN

Kpuntorpadguyeckon 3awmtbl uHpopmauumn "BAC". Cepaep 3awmntbl., O=3A0 "HTL| KoHTakT",
C=BY, L=r.MuHck, Street=nep.CTtyaeH4eckun, A.17] uses EAP_BSTS authentication

simple: cert:  "CN=00001, D=Komnnekc nporpammMHoO-annapaTHbI/
Kpuntorpadgpuyeckon 3awmtbl nHopmauumn "BAC". Cepsep 3awmntbl., O=3A0 "HTL| KoHTakT",
C=BY, L=r.MuHck, Street=nep.CtyaeH4eckun, g.17"

simple: remote: uses EAP_BSTS authentication

simple: child: 10.0.0.0/24 === 20.0.0.0/24 TUNNEL
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Routed Connections:
simple{1}; ROUTED, TUNNEL
simple{1}:  10.0.0.0/24 === 20.0.0.0/24
Security Associations (1 up, 0 connecting):
simple[1]: ESTABLISHED 15 seconds ago, 120.0.0.1][CN=00001,
D=Komnnekc nporpammMHo-annapaTtHbin KpunTorpadguyeckon 3sawmutbl MHdopmaumn "BAC".
CepBep 3awmtbl.,, O=3A0 "HTL Kontakt", C=BY, L=r.MuHck, Street=nep.CTtyaeH4yeckun,
0.17]...130.0.0.1[CN=00002, D=Komnnekc nporpammMmHo-annapaTtHbii KpunTorpadunieckomn
3awmnTbl nHopmaummn "BAC". Cepsep 3awmTtbl.,, O=3A0 "HTL KoHnTakTt", C=BY, L=r.MuHck,
Street=nep.CtyaeHyeckmin, .17]
simple[1]: IKEv2 SPls: 0974252c95682c2f i 400423a99128d35d r*, EAP
reauthentication in 23 hours
simple[1]: IKE proposal: BELT_CFB_256/BELT_MAC/
PRF_BRNG_CTR_HBELT/MODP_2048/BELT_KEYREP_TRANSFORM
simple{1}: INSTALLED, TUNNEL, ESP SPIs: cbe8a626_i c9e7890e_o
simple{1}: BELT_CFB_256/BELT_MAC, 252 bytes i (3 pkts, 13s ago),
252 bytes_o (3 pkts, 13s ago), rekeying in 55 minutes
simple{1}:  10.0.0.0/24 === 20.0.0.0/24
server@server:~$

Kak BUIHO W3 MOCICIHUX JBYX CTPOYCK, YCTAHOBJICH TYHHEJb MEXIY MOJACETIMH
10.0.0.0/24 === 20.0.0.0/24, no TyHHen 0 OBUIO TEpeIaHO IO 3 TMaKeTa B KaKIYIO

CTOpPOHY (ping), 3alUIIEHHBIX pu TMOMOIIHA aJIrOPUTMOB

BELT_CFB_256/BELT_MAC.
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