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Hacrosimas wmHCTpykuust —pacnpoctpansierca Ha «KoMiuieke mporpaMMHO-
anmnapaTtHblii Kpunrorpaduueckon 3ammtbl uHpopmarmu «bBAC» CHOMK.465634.001
(manee — [TAK «BAC»), MPETHA3HAYCHHBIN I 3aIUTEI nHdopmarmm,
UUPKYJIUPYIOUIEN B KaHAIaX Nepeaady JaHHbBIX.

Hacrosmas uHCTpyKUus ABISETCA pacllMpeHrueM PyKOBOJCTBa MO SKCIUTyaTalluu
[TAK «bAC» CIOHK.465634.001 PO u mnpennazHadeHa [uisi oOserdeHus paboThl
aAMUHHCTpAaTOpa MpU Cco3JaHuM TUNoOBOW cxembl BkItoueHus IIAK «bAC» nns
MOCTPOEHUS 3AIUIIEHHOTO COEIMHEHHUS.

Hacrosinias uHCTpyKIMS NpeAHa3HayeHa AJid aIMUHUCTPATOPa, UMEIOIIET0 HaBBIKH
pabotel ¢ OC Linux u ceTeBbIM aJIMUHUCTpUpPOBaHHEM. /[1s1 MOHMMaHUs MPUHIUIIOB
pabotel ITAK «BAC» aaMUHUCTpAaTOp [OOMKEH O3HAKOMUTBCA C JOKYMEHTOM
«Komruiekc mporpaMMHO-ammapaTHbelii  Kpunrorpad@uuecko 3amuThl HUHPOpMaLUU
«bAC». PykoBoactBo mo skcmiryarauun» CHOHMK.465634.001 PO  mpexne, uyem
IIPECTYNUTh K HACTPOUKAM COIVIACHO TAHHOW MHCTPYKLHUU.

Nuctpykuust onuceiBaeT mnopsaok Hactpoiiku I[TAK «BAC» nis mocTpoeHus

3alMUIICHHOI0 COCAMHCHNA MCIKAY JABYMA ITOACCTAMMU.

Jluct

CrRONK 465634.001 1C36
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1 Onucanue coeanHeHus (CTeHaa)

Cxema BkmoueHusa ITAK «bAC» 11 MOCTpOEHMS 3alUMIIEHHOTO COEAUHEHUS
MEXIy IBYMS TIOJICETSIMHU TIPUBEICHA HA PUCYHKE 1.

JlaHHBIM cleHapuil OMUCHIBAET MOAKIIOYEHHWE K 3allUIIaeMOod MpU TOMOIIU
I[TAK «bAC» 1 moacern (IIK 1) napyroit 3ammmmaemoit npu momoru [TAK «BAC»y 2
noncetu (I1K 2), mpuaem ITAK «BAC» 1 moakmmroden mo TexHojorun Router-on-a-stick
(OTKpBITHIN U 3amM(PpOBaHHBIN TpaQUK XOIAT Yepe3 OJUH MOPT).

MapuipyTtu3aTop IOJKEH OBITh HACTPOEH TakuM oO0pa3oM, 4TOObl Tpaduk OT
(IIK' 1) nomnexammii mmdpoBanuto Obu1 HampaBieH Ha ITIAK «BAC» 1. Ilocne
mmdpoanus [TAK «BAC» 1 Bo3Bpamaer Tpaduk Ha MapHIpyTH3aTOpP, KOTOPHIN
ornpasisieT ero [IAK «bAC» 2, rae on pacmudpossiBaetcs u nepenaercs (I1K 2).

besonacHoe coeauHeHue oOecreynBaeTcs IyTeM IH(PPOBAHUS TEpelaBaeMbIX
JAHHBIX C  UCIIOJIb30BaHUEM  OCJIIOPYCCKUX  KPUNTOTPpaPUUYECKUX  aJITOPUTMOB,
onpeneneHasix B CTh 34.101.31-2020.

B nmaHHOM cueHapuu UL CO3J@aHUS  3AIMIIEHHOTO COEAMHEHUS OyIyT
ucnoinr3oBanbl npotokosbl IKE (Internet Key Exchange) Bepcum 2 ¢ HCIOJIb30BaHHEM
pacmpeHHoro nporokoia ayrentuduranuu EAP (Extensible Authentication Protocol),
cxema koroporo onpeneiena B CTh 34.101.66-2014 n. 7.5 (EAP-BSTS).

[Hogxmouenne IIAK «bAC» Kk ceTm mnepemadynm JaHHBIX, a TakKXKe K CETH

3HeKTp0HI/ITaHI/IH HpOBO,[[I/ITCﬂ B COOTBCTCTBHUU C PYKOBOI[CTBOM 110 BKCHHyaTaHHH
CIHOUK.465634.001 PO.
MAK «BAC» 1

ethO:
110.0.0.1

ethl:
110.0.0.2

ethO: ethO: eth2: ethl: ethO: ethO:

10.0.0.10 10.0.0.1 ‘.120.0.0.2 120.0.0.——————20.0.0.1 __ 20.0.0.10

netl: 10.0.0.0/24 120.0.0.0/24 e—nv—— net2: 20.0.0.0/24
MAK «BAC» 2
MNK1 MK2

Pucynok 1 — Cxema crenaa
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2 Hactpoiika coequneHus (cTeHaa)

Jlnst HacTpoWKu coeMHEHUs (CTeHJa) HEOOXOJUMO BBINOIHUTH HACTPOMKY BCEX

ero coctaBsitonux: HacTpouTh 00a [TAK «bBACy» u o6a 1K u3 3amumaeMbIx MoaceTe.

s nactpoitku [TAK «BACy» HE00X0AMMO BBITIOJHUTH CJICTYIOIINE OTEPALINH:

— CMCHa 1apoJjid aAMHHUCTPATOPA,

— HACTpOIKa CETEeBBIX MHTEP(PEICOB;

- HaCTpOﬁKa HaTbl 1 BPCMCHH,

— yIpaBJjieHHEe KItoueBor uH(popmarueil (reHepamus KIOYEBOM Mapbl, SKCHOPT

OTKPBITOTO KJIIOYa M3 YCTpOMCTBA B BHIe 3ampoca Ha nonydeHne COK wm ummopt

OTKPBITOTO KiTtoua B ycTpoiicTBo B Buje COK);

HACTPOWKY CETEBBIX HHTEP(PEICOB.

— HaCTpOMKa MPOrpaMMHOI0 00ECIICUEHUSI.

Hnsa  wHactporikum IIK w3 3amumaeMelx TMojceTeld HEOOXOJMMO  BBIIOJHHUTH

2.1 Hacrpoiika ITAK «<BAC» 1

Hns nacrpoiiku TTAK «BAC» 1 HeoOX0oauMMO BOWTH B €ro KOHCOJIb, MCIOJIB3YS

TPAHCIIOPTHBIN JIOTUH Server u mapoas 11111111.

server login: server
Password:
server@server:~$

H3M
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2.1.1 CmeHna napoJisi a;AIMMHUCTPATOPA

BHMUMAHUE: CMEHA  TPAHCIIOPTHOI'O [ITIAPOJIA  ABJIAETCA
OBSI3ATEJIbBHOMN

JI7is cMEHBI TIapoJisi HeOOXOMMO BOCIIOJIB30BAThCSA KOMaHI0M Passwd, mocie dero
BBECTH TpaHCHOpTHBIM maposb 11111111, a 3aTrem 3agaTh W MOATBEPIUTH HOBBIM.

[Tapons momkeH ObITh HE MEeHEee 8 CUMBOJIOB.

server@server:~$ passwd

CveHa mapona gna server,
current password:

HoBeblli naponb :

MoBTOpUTE BBOA HOBOrO Napons :
passwd: naponb ycnewHo o6HOBAEH

2.1.2 Hactpoiika ceTeBbIX HHTepdeiicoB

Jlnst HacTpOMKH ceTeBBIX HHTEP(HEcOoB HEOOXOIMMO OTPENaKTUPOBATH (haiis

letc/network/interfaces mpu momory TeKCTOBOTO peaakTopa Nano.

server@server:~$ sudo nano /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
auto lo

iface lo inet loopback

iface ethe inet static

address 110.0.0.1

netmask 255.255.255.0

# Becb Tpaduk (monyyeHHblit oT MK 1 v 3awnPpoBaHHbIA, NOAyYeHHbId OT MK 2 W pacwudppoBaHHbIA)
nepefaBsaTb Ha MapuwpyTu3aTop

gateway 110.0.0.2

auto etho

Coxpanute u3MeHeHHs B (aiine, HaxxaB couetanue kinasuin Ctrl+O, u BeiiianTe us

TEKCTOBOT'O peaakTopa NANo0, HakaB couetanue kinapuir Ctri+X.

Jluct
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2.1.3 HacTpoiika 1aTbl 1 BpeMeHH!

I[J'ISI YCTAHOBKH 4Tl W BPCMCHU H€O6XOI[I/IMO BOCIIOJIB30BaThCA KOMaHI[Of/i

date MMDDHHMmMYYYY

riae:
MM — mecHir;
DD — nens;
HH — gacswr;

MM — MUHYTHI,
YYYY —rop.

server@server:~$ sudo date 010112002022
[sudo] naponb gns server:
Cb AHB 1 12:00:00 +03 2022

Jlst BeTyIieHus Bcex HacTpoek B cuity nepesarpysure [TAK «bAC» 1.

server@server:~$ sudo reboot

2.1.4 YnpapJjieHue KJI04eBoi nHpopManueit

2

]

X

X

g

] .

Q s HapexkHOM ayTeHTU(UKAIMU yuyacTHUKU |PSec-coenrHeHus qOJDKHBI 00a1aTh
HEU3BJICKAEMbIM JTMYHBIM KJITFOUOM, a TaKKe MApHBIM €My OTKPBITHIM KJIFOYOM B COCTaBE

S

‘% ceprudukara. B cBsi3u ¢ 3TUM HEOOXOIMMO BBITIOJIHUTS:

i. — TeHEPaIHIO JIMYHOTO KJIH0Ya,

X

N — (hopMHpOBaHKE 3alpoca Ha BIMYCK CepTU(PHUKATA OTKPBHITOTO KITI0Ya,;

g — DKCIIOPT 3ampoca Ha MOJydeHHEe cepTUu(duKaTa OTKPBITOTO KIH0Ya,

X

3 — uMnopTt ceptudukara oTkpeiToro kimouda B [IAK «bACH.

32

Q . . .

[TocnenoBaTeTbHOCTH NEUCTBUS IO YIPABJICHUIO KIIFOUEBOW WH(OpMAIUEH omrcana

E B JokymeHTe «KoMriiekc mnporpaMMHO-anmapaTHeiii KpUNTOrpadudecKon 3aliuThl

X . .

N uHpopmarmu  «bBACy». HMHCTpykmuss 1o yopaBlIeHUIO KIOYEBOM HHQpOpMaIuei.

g

ét CIOHK.465634.001 UC21».

S

S

5
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2.1.5 HacTpoiika nporpaMMHOro odecrne4eHus

Hacrtpoiika mnporpammuoro obOecneuenus [IAK «BAC» 1 3akmiouaercs B
penaktupoBanum (aiina /usr/local/etc/ipsec.conf nmpu momMommy TEKCTOBOTO pelakTopa
nano.

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1, cnt 1"

# Add connections here.

conn %default
keyexchange
ikelifetime
lifetime = 1h
rekeymargin = 5m
mobike = no

ikev2
24h

ike
esp

belt_cfb-belt_hmac-prfbrng_hmac-ecp256bign-keyrep
belt cfb-belt mac

left = 110.0.0.1
leftsubnet = 10.0.0.0/24
leftid = %any

leftcert = cert00001.cer
leftauth = eap-bsts

auto = route

dpdaction = clear
closeaction = clear

conn BAS1-BAS2
right = 120.0.0.1
rightsubnet = 20.0.0.0/24
rightid = %any
rightauth = eap-bsts
rightsendcert = never

Coxpanute u3MeHeHHs B (aiine, HaxxaB couetanue kinasuin Ctrl+O, u BeliianTe us
TEKCTOBOT'O peaakTopa NANo0, HakaB couetanue kinapuin Ctri+X.

3anyctute (nepesamycture) IPSeC coequnenue

server@server:~$ sudo ipsec restart
Stopping strongSwanCont IPsec...
Starting strongSwanCont 5.8.4 IPsec [starter]...

Jluct
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Y6enutscss B ToM, uto mporpammHoe oOecrneuenne [TAK «BAC» 1 moarpysuio

CepTI/I(bI/IKaT OTKPBITOTO KJIIF0OYa M COIIOCTAaBHJIO €TI0 C JIMYHBIM KIKOYOM, MOJXHO IIPpH

noMoIny koMas eI ipsec listcerts.

cepTudukar

CBHUICTEILCTBYET 3armuch pubkey:

server@server:~$ sudo ipsec listcerts

List of X.509 End Entity Certificates:
"CN=BAS@0001, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc nporpammHO-
annapaTHbii KpunTorpapuyeckon 3awmutbl uHdopmauum "BAC". Cepeep 3auwmThl”

"CN=YU gna TecTtupoBaHua, C=BY, L=r.MuHck, 0=3A0 'HTL, KOHTAKT"'"
not before
not after
01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00

subject:

issuer:
validity:

serial:

certificatePolicies:

authkeyId:
sudjkeyId:
pubkey:
keyid:
subjkey:

Jan 1 00:00:00 2021, ok
Jan 1 00:00:00 2023, ok (expired in 365 days)

1.2.112.0.2.0.34.101.78.2.70
01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
BIGN 512 bits, has private key
01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00

O Tom, uto mnporpammHoe obecneueHue I[TAK «bBAC» 1 BepHo mnoArpys3uio

OTKPBITOTO

KJIr0O4a

COIMOCTaBHJIO €10 C JIMYHBIM

BIGN 512 bits, has private key.

KJIFOYOM,

H3M
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2.2 Hactpoiika ITAK «BAC» 2

Hacrpoiika [TAK «bBAC» 2 nmpoBonutcsa ananoruyno [TAK «bAC» 1, npu sTom:

— ¢aiin /etc/network/interfaces 6yaer umers Bu:

server@server:~$ sudo nano /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

auto lo
iface lo inet loopback

iface ethe inet static
address 20.0.0.1
netmask 255.255.255.0
auto etho

iface ethl inet static
address 120.0.0.1
netmask 255.255.255.0
gateway 120.0.0.2

auto ethl

— ¢aiin /usr/local/etc/ipsec.conf Oyner nmeTs BUA:

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup

charondebug = "ike 1, lib 1, cfg 1, cnt 1"

# Add connections here.

conn %default
keyexchange
ikelifetime
lifetime = 1h

rekeymargin = 5m

mobike = no

ike
esp

left = 120.0.0.1
leftsubnet = 20.0.0.0/24

leftid = %any

leftcert = cert00002.cer
leftauth = eap-bsts

auto = route

ikev2
24h

belt _cfb-belt_hmac-prfbrng_hmac-ecp256bign-keyrep
belt_cfb-belt_mac

H3M
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dpdaction = clear
closeaction = clear

conn BAS2-BAS1
right = 110.0.0.1
rightsubnet = 10.0.0.0/24
rightid = %any
rightauth = eap-bsts
rightsendcert = never

2.3 HacTpoiika MmapumipyTu3aTopa

Ha mapmipyTtu3zatope J10JKHbI ObITh J00ABIEHBI CAEAYIOIINE MAPLIPYTHI:

— MapuipyT, kotopeiii Oyaer mnepenaBatb Ttpaduxk ot (IIK 1) x (IIK2) Ha

[TAK «BAC» 1:

ip route add 20.0.0.0/24 via 110.0.0.1

2.4 Hactpoiika I1K 1

Hacrpoiika IIK 1 3akmiouaercs B HacTpoiike cereBoro uHtTepdeiica. B 11K 1

HE00X0auMO ycTaHOBHTH |IP-ampec, Bxomsmuii B 3anumaemyro moacets 10.0.0.0/24, a B

KauecTBe OCHOBHOIO 11t03a yka3ath IP-agpec ITAK «bBAC» 1:

IP-ampec: 10.0.0.10
Macka IoJceTH: 255.255.255.0

OcuosBuou uutr03:  10.0.0.1

2.5 Hacrpoiika I1K 2

Hactpoiika 1K 2 ananmoruuna I1K 1:
IP-anpec: 20.0.0.10
Macka noaceTH: 255.255.255.0

OcuoBHor nutro3:  20.0.0.1

Jluct
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3 [IpoBepka paGoTOCNIOCOOHOCTH

Jns mpoBepku paboTocrocoOHOCTH coeauHeHus (cTeHaa) Heooxomumo c¢ [IK 2

BEIOTHUTH Ping ITK 1.

C:\Documents and Settings\AgmuHucTpaTop>ping 10.0.0.10
ObmeH nakeTamu ¢ 10.0.0.10 no 32 6aiT:

MpeBblleH WHTEpBas OXMAAHWA [NA 3anpoca.

OtBeT oT 10.0.0.10: 4ynucno 6anT=32 Bpema<imc TTL=64
OTBeT oT 10.0.0.10: uyncno 6ainT=32 Bpema<imc TTL=64
OtBeT oT 10.0.0.10: 4yncno 6ant=32 Bpema<imc TTL=64

Ctatuctuka Ping ana 10.0.0.10:
MakeToB: OTMpasieHo = 4, Mony4yeHo

MpnbAN3NTENbHOE BpeMA NpueMa-nepesayn
MnHUManbHoe = @MceKk, MakcumanbHoe

3, noTepsHo = 1 (25% noTepb),
MC:
@ mcek, CpegHee = @ mcek

n @ n

IIpu 3TOM mnepBbIM mMakeT MHULMANM3UpPYeT IPsec coenuHeHue, a mocienyronme
MEPENAIOTCS N0 3aIUIIEHHOMY TYHHEIO.

Y6CI[I/ITI)C$I B TOM, 4YTO II€pc€aada MdaHHBIX HACT II0 3allIMINCHHOMY TYHHCIIIO,

© MOJKHO, TMojaB komaHnay Ipsec statusall B xomanmnyio crtpoky ITAK «BAC» 1 wim
]
5| | MAK «BAC» 2.
g
ég server@server:~$ sudo ipsec statusall
Status of IKE charon daemon (strongSwan 5.8.4, Linux 4.19.194-ckt-bas, x86_64):
uptime: 60 seconds, since Jan 1 13:00:00 2022

N malloc: sbrk 2297856, mmap @, used 260720, free 2037136
S worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: ©/0/0/0, scheduled: 3
3; loaded plugins: charon random nonce x509 revocation constraints pubkey pkcsl pkcs7 pkcs8
3 pkcs12 dnskey pem fips-prf gmp xcbc cmac hmac contactcrypto usbbar bpki attr kernel-netlink
X resolve socket-default stroke vici updown xauth-generic dhcp counters eap-bsts eap-bpace
2 Listening IP addresses:
3 110.0.0.1
f:_ Connections:
3 BAS1-BAS2: 110.0.0.1...120.0.0.2 IKEv2, dpddelay=30@s
@ BAS1-BAS2: local: [CN=BAS@0001, C=BY, L=r.MuHck, 0=3A0 "HTL KonTakT", D=Komnnekc

NporpamMmMHO-annapaTHbli KpuntTorpaduyeckoi 3awuthl WHGopmauun “"BAC". CepBep 3awuTbl] uses EAP_BSTS
® authentication
3 BAS1-BAS2: cert: "CN=BASQ@001, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc
: NporpamMmMHO-annapaTHblii KpunTorpaguyeckoin 3awnTbl uHPopmaumm "BAC". CepBep 3awuTbl"
RS BAS1-BAS2: remote: uses EAP_BSTS authentication
< BAS1-BAS2: child: 10.0.0.0/24 === 20.0.0.0/24 TUNNEL, dpdaction = clear
5
S
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UnB. N2 gy6n.
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B3am. VHB.

[logn. w gara

WuB. N? nogsn

Routed Connections:

BAS1-BAS2{1}: ROUTED, TUNNEL, requid 1

BAS1-BAS2{1}: 10.0.0.0/24 === 20.0.0.0/24

Security Associations (1 up, @ connecting):

BAS1-BAS2[1]: ESTABLISHED 15 seconds ago, 110.0.0.1[CN=BAS00001, C=BY, L=r.MuHck, 0=3A0
"HTL KonTakT", D=Komnnekc nporpammHO-annapaTHblii KpunTorpaduyeckon 3awuTel uHGopmauun “"BAC".
CepBep 3awuThi]...120.0.0.1[CN=BAS00002, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc
NpOrpaMMHO-annapaTHbIA KpunTorpaduyeckoi 3awnTsl uHdopmaumn "BAC". CepBep 3awuThl]

BAS1-BAS2[1]: IKEv2 SPIs: 0974252c95682c2f i 400423399128d35d r*, EAP reauthentication
in 23 hours

BAS1-BAS2[1]: IKE proposal: BELT_CFB/BELT HMAC/PRF_BRNG_HMAC_HBELT/ECP_256 BIGN

BAS1-BAS2{1}: INSTALLED, TUNNEL, requid, ESP SPIs: cbe8a626 i c9e7890e o

BAS1-BAS2{1}: BELT_CFB_256/BELT_MAC, 252 bytes i (3 pkts, 13s ago), 252 bytes o (3 pkts,
13s ago), rekeying in 55 minutes

BAS1-BAS2{1}: 10.0.0.0/24 === 20.0.0.0/24

server@server:~$

Kak BHIHO W3 TOCIETHUX ABYX CTPOK, YCTAHOBIICH TYHHEIh MEXKIY IMOJCETIMHU
10.0.0.0/24 === 20.0.0.0/24, no TyHHed 0 OBUIO MEpeJaHO MO 3 TaKeTa B KAXKIAYIO

CTOPOHY (ping), 3alUILIEHHBIX npu TTOMOIITH aJITOPUTMOB

BELT _CFB_256/BELT_MAC.

Jluct

CrRONK 465634.001 1C36
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