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Hacrosimas wmHCTpykuusi pacnpoctpansierca Ha «KoMiuieke mporpaMMHO-
anmnapaTtHblii Kpunrorpaduueckon 3ammtbl uHpopmarmu «bBAC» CHOMK.465634.001
(manee — [TAK «BAC»), MPETHA3HAYCHHBIN I 3aIUTEI nHdopmarmm,
UUPKYJIUPYIOUIEN B KaHAIaX Nepeaady JaHHbBIX.

Hacrosmas uHCTpyKIus ABISETCS paclIMpEeHUEM PyKOBOJCTBAa MO SKCIUTyaTalluu
[TAK «bAC» CIOHK.465634.001 PO u mnpennazHadeHa [uisi oOserdeHus paboThl
aAMMHHUCTpAaTopa IpU co3JaHuu TUNOBOM cxeMbl BimodeHus [IAK «bAC» i
MOCTPOEHUS 3AIUIIEHHOTO COEIMHEHHUS.

Hacrosinias uHCTpYKIUS NpeAHa3HayeHa A1 aIMUHUCTPATOPa, UMEIOLIErO HABBIKU
pabotel ¢ OC Linux u ceTeBbIM aJIMUHUCTpUpPOBaHHEM. /[1s1 MOHMMaHUs MPUHIUIIOB
pabotel ITIAK «BAC» aaMuHUCTpAaTOp [dODKEH O3HAKOMUTHCA C  JIOKYMEHTOM
«Kommneke mnporpamMmmHo-annapaTtHelii KpunTorpaguueckoil 3amuThl MHGOpMaluu
«bAC». PykoBoxctBo mo akcmuyaramum» CHOUK.465634.001 PO mpexne, yem
IIPECTYNUTh K HACTPOUKAM COIVIACHO TAHHOW MHCTPYKLHUU.

Nuctpykuust onuceiBaeT mnopsaok Hactpoiiku I[TAK «BAC» nis mocTpoeHus

3AIIMILEHHOTO COEAMHEHNS B IOJIHOCBSA3HOW IpH oMoy rmporokosa L2TPv3 cern.

Jluct

CRONK.465634.001 1C40

UM Jluct| N° gokym. [fTogn. |fara




1 Onucanue coeanHeHus (CTeHaa)

Cxema BkmoueHus [TAK «bAC» g mocTpoeHus 3allUIIEHHOTO COCIMHEHUS B
ITOJTHOCBSI3HOM CETH NIPUBEJICHA HA PUCYHKE 1.

JlanHasi cxemMa MOKeT ObITh NMPUMEHEHA MpU OOBEAMHEHUU YAAJICHHBIX O(PUCOB B
OJIHY ITOJTHOCBSA3HYIO CETh.

JlaHHBIN CLUEHAapUil OMUCHIBAET BO3MOKHOCTh OOBEIMHEHHSI CETMEHTOB OJHOM CETH
npu oMo [TAK «bAC». O0beuHeHne TporucxXoIuT Ha KaHAJIbHOM YPOBHE.

Mexnay Bxomamu IIAK «BAC» npm mnomomu mporokosna L2TPv3 (Layer 2
Tunneling Protocol (Version 3)) ycranaBmuBaroTcsi «rceBmponpoBoanbie» (Ethernet
Pseudowire) TtynHenu. Kaapbl KaHalIbHOTO YpOBHS, NPUXOJSIIAE HA  BXOJ
[TAK «<bAC» 1, uHKamncylIupyrTCs B TAKEThl CETEBOIO0 YPOBHS U Iepenarorcs
[TAK «BAC» N u naobopor. Ilpu stom wmexnay I[TAK «BAC» ycranosnenst IPsec
TYHHETIH, KOTOpbIe O0ECHEeUnBaIOT 3alIUTy Bcero Tpaduka, mpoxosasmiero mo L2TPv3
TYHHEIIO.

[Ipn peanuzamuu JaHHOTO CIEHApUs 0co00e BHUMaHHE HEOOXOIUMO YJICIUTH

a

~

a

3 3anuTe ot netenb. [lo L2TPV3 TyHHensaM nepeaaroTcst Bce akeThl Ha ypoBHE L2, B ToM

S

é‘ quclie U MKUPOKOoBelaTenbuble. OTCYTCTBUE KOHTPOJIS 3@ UX PAaCHpOCTPAHEHUEM MOXKET
MPUBECTH K WX ODKCIOHECHIMAIBHOMY pocTy. Jljis orpanuueHus mnepefadun Tpaduka

\§ mexay L2TPv3 TyHHeIsIMU TOJDKEH MCIIONb30BaThes mapametp storm_control.

S

< be3omacHoe coenuHeHne oOecmeymBaeTcs IMyTeM IMHUQPPOBaHUS TEpeaBaeMbIX

u

I

X JaHHBIX C  HCIOJB30BAHHEM  OEJIOPYCCKHX  KPUNTOTpaUuecKux  alrOpUTMOB,

o onpenenenHsix B CTh 34.101.31-2020.

I

i B nmanHOoM cueHapum Ui CO3JAHUS  3AUIUIIEHHOTO COEAMHEHUS OyayT

Ly

o

@ ucnonb3oBanbl nporokoisl IKE (Internet Key Exchange) Bepcuu 2 ¢ ucnonszoBaHreM

o pacmpeHHoro nporokoia ayrentuduranuu EAP (Extensible Authentication Protocol),

~

a

N cxema kotoporo onpenaenena B CTh 34.101.66-2014 n. 7.5 (EAP-BSTS).

S

g

S

S5

N
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[Togxmouenne I[IAK «BAC» k ceTu mnepemaud JaHHBIX, a TakKXe K CETH

QJICKTPOIIUTAHUA IIPOBOAUTCA B COOTBCTCTBHUH C PYKOBOI[CTBOM 10 J3KCIIyaTalluu

CIOHK.465634.001 PO.

ethl: eth0: ethO:
100.0.0.2 0.0.0.0 10.0.0.20,

netl: 10.0.0.0/24

MAK «BAC» 2

MK2
ethO: ethO: ethl:
10.0.0.10 0.0.0.0 100.0.0.1
netl: 10.0.0.0/24
MAK «BAC» 1
NnKi1
eth0: ethO:
0.0.0.0 10.0.0.30,
ethl: netl: 10.0.0.0/24
100903 Ak «BAC» 3
MK3

Pucynok 1 — Cxema crenaa
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2 Hactpoiika coequneHus (CTeHaa)

Jlnst HacTpoWKu coeMHEHUs (CTeHJa) HEOOXOJUMO BBINOIHUTH HACTPOMKY BCEX

ero cocrapisitomux: HacTpouTh [TAK «BACy u 1K u3 3amuiaemMoii ceTu.

s nactpoitku [TAK «BACy» HE00X0AMMO BBITIOJHUTH CJICTYIOIINE OTEPALINH:

— CMCHa 1apoJjid aAMHHUCTPATOPA,

— HACTpOMKa CETEeBBIX MHTEP(PEICOB;

— Hactpoiika L2TPv3 Tynnens;

— HAaCTPOMKA 1aThl U BPEMEHU;

— yIpaBJjieHHE KIoueBoW uH(popmalmeil (reHepamnus KIOYEBOM Mapbl, SKCHOPT

OTKPBITOTO KI04a W3 YCTpoilcTBa B BuIe 3anpoca Ha nonydyeHne COK u ummopt

OTKPBITOrO KJtoya B ycTpoiicTBo B Buae COK);

— HACTpOMKa MPOTPaMMHOI0 00ECTICUCHHUSI .

Jns nactpoitku [1IK HE00X01MMO BBIMOJHUTH HACTPOUKY CETEBBIX MHTEP(ENUCOB.

2.1 Hacrpoiika ITAK «<BAC» 1

Hns nacrpoiiku TTAK «BAC» 1 HeoOX0oauMMO BOWTH B €ro KOHCOJIb, MCIOJIB3YS

TPAHCIIOPTHBIN JIOTUH Server u mapoas 11111111.

server login: server
Password:
server@server:~$

H3M

Jlucrt

N2 fokym.

[Toan.

Jlara
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2.1.1 CmeHna napoJisi a;AIMMHUCTPATOPA

BHMUMAHUE: CMEHA  TPAHCIIOPTHOI'O [ITIAPOJIA  ABJIAETCA
OBSI3ATEJIbBHOMN

JI7is cMEHBI TIapoJisi HeOOXOMMO BOCIIOJIB30BAThCSA KOMaHI0M Passwd, mocie dero
BBECTH TpaHCIOpTHBIM maposb 11111111, a 3aTrem 3agaTh W TMOATBEPIUTH HOBBIM.

[Tapons momkeH ObITh HE MEeHEee 8 CUMBOJIOB.

server@server:~$ passwd

CveHa mapona gna server,
current password:

HoBeblli naponb :

MoBTOpUTE BBOA HOBOrO Napons :
passwd: naponb ycnewHo o6HOBAEH

2.1.2 Hactpoiika ceTeBbIX HHTepdeiicoB

Jlnst HacTpOWMKHM CceTeBBIX HHTEP(HEcOoB HEOOXOIMMO OTPENaKTUPOBATH (haiii
[etc/network/interfaces mpu momormm TEeKCTOBOTO penakropa Nano, 3amas IP-aapec u

MacKy BBIXOJTHOTO MHTep(deiica, a TaKkKe MepeBeCTH BXOAHOU B HEPA30OPUMBBIN PEKUM.

server@server:~$ sudo nano /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

auto lo
iface lo inet loopback

iface eth@ inet manual

up ifconfig eth@ promisc up
down ifconfig eth@ promisc down
auto etho

iface ethl inet static
address 100.0.0.1
netmask 255.255.255.0
auto ethl

CoxpaHuTe U3MeHeHUs B Qaiisie, HakaB coueTanue kinasuin Ctrl+O, u BeriguTe u3

TEKCTOBOTO peaaKTopa NaNo, HaxkaB coderanue kinapuir Ctri+X.

Jluct
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2.1.3 HacTpoiika 1aTbl 1 BpeMeHH!

I[J'ISI YCTAHOBKH 4Tl W BPCMCHU H€O6XOI[I/IMO BOCIIOJIB30BaThCA KOMaHI[Of/i

date MMDDHHMmMYYYY

riae:
MM — mecHir;
DD — nens;
HH — gacswr;

MM — MUHYTHI,
YYYY —rop.

server@server:~$ sudo date 010112002022
[sudo] naponb gns server:
Cb AHB 1 12:00:00 +03 2022

Jlst BeTyIieHus Bcex HacTpoek B cuity nepesarpysure [TAK «bAC» 1.

server@server:~$ sudo reboot

2.1.4 YnpapJjieHue KJI04eBoi nH(popManueit

2

]

&

X

S

R .

Q s HapexkHOM ayTeHTU(UKAIMU yuyacTHUKU |PSec-coenrHeHus qOJDKHBI 00a1aTh
HEU3BJIEKAEMbIM JIMYHBIM KJIFOUOM, a TAK)K€ MAPHBIM €My OTKPBITHIM KJIIOUOM B COCTaBE

S

‘% ceprudukara. B cBsi3u ¢ 3TUM HEOOXOIMMO BBITIOJIHUTS:

i. — TEHEePaIMIO JIMYHOTO KJIH0Ya,;

I

S — (hopMHUpOBaHKE 3aMpoca Ha BBITYCK cepTU(HUKATa OTKPHITOTO KJII0UA;

g — DKCIIOPT 3ampoca Ha MOJydeHHEe cepTUu(duKaTa OTKPBITOTO KIH0Ya,

X

3 — uMnopTt ceptudukara oTkpeiToro kimouda B [IAK «bACH.

o

Q . . .

[TocnenoBaTeTbHOCTH NEUCTBUS IO YIPABJICHUIO KIIFOUEBOW WH(OpMAIUEH omrcana

.'E B JokymeHTe «KoMriiekc mnporpaMMHO-anmapaTHpiii KpUNTOrpadudecKon 3aliuThl

]

& . .

N unpopmamuu  «BAC». HHcTpykuus 0o YNOpaBlIEHUIO KIIOYEBOM HH(POpPMALIUEH.

S

ét CIOUK.465634.001 1C21».

S

S5
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2.1.5 Hacrpoiika L2TPv3 Ttynnens

Hactpoiika L2TPv3 tynueneit IIAK «BAC» 3akimtouaercs B pegakTUPOBAaHUU
HacTpoeuHbIX (aiiinoB B mupekropuu /usr/local/etc/12tp_BAS/ npu momornm TekcToBOro
penakropa Nano. Kaxxaelii gaitn onuceiBaeT OJJUH TYHHEIb.

B nmanHOM creHapumM peanu3yercs MOJHOCBSI3HAs CEeTh, B KOTOPOM KaKIbId
YUaCTHUK CBS3BIBAETCS CO BCEMHU JIPYTUMH Y4aCTHUKaMH. TakuM oOpa3oM HE0OXOIUMO
omucatb N-1 tyHHens, rae N — konuuectBo ydacTHUKOB (konmuecTBO [TAK «BACy).
Jlns peanuzanuy CXEMbl, MPEACTABICHHOW Ha pPHUCYHKE 1, HEoOXoaMMO cO31aTh U
oTpenakThpoBaTh 2 HacTpoeuHblx ¢aiima /usr/local/etc/I2tp BAS/12tp_BAS _1.conf u
/usr/local/etc/12tp_ BAS/I12tp BAS 2.conf.

— ¢aitn /usr/local/etc/12tp_BAS/I2tp_BAS_1.conf 6ynet umeTh BHI:

server@server:~$ sudo nano /usr/local/etc/12tp BAS/12tp BAS 1.conf
# Configuration File for BAS L2TPv3 protocol

# BknwyeHue L2TPv3 TyHHens (enable).

12tp=enable

# HavmeHoBaHMe BUPTYaNbHOro ceTeBOro uHTepderca. 06bi4HO 12tpethN.
interface_name=12tpeth@

# HaumeHoBaHMe ceTeBOro mMocTa. [JloNXHO umeTb BMA brl2tpN.

bridge name=brl2tp@

# HaumeHoBaHWe BXOAHOrO ceTeBOro uHTepdeilca.

input_interface=ethe

# IP-agpec nokanbHoro uWHTepdeica, KOTOpbii byAeT UCMONb30BaTbCA ANA MOCTPOEHUA TYHHENA.
local ip=100.0.0.1

# IP-agpec napTHepckoro uHTepdeica, KOTOpbli byAeT MCMONb30BAaTbCA ANA NOCTPOEHUA TYHHens.
remote_ip=100.0.0.2

# UDP nopT MCTOYHMKA M MpUEMHUKA, KOTOPbIi byAeT MCnonb30BaTbCA ANA TYHHENA.

port=5000

# BknyeHue 3awnThl OT «CETEBOrO WTOpMa».

storm_control=enable

Coxpanute u3MeHeHHs B (aiie, HaxxaB couetanue kiaasuin Ctrl+O, u Beliianre us
TEKCTOBOT'O peaakTopa NANo, HakaB couetanue kinapuin Ctri+X.

B nacTtpoeunsix (amax OyayT OTAMYATHCS TOJBKO HAWMMEHOBAHHUE BUPTYaJIHHOTO
ceteBoro wuHTepdeiica, |P-agpec maptHepckoro wuHTepdeica, KOTOpbI Oyner
UCIIOJIb30BaThCs sl mocTtpoeHuss TyHHenss 1 UDP mopT ucToyHMKa M NpUEMHUKA,

KOTOPBIN OYJIET UCTIONB30BATHCS IS TYHHEIS.

Jluct
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— ¢aitn /usr/local/etc/12tp_BAS/I2tp_BAS_2.conf 6ynet umeTs BHI:

server@server:~$ sudo nano /usr/local/etc/12tp BAS/12tp BAS 2.conf
# Configuration File for BAS L2TPv3 protocol

# BknwyeHue L2TPv3 TyHHens (enable).

12tp=enable

# HaumeHOBaHMe BUPTYaNbHOro ceTeBOro uHTepderca. 06bi4HO 12tpethN.
interface_name=12tpethl

# HaumeHoBaHMe ceTeBoro mocta. [JlonxHO umeTb BMA brl2tpN.

bridge _name=brl2tpe

# HaumeHoBaHMe BXOLHOrO CETEBOro MHTepdenca.

input_interface=etho

# IP-appec noKanbHOro WHTeppenca, KOTOpbIM byaeT MCNONb30BaTbCA AAA MOCTPOEHUA TYHHeNA.
local ip=100.0.0.1

# IP-appec mapTHEpPCKOro WHTepdenca, KOTOpbd BYAET MCMONb30BATLCA ANA NOCTPOEHUA TYHHENA.
remote_ip=100.0.0.3

# UDP nopT MCTOYHMKA W NPUEMHMKA, KOTOpbIM ByAeT MCNOoNb30BaTbCA AAA TYHHeNA.

port=5001

# BK/IKYEHME 3aWMTbl OT «CETEBOrO WTOpMa».

storm_control=enable

CoxpaHute u3MeHeHHs B (aitte, HaxxaB coueranue kinasuin Ctrl+O, u Beliianre us3

TEKCTOBOI'O peaakTopa NAaNo, HaxkaB couetanue kinapuin Ctri+X.

3anycrture (nepe3anyctute) L2TPV3 TynHens

server@server:~$ sudo 12tp BAS restart

12tp BAS: YpaneHue L2TPv3 coefuHeHM. ..

12tp BAS: [JlobaBneHne L2TPv3 coefuHeHMit. . .

12tp BAS: HeBepHblit ¢opmaT nmapameTpa mtu. MMapameTp [OAXEeH NPUHAMATL 3HAYEHWe LEeNOro 4ucna.

MpMHATO 3HauyeHue 1500.

12tp BAS: TyHHeno 5000 pobasneH.

12tp BAS: Ceccua 5000 pobasneHa.

12tp BAS: WHTepdeiic eth® pobasneH B mocT brl2tpe.

12tp BAS: MocT brl2tp@ noaHaT.

12tp BAS: WHTepdeitc 12tpet@ pobasneH B mocT brl2tpe.

12tp BAS: WHTepdelic 12tpetd® nogHAaT.

12tp_BAS: Mogynb L2 3arpyxeH yCnetHo. HacTpoiiku u3 daitna

/usr/local/etc/12tp BAS/12tp BAS 1.conf npumeHeHbl.

12tp BAS: HeBepHbit ¢opmaT napameTtpa mtu. MMapameTp [JOAXEH NPUHAMATb 3HAYEHWE LENOro Yucna.

MpMHATO 3Ha4yeHue 1500.

12tp BAS: TyHHenb 5001 pobasneH.

12tp BAS: Ceccus 5001 pobasneHa.

12tp BAS: WHTepdeiic 12tpetl pobasneH B mMocT brl2tpe.

12tp_BAS: WHTepdeiic 12tpetl nogHAaT.

12tp BAS: MoZynb L2 3arpyxen yCneuwHo. HacTpoiku u3 daiina

/usr/local/etc/12tp _BAS/12tp BAS 2.conf npumeHeHbl.

Jluct
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2.1.6 HacTpoiika nporpaMMHOro obecrne4eHus

Hacrtpoiika mnporpammuoro oOecrneuenusi IIAK «BAC» 1 3akmrogaercs

B

penaktupoBanum (aiina /usr/local/etc/ipsec.conf nmpu momMomy TEKCTOBOTO pelakTopa

nano.

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1, cnt 1"

# Add connections here.

conn %default
keyexchange
ikelifetime
lifetime = 1h
rekeymargin = 5m
mobike = no

ikev2
24h

ike
esp

belt _cfb-belt_hmac-prfbrng_hmac-ecp256bign-keyrep
belt cfb-belt mac

left = 100.0.0.1

leftid = %any

leftcert = cert0000l.cer
leftauth = eap-bsts

auto = route

dpdaction = clear
closeaction = clear

conn BAS1-BAS2
leftprotoport = udp/5000
right = 100.0.0.2
rightid = %any
rightprotoport = udp/5000
rightauth = eap-bsts
rightsendcert = never

conn BAS1-BAS3
leftprotoport = udp/5001
right = 100.0.0.3
rightid = %any
rightprotoport = udp/5001
rightauth = eap-bsts
rightsendcert = never

CRONK.465634.001 1C40
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Coxpanute u3MeHeHHs B Qaitiie, HaxxaB couetanue kinasum Ctrl+O, u BeritanTe n3

TEKCTOBOT'O pelakTopa NaNo, Haxkae codetanue kiapui Ctri+X.

3anyctute (nepesamycture) IPSeC coequnenue

server@server:~$ sudo ipsec restart
Stopping strongSwanCont IPsec...
Starting strongSwanCont 5.8.4 IPsec [starter]...

Yo6eautscss B ToM, uTo mporpammHoe obecneuenune [TAK «bAC» 1 moarpysmio

CCpTI/I(l)I/IKaT OTKPBITOTO KJIKO4Ya W COIIOCTABHIIO €0 C JIMYHBIM KIIFOYOM, MOXHO IIPHU

noMoIu koMau sl ipsec listcerts.

server@server:~$ sudo ipsec listcerts

List of X.509 End Entity Certificates:
subject: "CN=BAS@0001, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc nporpammHO-

annapaTHbI KpunTorpaduyeckoi 3awutbl uHdopmauum "BAC". Cepsep 3awmThl"

issuer: "CN=YLU pna Tectuposanua, C=BY, L=r.MunHck, 0=3A0 'HTL, KOHTAKT""
validity: not before Jan 1 00:00:00 2021, ok

not after Jan 1 00:00:00 2023, ok (expired in 365 days)
serial: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
certificatePolicies:

1.2.112.0.2.0.34.101.78.2.70
authkeyId: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
sudjkeyId:  ©1:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00

pubkey: BIGN 512 bits, has private key
keyid: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
subjkey: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00

O Ttom, uyrto mporpammuoe obecneuenne I[IAK «bAC» 1 BepHo mnoarpysuio

CepTI/I(l)I/IKaT OTKPBITOTO KJIKO4Ya MW  COINOCTAaBMJIO €ro C JMYHBIM  KIHOYOM,

ceueTenbeTByeT 3anuch pubkey:  BIGN 512 bits, has private key.
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§ server@server:~$ sudo nano /usr/local/etc/12tp BAS/12tp BAS 1.conf
§ # Configuration File for BAS L2TPv3 protocol
g
é% # BknwyeHne L2TPv3 TyHHens (enable).
12tp=enable
# HavmeHOBaHMe BUPTYaNbHOro ceTeBOro uHTepdenca. 06bi4HO 12tpethN.
gi interface_name=12tpetho
X # HaumeHoBaHMe ceTeBoro mocta. [JoMkHO uMeTb Bug brl2tpN.
< bridge_name=brl2tp@
:g # HaumeHOBaHMe BXOAHOro CETEBOr0 WHTepdeiica.
input_interface=etho
= # IP-agpec nokanbHOro uHtepdeiica, KOTOpbid byAeT UCMONb30BaTbCA ANA MOCTPOEHUA TYHHENs.
g local ip=100.0.0.2
:z # IP-agpec mapTHepckoro uHTepdeica, KOTOpb OyAeT MCNONb30BaTbCA ANA NOCTPOEHUA TYHHens.
o remote_ip=100.0.0.1
Q # UDP nopT MCTOYHMKA W NMPUEMHUKA, KOTOpbI 6yAeT MCNoNb30BaTbCA ANA TYHHeNA.
port=5000
Q # BK/IKHYEHME 3aAWMTbI OT «CETEBOrO WTOpMa».
§ storm_control=enable
S
S
3
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2.2 Hactpoiika ITAK «BAC» 2

Hacrpoiika ITAK «BAC» 2 npoBogutcsa ananorunyso [TAK «BAC» 1, mpu sTtom:

— ¢aiin /etc/network/interfaces 6yaer umers Bu:

server@server:~$ sudo nano /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

auto lo
iface lo inet loopback

iface eth@ inet manual

up ifconfig eth@ promisc up
down ifconfig eth@ promisc down
auto etho

iface ethl inet static
address 100.0.0.2
netmask 255.255.255.0
auto ethl

— ¢aiin /usr/local/etc/I2tp_BAS/I12tp_BAS_1.conf Oynet uMeTh BHI:




[Toan. n gara

UnB. N2 gybn.

4

B3am. VHB.

[logn. w gara

WuB. N? nogsn

— ¢aitn /usr/local/etc/12tp_BAS/I2tp_BAS_2.conf 6ynet umeTs BHI:

server@server:~$ sudo nano /usr/local/etc/12tp BAS/12tp BAS 2.conf
# Configuration File for BAS L2TPv3 protocol

# BknwyeHue L2TPv3 TyHHens (enable).

12tp=enable

# HaumeHOBaHMe BUPTYanbHOro ceTeBoro uHTepderca. 06bi4HO 12tpethN.
interface_name=12tpethl

# HaumeHoBaHMe ceTeBOro mocta. [JloNxHO umeTb BMA brl2tpN.

bridge _name=brl2tpe

# HaumeHoBaHMe BXOLHOrO CETEBOro MHTepdenca.

input_interface=etho

# IP-appec noKanbHOro WHTeppenca, KOTOpbIA byaeT MCNONb30BATbCA AAA MOCTPOEHUA TYHHeNA.
local i1p=100.0.0.2

# IP-appec mapTHepckoro MHTepdeica, KOTOpbiA 6yAeT MCMONb30BAaTLCA ANA NOCTPOEHUA TYHHENA.

remote_ip=100.0.0.3

# UDP nopT MCTOYHMKA M MPUEMHMKA, KOTOpbIi ByAeT MCnonb30BaTbCA ANA TYHHENA.
port=5002

# Bk/KYEHME 3aWuTbl OT «CETEeBOro WTOpMa».

storm_control=enable

— ¢aiin /usr/local/etc/ipsec.conf Oynet umeTs BU:

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1, cnt 1"

# Add connections here.

conn %default
keyexchange
ikelifetime
lifetime = 1h
rekeymargin = 5m
mobike = no

ikev2
24h

ike
esp

belt_cfb-belt_hmac-prfbrng_hmac-ecp256bign-keyrep
belt_cfb-belt_mac

left = 100.0.0.2

leftid = %any

leftcert = cert00002.cer
leftauth = eap-bsts

auto = route

dpdaction = clear
closeaction = clear
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conn BAS2-BAS1

leftprotoport = udp/5000
right = 100.0.0.1

rightid = %any
rightprotoport = udp/5000
rightauth = eap-bsts
rightsendcert = never

conn BAS2-BAS3

leftprotoport = udp/5002
right = 100.0.0.3

rightid = %any
rightprotoport = udp/5002
rightauth = eap-bsts
rightsendcert = never

H3M
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§ server@server:~$ sudo nano /usr/local/etc/12tp BAS/12tp BAS 1.conf
§ # Configuration File for BAS L2TPv3 protocol
g
é% # BknwyeHne L2TPv3 TyHHens (enable).
12tp=enable
# HavmeHOBaHMe BUPTYaNbHOro ceTeBOro uHTepdenca. 06bi4HO 12tpethN.
gi interface_name=12tpetho
X # HaumeHoBaHMe ceTeBoro mocta. [JoMkHO uMeTb Bug brl2tpN.
< bridge_name=brl2tp@
:g # HaumeHOBaHMe BXOAHOro CETEBOro WHTepdeiica.
input_interface=etho
= # IP-agpec nokanbHOro uHtepdeiica, KOTOpbid byAeT UCMONb30BaTbCA ANA MOCTPOEHUA TYHHENs.
g local ip=100.0.0.3
:z # IP-agpec mapTHepckoro uHTepdeica, KOTOpb OyAeT MCNONb30BaTbCA ANA NOCTPOEHUA TYHHens.
o remote_ip=100.0.0.1
Q # UDP nopT MCTOYHMKA W NMPUEMHUKA, KOTOpbI 6yAeT MCNoNb30BaTbCA ANA TYHHeNA.
port=5001
Q # BK/IKHYEHME 3aAWMTbI OT «CETEBOrO WTOpMa».
§ storm_control=enable
S
S
3
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2.3 Hacrpoiika ITAK «BAC» 3

Hacrpoiika [TAK «bBAC» 3 mpoBonutcs ananoruyno [TAK «bACy 2, pu sToMm:

— ¢aiin /etc/network/interfaces 6yaer umers Bu:

server@server:~$ sudo nano /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

auto lo
iface lo inet loopback

iface eth@ inet manual

up ifconfig eth@ promisc up
down ifconfig eth@ promisc down
auto etho

iface ethl inet static
address 100.0.0.3
netmask 255.255.255.0
auto ethl

— ¢aiin /usr/local/etc/I2tp_BAS/I12tp_BAS_1.conf Oynet uMeTh BUI:
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— ¢aitn /usr/local/etc/12tp_BAS/I2tp_BAS_2.conf 6ynet umeTs BHI:

server@server:~$ sudo nano /usr/local/etc/12tp BAS/12tp BAS 2.conf
# Configuration File for BAS L2TPv3 protocol

# BknwyeHue L2TPv3 TyHHens (enable).

12tp=enable

# HaumeHOBaHMe BUPTYaNbHOro ceTeBOro uHTepderca. 06bi4HO 12tpethN.
interface_name=12tpethl

# HaumeHoBaHMe ceTeBOro mocta. [JloNxHO umeTb BMA brl2tpN.

bridge _name=brl2tpe

# HaumeHoBaHMe BXOLHOrO CETEBOro MHTepdenca.

input_interface=etho

# IP-appec noKanbHOro WHTeppenca, KOTOpbIM byaeT MCNONb30BaTbCA AAA MOCTPOEHUA TYHHeNA.
local ip=100.0.0.3

# IP-appec mapTHepckoro MHTepdeica, KOTOpbiA 6yAeT MCMONb30BAaTLCA ANA MOCTPOEHUA TYHHENA.

remote_ip=100.0.0.2

# UDP nopT MCTOYHMKA M MPUEMHMKA, KOTOpbIi ByAeT MCnonb30BaTbCA ANA TYHHENA.
port=5002

# Bk/KYEHME 3aWuTbl OT «CETEeBOro WTOpMa».

storm_control=enable

— ¢aiin /usr/local/etc/ipsec.conf Oynet umeTs BU:

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup
charondebug = "ike 1, lib 1, cfg 1, cnt 1"

# Add connections here.

conn %default
keyexchange
ikelifetime
lifetime = 1h
rekeymargin = 5m
mobike = no

ikev2
24h

ike
esp

belt_cfb-belt_hmac-prfbrng_hmac-ecp256bign-keyrep
belt_cfb-belt_mac

left = 100.0.0.3

leftid = %any

leftcert = cert00003.cer
leftauth = eap-bsts

auto = route

dpdaction = clear
closeaction = clear
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conn BAS2-BAS1

leftprotoport = udp/5001
right = 100.0.0.1

rightid = %any
rightprotoport = udp/5001
rightauth = eap-bsts
rightsendcert = never

conn BAS2-BAS3

leftprotoport = udp/5002
right = 100.0.0.2

rightid = %any
rightprotoport = udp/5002
rightauth = eap-bsts
rightsendcert = never
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Heo0X0 MO yCTaHOBUTH |P-anpec, Bxomsmiuii B 3amumiaemyto mojacets 10.0.0.0/24.

2.4 Hacrpoiika IIK 1

Hactpoiika TIK 1 3akmtouaercst B HacTpoiike cereBoro wuHTepdetica. B TIK 1

IP-anpec: 10.0.0.10
Macka mojaceTu: 255.255.255.0

2.5 Hactpoiika IIK 2

Hacrpoiika 1K 2 ananoruuna I1K 1:

IP-anpec: 10.0.0.20
Macka nojceTu: 255.255.255.0

2.6 Hactpoiika I1K 3

Hacrpoiika 1K 3 ananoruuna [1K 2:

IP-anpec: 10.0.0.30
Macka nojceru: 255.255.255.0
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3 [IpoBepka paGoTOCNIOCOOHOCTH

s mpoBepku paboTocrnocoOHOoCTH coeauHeHus (cteHaa) Heooxomumo ¢ 1K 1

BeIOTHUTH Ping ITK 2 u TIK 3.

C:\Documents and Settings\AgmuHucTpaTop>ping 10.0.0.20
ObmeH nakeTamu ¢ 10.0.0.20 no 32 6aiT:

MpeBblleH WHTEpBas OXMAAHWA [NA 3anpoca.

OtBeT oT 10.0.0.20: 4ynucno 6ant=32 Bpema<imc TTL=64
OTBeT oT 10.0.0.20: uyucno 6ainT=32 Bpema<imc TTL=64
OtBeT oT 10.0.0.20: 4ncno 6ant=32 Bpema<imc TTL=64

Ctatuctuka Ping ana 10.0.0.20:
MakeToB: oTNpaBneHo = 4, nonyyeHo = 3, notepsHo = 1 (25% noTepb),
MpubAN3NTENbHOE BpeMA Npuema-nepeaayn B MC:
MuHMManbHoe = @Mcek, MakcumanbHoe = @ mcek, CpegHee = @ mceK

C:\Documents and Settings\AamuHucTpaTop>ping 10.0.0.30
ObmeH nakeTamu ¢ 10.0.0.30 no 32 6aiT:

MpeBblleH MHTEpBaN OXWAAHWA ANA 3ampoca.

OTBeT oT 10.0.0.30: uyncno 6ainT=32 Bpema<imc TTL=64
OtBeT oT 10.0.0.30: 4yncno 6anT=32 Bpema<imc TTL=64
OTBeT oT 10.0.0.30: uyncno 6ainT=32 Bpema<imc TTL=64

CtaTuctuka Ping ans 10.0.0.30:
MakeToB: oTnpaBneHo = 4, nonyyeHo = 3, noTepsHo = 1 (25% noTepb),
MpnbAN3NTENbHOE BpEMA Npuema-nepefayn B MC:
MuHMManbHoe = @MmceKk, MakcumanbHoe = @ mcek, CpefHee = @ mceK

A ¢ 1K 3 Bemomanuts ping I1K 2.
C:\Documents and Settings\AamuHucTpaTop>ping 10.0.0.20

06bmeH nakeTamu ¢ 10.0.0.20 no 32 6aWT:

MpeBbllleH WHTEpBan OXMAAHWA A 3anpoca.

OtBeT oT 10.0.0.20: yncno 6ant=32 Bpema<imc TTL=64
OTBeT oT 10.0.0.20: uyncno 6ainT=32 Bpema<imc TTL=64
OtBeT oT 10.0.0.20: uyncno 6ant=32 Bpema<imc TTL=64

Cratuctuka Ping ana 10.0.0.20:
MakeToB: OTNpaBAeHo = 4, nonyyeHo = 3, noTepsHo = 1 (25% noTepb),
MpubAn3nTenbHoe Bpema Npuema-nepeaayn B MC:
MuHUManbHoe = @mcek, MakcumanbHoe = @ mcek, CpefHee = @ MceK
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[Ipm 3TOM mnepBbI NakeT uHUUMAIU3UpPYeT IPsec coenmHenue, a mocnepyromme
HIePEAAIOTCS 0 3aIUIICHHOMY TYHHEITIO.

VOenuthcss B TOM, YTO Iepefadya JaHHBIX HAET IO 3allUICHHOMY TYHHEIIO,
MOXKHO, TMOAaB KomaHxay Ipsec statusall B komanmnytro crpoky ITAK «BAC» 1,
[TAK «BAC» 2 unu ITAK «BAC» 3.

server@server:~$ sudo ipsec statusall

Status of IKE charon daemon (strongSwan 5.8.4, Linux 4.19.194-ckt-bas, x86_64):

uptime: 60 seconds, since Jan 1 13:00:00 2022

malloc: sbrk 2297856, mmap @, used 260720, free 2037136

worker threads: 11 of 16 idle, 5/0/0/0@ working, job queue: 0/0/0/0, scheduled: 3

loaded plugins: charon random nonce x509 revocation constraints pubkey pkcsl pkcs7 pkcs8
pkcs12 dnskey pem fips-prf gmp xcbc cmac hmac contactcrypto usbbar bpki attr kernel-netlink
resolve socket-default stroke vici updown xauth-generic dhcp counters eap-bsts eap-bpace

Listening IP addresses:

100.0.0.1
Connections:
BAS1-BAS2: 100.0.0.1...100.0.0.2 IKEv2, dpddelay=3@s
BAS1-BAS2: local: [CN=BAS@@001, C=BY, L=r.MuHck, 0=3A0 "HTL KonTakT", D=Komnnekc

NpoOrpamMmMHO-annapaTHbii KpunTorpaduyeckon 3auutsl MHGopmaumn “"BAC". Cepsep 3awuTbl] uses EAP_BSTS
authentication

BAS1-BAS2: cert: "CN=BAS00001, C=BY, L=r.MuHck, 0=3A0 "HTLU KoHTakT", D=Komnnekc
NporpamMmMHO-annapaTHblii KpunTorpapuyeckon 3awnTbl uHPopmaumm "BAC". CepBep 3awuTbl"

BAS1-BAS2: remote: uses EAP_BSTS authentication

BAS1-BAS2: child: dynamic[udp/5000] === dynamic[udp/5000] TUNNEL, dpdaction = clear

BAS1-BAS3: 100.0.0.1...100.0.0.3 IKEv2, dpddelay=30@s

BAS1-BAS3: local: [CN=BAS@0001, C=BY, L=r.MuHck, 0=3A0 "HTL KonTakT", D=Komnnekc
NporpaMMHO-annapaTHbii KpunTorpaduyeckon 3aumutel uHPopmauun “BAC". CepBep 3awuTbl] uses EAP_BSTS
authentication

BAS1-BAS3: cert: "CN=BASQ0001, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc
NpOrpaMMHO-annapaTHblii KpunTorpadpuyeckon 3awntsl uHGopmauum "BAC". Cepsep 3awmthl"

BAS1-BAS3: remote: uses EAP_BSTS authentication

BAS1-BAS3: child: dynamic[udp/5001] === dynamic[udp/5001] TUNNEL, dpdaction = clear

Security Associations (2 up, @ connecting):

BAS1-BAS2[1]: ESTABLISHED 15 seconds ago, 100.0.0.1[CN=BAS@0001, C=BY, L=r.MuHck, 0=3A0
"HTL KoHTakT", D=Komnnekc nporpammHO-annapaTHblii KpunTorpaduyeckon 3awuTel uHGopmaumn “"BAC".
CepBep 3awuThl]...100.0.0.2[CN=BAS00002, C=BY, L=r.MuHck, 0=3A0 "HTL KouTakT", D=Komnnekc
NpOrpamMmMHO-annapaTHblii KpunTorpaguyeckon 3awnTbl MHGopmaumn “BAC". CepBep 3awnTbi]

BAS1-BAS2[1]: IKEv2 SPIs: 0974252c95682c2f i 400423299128d35d r*, EAP reauthentication
in 23 hours

BAS1-BAS2[1]: IKE proposal: BELT CFB/BELT HMAC/PRF_BRNG_HMAC_HBELT/ECP_256 BIGN

BAS1-BAS2{1}: INSTALLED, TUNNEL, requid, ESP SPIs: cbe8a626 i c9e7890e o

BAS1-BAS2{1}: BELT _CFB_256/BELT_MAC, 252 bytes i (3 pkts, 13s ago), 252 bytes o (3 pkts,
13s ago), rekeying in 55 minutes

BAS1-BAS2{1}: 100.0.0.1/32[udp/5000] === 100.0.0.1/32[udp/5000]
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BAS1-BAS3[2]: ESTABLISHED 15 seconds ago, 100.0.0.1[CN=BAS00001, C=BY, L=r.MuHck, 0=3A0
"HTL KonTakT", D=Komnnekc nporpamMmHO-annapaTHblii KpunTorpaduyeckon 3awuTel uHGopmauun “"BAC".
CepBep 3awuThl]...100.0.0.3[CN=BAS00003, C=BY, L=r.MuHck, 0=3A0 "HTL KouTakT", D=Komnnekc
NpOrpaMMHO-annapaTHbIA KpunTorpaduyeckoi 3awnTsl uHdopmaumn "BAC". CepBep 3awuThl]

BAS1-BAS3[2]: IKEv2 SPIs: 0974252c95682c2f i 400423399128d35d r*, EAP reauthentication
in 23 hours

BAS1-BAS3[2]: IKE proposal: BELT_CFB/BELT HMAC/PRF_BRNG_HMAC_HBELT/ECP_256 BIGN

BAS1-BAS3{2}: INSTALLED, TUNNEL, requid, ESP SPIs: cbe8a626 i c9e7890e o

BAS1-BAS3{2}: BELT_CFB_256/BELT MAC, 252 bytes i (3 pkts, 13s ago), 252 bytes o (3 pkts,
13s ago), rekeying in 55 minutes

BAS1-BAS3{2}: 100.0.0.1/32[udp/5001] === 100.0.0.1/32[udp/5001]

server@server:~$

Kak BunHO 13 craryca IPsec:

— ycranoBieH IPsec Tynnens mexnay aapecamu 100.0.0.1/32 === 100.0.0.2/32, no
TYHHEJIO0 OBUIO MEpeIaHo Mo 3 MaKeTa B KaXAylo CTOpoHy (PiNg), 3alluIICHHBIX TPH
nomoniu anroputmoB BELT _CFB_256/BELT_MAC, 3ammre mnonsepraercs UDP
Tpaduk, nepegatouuii mo S000 nopty;

— ycranoBiieH IPsec tynnens mexay aapecamu 100.0.0.1/32 === 100.0.0.3/32, mo
TYHHEJIO OBUIO MEpeaaHo Mo 3 MmakeTa B KaXIyH CTOPOHY (PiNg), 3alluIleHHBIX MPH
nomonu anroputmoB BELT _CFB_256/BELT_MAC, 3ammre mnonsepraercs UDP
Tpaduk, nepenarommii mo 5001 moprty.

Ecnu moBToputh komanmy ipsec statusall depes HekoTopoe BpeMs, MpU 3TOM HE
nepeceiaTh Tpahuk, MOKHO OyAET yBHAETHh, YTO KOJWYECTBO TMepemaaHHbx mo IPsec
TYHHEJIIO TAKETOB YBEIUYMIIOCH, ITO CIY>KEOHbIE TAKEeThl KAHAJILHOTO YPOBHSI MO IAI0T

B TYHHCIIb.
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