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Hacrosmass wuHCTpykiusi pacnpoctpansercss Ha «Kommieke mporpaMMHO-
anmnapaTtHblii Kpunrorpaduueckon 3ammtbl uHpopmarmu «bBAC» CHOMK.465634.001
(manee — [TAK «BAC»), MPETHA3HAYCHHBIN U1 3aIUTEI nHdopmarmm,
HUPKYJIUPYIONIEH B KaHalaX Mepe/lay JTaHHbIX, a Takke Ha «KoMIuieke mporpaMMHbINA
Kpunrorpadguuecko 3amuThl HHGOpMauu yctporictB moa ympasieauem OC Windows
«BAC-W» BY.CIHOUK.00464-01 (manee — KII «bBAC-Wy), mnpegHa3HauyeHHBIN I
opranuzanuu 3amuieHHoro VPN-nmogkimoueHuss ycTpoMcTBa, paboTaromero Mo
ynpasieaueM OC Windows, k [TAK «BAC».

Hacrosimass MHCTpYyKIUs SBISETCS pacliupeHrueM PyKOBOJCTBa MO SKCIUTyaTaluu
[TAK «<BAC» CIHOUK.465634.001 P3 wu PykoBoactBa omepatopa KII «BAC-W»
BY.CIOMK.00464-01 3401 wu  mpenHa3HaueHa  Jyisi  oOjerdyeHuss  pabOTHI
aIMUHHUCTpaTopa Tpu co3fgaHuu TumnoBoil cxembl mnoakiatodeHus KII «bAC-W»
ITAK «BAC» st TOCTpOEHHUS 3alUIIEHHOTO COSIMHEHUS.

Hacrosimast uncTpyKuus npeaHa3HadyeHa sl aIMUHUCTPATOPa, UMEIOIIEr0 HaBBIKU
pa6otel ¢ OC Linux u OC Windows, a Takxe CeTeBbIM aIMUHHUCTPHPOBAHUEM.

Jns nonumanuss npuHuunoB pabotsel ITAK «BAC» agMuHHCTpaTOp JOJIKEH

a
§ O3HAKOMHUTHCS C JOKYMEHTOM «Kommuekc IIPOrpaMMHO-aNnapaTHbII
X o
S kpuntorpaduueckoil 3ammtsl nHpopmanuu «bAC». PykoBoACTBO MO 3KCIUTyaTallMm»
Q
= CIOMK.465634.001 PO mpexnae, 4eM MpecTymUTh K HACTPOWKAM COTJIACHO JaHHON
e WHCTPYKLUH.
N
X Jns nonumanuss npunuunoB padotel KII «kBAC-W» anMunuctpaTop O0JKEH
<
g O3HAKOMUTBHCS ¢ TOKyMeHTOM «KoMIuieke mporpaMMHBIN KPUOTOrpapUYeCcKOil 3aluThl
N uHpopmanuu ycrpoiicte mox ympasienuem OC Windows «BAC-W». PykoBoacTtso
§ oneparopa» BY.CIOUK.00464-01 34 01 npexne, yeM MNpecTynuTh K HacTpoilkam
I o
3 COIJIaCHO JAHHON MHCTPYKLIMH.

Wuctpyknust onuceiBaeT nopsaaok HacTpouku ITAK «BAC» u KII «BAC-Wy s
a
§ MOCTPOEHUS 3AIUIIEHHOTO COEIMHEHUS.
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1 Onucanue coeanHeHus (CTeHaa)

CxeMa MOJKIIIOYCHHUS YCTPOHCTBa, pabdoTatomiero moja yrnpasieauem OC Windows
(us  co3manms  crenma wucnosnb3oBamack  OC Windows 10), ¢ ycTaHOBICHHBIM
KIT «bAC-W» k 3ammmaemoit npu nomomu I[IAK «bAC» mojcern mnpuBeneHa Ha
pucyske 1.

be3omacHoe coenuHeHue oOecrneuynBaeTcs MyTeM IIHQPOBAHUS TEpeaaBacMbIX
JaHHBIX C  MCIOJIb30BAaHMEM  O€JIOPYCCKUX  KPUOTOrpaUuecKux  ajlfOPUTMOB,
onpeneneHasix B CTh 34.101.31-2020.

B nmaHHOM cueHapuum U1 CO3JAHUS  3AlMILIEHHOTO COEAMHEHUS OyIyT
ucnonb3oBanbl nmpotokoisl IKE (Internet Key Exchange) Bepcuu 2 ¢ ucnons3oBaHreM
pacimmpeHHOro npotokoia ayrentudukamuu EAP (Extensible Authentication Protocol),
cxema koroporo onpeneicHa B CTh 34.101.66-2014 n. 7.5 (EAP-BSTS).

[logxmouenne IIAK «bAC» Kk ceTm mnepemaunm JaHHBIX, a TaKXe K CETH

QJICKTPOIMUTAHUA TIPOBOAUTCA B COOTBCTCTBHH C PYKOBOI[CTBOM 10 J3KCITyaTallun

CIOHK.465634.001 PO.

a
~
a
3 VYcranoBka KII «BAC-W» Ha ycTpoiicTBO, paboTaroliee IMojA yHOpaBiICHHUEM
S .
é‘ OC Windows mpoBoauTcs B  COOTBETCTBUM C  PYKOBOJACTBO  OmepaTopar»
BY.CHOMK.00464-01 34 01.
S
N
N
2_ ethO: ethO: @ ethl: ethl:
Q 0.0.0.10 20.0.0.1 100.0.0.1 100.0.0.2f
t P
I —— U i ] TNAK«BAC»
o ethO:
10.0.0.1
g NoBM
i C YCTaHOBIEHHbIM
T KM «BAC-W»
@
R 10.0.0.10
a
X
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g
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2 Hactpoiika coequneHus (cTeHaa)

Jlnst HacTpoWKu coeMHEHUs (CTeHJa) HEOOXOJUMO BBINOIHUTH HACTPOMKY BCEX
ero cocrapisitomiux: HacTpouTh [TAK «BACy, I1K 13 3amuiiaemMbix MoJaceTen, a TakxKe
KII «<BAC-Wy.

s nactpoiiku [TAK «BAC» HeoO6X0ANMMO BBIIOTHUTH CIIEIYIONIUE ONEepaIiu:

— CMEHa NapoJjs aAMUHUCTPATOPA,;

— HACTpOMKa CETEBBIX UHTEP(PEIHCOB;

— HAaCTPOMKA 1aThl U BPEMEHU;

— yIpaBJjieHHE KIoueBoW uH(popmalmeil (reHepamnus KIOYEBOM Mapbl, SKCHOPT
OTKpBITOTO KJII04Ya M3 yCTpoiicTBa B BuE 3ampoca Ha noaydeHne COK wm ummmoprt
OTKPBITOr0 KJtoya B ycTpoiicTBo B Buge COK);

— HacTpoKa MpOrpaMMHOI0 00eCIIEUEHHU.

Hns Hactpoiiku [IK w3 3amuinaemMsix mojceTed HEOOXOAMMO BBIOJHHUTH
HACTPOWKY CETEBbIX MHTEP(PEICOB.

s nactpoitku KIT «k BAC-W»» HE00X01MMO BBITIOIHUTD CISAYIONINAE ONepaIliH:

a

~

a

3 — yIpaBJjieHue KItoueBoM uH(popmalmeil (reHepamus KIHO4YeBOM Napbl, SKCHOPT

S

é‘ OTKPBITOTO KIII04a W3 YCTpoilcTBa B BuUIe 3anpoca Ha nonydyeHne COK u ummopt
OTKPBITOTO KJtoua B ycTpoiictBo B Buae COK);

S o

\% — HaCTpOMKa MPOrpaMMHOI0 0OECIIeUeHUs.

§2|

S

n 2.1 Hactpoiika [TAK «bAC»

2

&

I

X

by o o

® Hns nactpoiiku ITAK «bAC» HeoOX0IMMO BOHTHM B €ro KOHCOJb, HCIOJIb3YS

@
TPAHCIIOPTHBIN JIOTHH Server u mapoas 11111111,

E server login: server

3 Password:

S server@server:~$

S

S

g
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2.1.1 CmeHna napoJisi a;AIMMHUCTPATOPA

BHUMAHHNE: CMEHA  TPAHCIIOPTHOI'O IIAPOJIA  ABJIAETCA

OBSI3ATEJILHOM

I[JISI CMCHBI I1apOJIA HGO6XOI[I/IMO BOCIIOJIB30BAaTbCA KOM&H,IIOIZ paSSWd, IIOCJIC 4YCTO

BBECTH TpaHCHOpTHBIM maposb 11111111, a 3aTrem 3agaTh W MOATBEPIUTH HOBBIM.

[Tapons momkeH ObITh HE MEeHEee 8 CUMBOJIOB.

server@server:~$ passwd

CveHa mapona gna server,
current password:

HoBeblli naponb :

MoBTOpUTE BBOA HOBOrO Napons :
passwd: naponb ycnewHo o6HOB/EH

2.1.2 Hactpoiika ceTeBbIX HHTepdeiicoB

Jlnst HacTpOMKH ceTeBBIX HHTEP(HEcOoB HEOOXOIMMO OTPENaKTUPOBATH (haiis

letc/network/interfaces npu momormu TekcTOBOro pefaakTopa nNano, 3amae IP-agpeca u

MacKu UHTEepP(DECcoB.

server@server:~$ sudo nano /etc/network/interfaces
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

auto lo
iface lo inet loopback

iface eth@ inet static
address 10.0.0.1
netmask 255.255.255.0
auto etho

iface ethl inet static
address 100.0.0.2
netmask 255.255.255.0
gateway 100.0.0.1

auto ethl

CoxpaHuTe U3MeHeHUs B Qaiisie, HakaB coueTanue kinasuin Ctrl+O, u BeriguTe u3

TEKCTOBOTO peaaKTopa NaNo, HaxkaB coderanue kinapuir Ctri+X.

Jluct
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2.1.3 HacTpoiika 1aTbl 1 BpeMeHH!

I[J'ISI YCTAHOBKH 4Tl W BPCMCHU H€O6XOI[I/IMO BOCIIOJIB30BaThCA KOMaHI[Of/i

date MMDDHHMmMYYYY

riae:
MM — mecHir;
DD — nens;
HH — gacswr;

MM — MUHYTHI,
YYYY —rop.

server@server:~$ sudo date 010112002022
[sudo] naponb gns server:
Cb AHB 1 12:00:00 +03 2022

Jns BetymeHus Bcex HacTpoek B cuity nepesarpysure [IAK « BACy.

server@server:~$ sudo reboot

2.1.4 YnpapJjieHue KJI04eBoil nH(popManueit

2

]

&

X

S

R .

Q s HapexkHOM ayTeHTU(UKAIMU yuyacTHUKU |PSec-coenrHeHus qOJDKHBI 00a1aTh
HEU3BJIEKAEMbIM JIMYHBIM KJIFOUOM, a TAK)K€ MAPHBIM €My OTKPBITHIM KJIIOUOM B COCTaBE

S

‘% ceprudukara. B cBsi3u ¢ 3TUM HEOOXOIMMO BBITIOJIHUTS:

i. — TEHEePaIMIO JIMYHOTO KJIH0Ya,;

I

S — (hopMHpOBaHKE 3aMpoca Ha BBITYCK cepTU(HUKATa OTKPHITOTO KJII0UA;

g — DKCIIOPT 3ampoca Ha MOJydeHHEe cepTUu(duKaTa OTKPBITOTO KIH0Ya,

X

3 — uMnopTt ceptudukara oTkpeiToro kimouda B [IAK «bACH.

o

Q . . .

[TocnenoBaTeTbHOCTH NEUCTBUS IO YIPABJICHUIO KIIFOUEBOW WH(OpMAIUEH omrcana

.'E B JokymeHTe «KoMiiekc mnporpaMMHO-anmapaTHeiii KpUNTOrpadudecKon 3aliuThl

]

& . .

N unpopmamuu  «BAC». HHcTpykuus 0o YNOpaBlIEHUIO KIIOYEBOM HH(POpPMALIUEH.

S

ét CIOUK.465634.001 1C21».
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B cBs3u ¢ tem, uro [TAK «bAC» OGyner ucnonb3oBathes B kKauectBe VPN-cepBepa

Ml IMOAKIHOYCHUA YAAJICHHBIX KIIMCHTOB, I/I,HeHTI/I(l)I/IKaTOP CepBepa JOJDKCH OBITH

MOATBEPXKIACH CepTUPUKATOM. ITO HEOOXOIUMO yUeCTh Mpu (GOPMUPOBAHUH 3ampoca Ha

BBIITYCK CCpTI/I(i)I/IKaTa OTKPBITOI'O KJIIO4Ya. OO06s3aTenbHO JOJIDKHO OBITH 3aITOJTHEHO IT10JIC

SubjectAltName. Pekomennyercs yka3aTh oTKpbIThIH IP-anpec [TAK «BACH.

2.1.5 HacTpoiika nporpaMMHOro oboecneyeHus

Hactpoiika mporpammuoro obecneuenuss [IAK «bAC»  3akmiouaercs B

penaktupoBanuu (aiina /usr/local/etc/ipsec.conf nmpu momMormy TEKCTOBOIO pelakTopa

nano.

server@server:~$ sudo nano /usr/local/etc/ipsec.conf

config setup

charondebug = "ike 1, lib 1, cfg 1, cnt 1"

# Add connections here.
conn %default

ikev2
24h

keyexchange
ikelifetime
lifetime = 5h

rekeymargin = 5m

mobike = yes

ike = belt_cfb-belt_hmac-prfbrng_hmac-ecp256bign-keyrep
esp = belt _cfb-belt mac

left = 100.0.0.2

leftsubnet = 10.0.0.0/24

leftid = 100.0.0.2

leftcert = cert0oool.cer

leftauth = pubkey

auto = route

dpddelay = 1800

dpdaction = clear

closeaction = clear

conn BAS-Client

right = %any

rightsourceip = 50.0.0.0/24
rightid = %any

rightauth = eap-bsts
rightsendcert = never

Jluct
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Coxpanute u3MeHeHHs B Qaitiie, HaxxaB couetanue kinasum Ctrl+O, u BeritanTe n3
TEKCTOBOT'O pelakTopa Nano, Haxas coderanue kiasum Ctri+X.

YcranoBka mapametpa lifetime = 5Sh caumaet ¢ CepBepa 3a1a4y KOHTPOJIS BpEMEHH
KM3HM KJTI04a U niepekiaapiBaet ee Ha Knuenrta. OiHako, 9T0 HE CHMXKAeT 0e30MacHOCTH
3anuieHHoro coeaunenus, T.K. B KII «bAC-W» peanuzoBaHbl HaJie)KHbIE MEXaHU3MBI
CMEHBI KJTI04a, U3MEHEHUS KOTOPBIX He nocTynHo Orneparopy.

YcranoBka mapamerpa mobike = yes BkioyaeT mpoTokoi mobike, mo3Bossromui
nepectpouts |IPsec-coequnenne 6e3 paspbiBa cBs3u mpu usmeHeHnn |IP-aapeca Knuenra.

VcranoBka mapamerpa dpddelay = 1800 3amyckaer MeXaHHW3M — MPOBEPKHU
otrkazaBumx coenuuenuid (DPD) uwepes 1800 ¢ (30 mun) orcyrctBus ot Kimenta
BXOJSIIEro Tpaduka. 3HAYEHHE OCO3HAHHO BBIOPAaHO OOJBIIMM, T.K. OTCYTCTBUE
Tpaguka oT yaaneHHoro KiMeHTa BIOJHE HOPMAaJbHO, @ BEPOSITHOCTh OTKIIIOUEHUS
ynanenHoro Kivenra Bbllie, ueM BeposATHOCThH oTkitoueHus: Cepeepa. Mexanusm DPD
ounmjaer Ha CepBepe uHpopmanuioo 00 oTkIOYeHHBbIX KimeHtax u ocBOOOXKIAeT
BbIJIEJICHHBIE UM aJipeca.

Crout oOpaTuTh BHUMaHUE Ha mapameTpsl leftauth = pubkey u rightauth = eap-bsts.

a

E OTO NPUBOAUT K TOCIENOBATEIBHOM ABYXCTyneH4YaToW ayTreHTudukanuu. JlaHHBINA

X

S MEXaHU3M TOBBIIIAET HAJEKHOCTh ayTeHTHU(UKAIMU KIHMEeHTOB, KOTOpBIE 3a4acTyIo

Q

= noakimouarorcs Kk CepBepy uepe3 HeNOBepeHHYH cpeny. Ha mnepBom 1mare

< ayrentudukanuu CepBep ayreHTuduimpyercs mnepen KimeHTOM, HCHONB3Yys CBOIO

L)

N

X KJIIo4eByto napy. M Tonbko mocie toro, kak KioueHT yOeauTcss B TOM, YTO MBITACTCS

<

g MOAKIIIOUUTHCS K JJOBEPEHHOMY CEPBEPY, BHITIOIHAETCS BTOPOH IIar ayTeHTU(DUKALIMKT —

X B3anMMHas ayTeHTuduKamus no nporokony EAP-BSTS.

q : :

< [MapameTp rightsourceip 3agaer myn IP-aapecoB, oauH W3 KOTOPBIX OYACT BBIICIICH

by

EE Knuenty. C storo aapeca KiueHnt 6yJeT oCylniecTBIATh 3allMIIIEHHOE COSMHEHHE.
3anyctute (nepesamycture) IPSec coequnenue

E server@server:~$ sudo ipsec restart

E Stopping strongSwanCont IPsec...

S Starting strongSwanCont 5.8.4 IPsec [starter]...

g

S

S

g
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Y6enutecs B ToM, uto mporpammHoe obecrnedenne I[TAK «BAC» moarpysuio
CepTH(HKAT OTKPHITOIO KJI0Ya M COMOCTABWIJIO €r0 C JHMYHBIM KIIOYOM, MOXKHO IPH

noMoIny koMas eI ipsec listcerts.

server@server:~$ sudo ipsec listcerts

List of X.509 End Entity Certificates:

subject: "CN=BAS@0001, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc nporpammHo-
annapaTHbi KpunTorpaduyeckoi 3awutbl uHdopmauum "BAC". Cepsep 3awmThl”
issuer: "CN=YU pna Tectuposanua, C=BY, L=r.MuuHck, 0=3A0 'HTL KOHTAKT""

validity: not before  Jan 1 00:00:00 2021, ok
not after Jan 1 00:00:00 2023, ok (expired in 365 days)

serial: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
altNames: 100.0.0.2

flags:

certificatePolicies:

1.2.112.0.2.0.34.101.78.2.70
authkeyId:  01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
sudjkeyId:  ©01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00

pubkey: BIGN 512 bits, has private key
keyid: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00
subjkey: 01:23:45:67:89:ab:cd:ef:00:01:23:45:67:89:ab:cd:ef:00

O Tom, urto mnporpammHoe obOecneuenne I[IAK «BAC» BepHO mnOArpY3UIIO
cepTUPHUKAT OTKPHITOTO KIHOYa U  COMOCTAaBMUJIO €ro ¢ JIMYHBIM  KJTFOYOM,
ceuzerenscTByeT 3amuch pubkey:  BIGN 512 bits, has private key.

Crout 00paTUTh BHUMaHKE Ha Haauuue mapamerpa altNames:  100.0.0.2. 910
3HaYeHWe ObLIO yKazaHo B moje SubjectAltName mpu ¢opmupoBanuu 3ampoca Ha
BBITyCK cepTudukata. OHO XK€ HCTIONb3yeTcs B KadyecTBe uiaeHTudukaropa Cepepa B

napameTpe leftid.

Jluct
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2.2 Hacrpoiika IIK

Hacrtpoiika IIK 3akimrodaeTcs B HacTpolike ceTeBoro wuHTepderica.

B IIK

Heo0X0uMo ycTaHOBHTH |IP-ampec, Bxomsmuii B 3anumaemyro nojacets 10.0.0.0/24, a B

KauecTBe OCHOBHOTO 1LTt03a yka3ath IP-agpec [TAK «bACy:

IP-anpec: 10.0.0.10
Macka noaceTH: 255.255.255.0
Ocuosnoii mumro3:  10.0.0.1
2
]
X
x
N
g
S
x
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N
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N
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2.3 Hacrpoiika KII «<BAC-W»

[Tpu nactpoiike KIT «bBAC-W» O6yneM UCXOIUTh U3 TOTO, YTO 3HAYCHUE BPEMEHU U

JaThl, & TAaKXE CETEeBble HACTPOMKM Ha YCTPOMCTBE,

KII «bAC-W)» BbITIOJIHEHBI KOPPEKTHO.

Ha KOTOpPOM YCTAaHOBJICH

KIT «BAC-W» pabGotaer B cucreMHOM Tpee maHenu 3amgad  OC Windows

(pUCyHOK 2).

Pucynok 2 — 3anymennsiiit KIT «BAC-W»

Oo6pamenue 3a pynkumsamu KIT «bBAC-W» ocymiecTBiseTcss depe3 KOHTEKCTHOE

MEHIO (PUCYHOK 3), KOTOPOE BBI3bIBAECTCS KIIMKOM MPABOM KJIABMIIM MBIIIU MO UKOHKE B

CUCTCMHOM TpEEC.
¥npaenedue VPM-npodunanm

MogknounTe
MHdopmauma o nogkarsy eHuin

OTEHYNTE

3anpoc Ha nosyYeHne cepTuduKaTa

¥ aaneHWE KAHOYa

MNpocmoTp #ypHanos

':-EMDTECTHFIDEEHHE

Hactpoiika
O nporpanme

Briog

Pucynox 3 — KonrekctHoe menro KIT «kbAC-W»

KIT «bAC-W» nognepxuBaet Tpu si3blka HHTepdeiica: aHTIMHCKHM, OenopyccKuit

)41 pYCCKI/Iﬁ. S3bIK HHTCp(I)CﬁC& YCTAaHABJIIMBACTCA aBTOMATHUYCCKM B 3aBUCHUMOCTH OT

s3pika  wHTEpdeiica  OC Windows.

KIT «bAC-W)» ¢ ncnosib30BaHUEM PYCCKOTO SI3BIKA.

Hactosmmii mMOKyMEHT oOmuchiBaeT paboTy

UM Jluct| N° gokym. [fTogn. |fara
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HEOOXOJMMO B KOHTEKCTHOM MEHIO BBIOpaTh IyHKT

CepTI/I(bI/IKaTa», ITOCJIC 4YCTO OT06pa3I/ITC$I OKHO, IIPCACTABJICHHOC HAa PUCYHKC 4.

ABJIAROTCA

2.3.1 ®opMupoBaHue 3aNPOca Ha BBINMYCK cepTU(UKATA

s popmupoBaHusi 3ampoca Ha TMOJyYEHHE CEepPTH(UKATA OTKPHITOTO KIIoya

M) 3anpoc Ha nonyueHue cepTdukaTa *

! OcHoBHbIE aTPMEYTHI . PaouMpeHHEe ETPHMEYTEI

ORWwees MMA

OnKcaHKe

Koa ctpaHel  |BY «
HaceneHHEIA MyHKT
ORNacTs 1 pakoH

NokansHelM agpec

COoKpalLEHHOE HA3BaHWE OpraHM3aLMK

MoapazasneHHe opraHusaLMA

Manka ANA coNpaHeHWA daIN0E KNKOHEBOra KOHTERHEPE M 3aNpoca

Cr\Users\WSS57\BAS-W A

MM A knkoHa

Maponb 3aWMThI KNKOHEEOrD KOHTEAHERE &
OmeHa Cozpam

DESKTOP-3KPMFGO-WS57

K.oMANEKT MPOrPEMMHBIA KpMATorpagMHEckDn AT MHDOPM aLM
YCTRPOWCTE NMog ynpasneHren OC Windows "BAC-W™

Pucynok 4 — 3anpoc Ha nojiyueHue ceptudukara

HeoOxoaumo 3anonHuTh BKIaIKy «OCHOBHBIE aTpUOYTHI».

«3ampoc Ha TOJIyYECHHE

Bo Bxmaake «OcHOBHBIE aTpuOyThD» OOSI3aTEIbHBIMM TOJSMU IS 3aMOJIHCHUS

«O011ee

uMs», «Hacenennwlii nyHKT», «CoOKpamnieHHOe

opranu3zanun», «Mms kiroda», «[laposp 3amTel KITIFOYEBOT0 KOHTEHMHEPAY.

Ha3BaHUC

ITone «061_[[66 HMsD) 110 YMOJYAaHUIO 3allOJIHACTCA 3HAYCHUAMHW HMMCHH XOCTa U

HMCHH TCKYHICTO II0JIb30BATCIIsl, Pa3JCJICHHBIMHU CHUMBOJIOM z(e(bnca. ITonp30BaTenb

MOXKECT HM3MCHUTH €TO. HpI/I 9TOM HCO6XOI[I/IMO HCIIOJBb30BATh YHHKAJIbHOC 3HAUCHMHC,

CrONK 465634.001 1C56
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KOTOpOE TO3BOJISIET uaeHTUGUIIpoBaTh [lonmp30BaTeNs MM yCTPOMCTBO, HA KOTOPOM OH
paboraet (DNS-ums, IP-anpec, ID ycrpoiicTsa).

Ha Brmaagke «PacmmpenHple aTpuOyTh» MPEACTABICHBI  JIOMOJHUTEIHHBIC
HeoOs13aTeIbHbIC JJIs 3aII0JTHSHHUS TIOJIS.

[Tocne 3amonHeHuss aTtpuOyTOB (PUCYHOK 5), HEOOXOAWMO HaKaThb KHOIMKY

«Co31aTb» BHU3Y OKHA «3arpoc Ha MOIyYeHHE CePTH(PUKATAY.

M) 3anpoc Ha nonyueHue cepTdukaTa *

OcHoBHEIE STPMEYTEl | PacumpenHsle aTpHEYTEI

Obwee uvA | Clientl

K.oMANEKT MPOrPEMMHBIA KpMATorpagMHEckDn AT MHDOPM aLM

Onmcatne YCTRPOWCTE NMog ynpasneHren OC Windows "BAC-W™

Koa ctpaHel  |BY «
HaceneHHI NyHET |, MuHoK
ORNacTs 1 pakoH

NokaneHel agpec | nep. CTYOEHYECHAn 7

COKPALEHHDE HE3BAHWE OPraHusaL | 3AQ "HTLL KOHTAKT™

MogpazaeneHye opraHuzEaLnmMM

Manka AnA coMpaHeHWA daEIN0E KNKOYEB0rD KOHTERHEDE M 3anpoca

Cr\Users\WSS7\BAS-W =
MmaA wmoqa | Clientl

Mapone 3alKThl KNKHEBOD KOHTEAHEDS  |sssssass &

OmeHa Cozpate

PucyHnok 5 — 3anofnHeHHbIe aTpUOyTHI 3aMpoca Ha NoJydyeHue cepTudukara

Ecnu monst 3amojiHEHbl KOPPEKTHO, IOCIE HaxkaTthsg Ha KHoOnKy «Co3gaTb»
oTkpoercsi okHO «Hakoruienue ciyuyaiiHocT». B HeM HEOO0XOAMMO HAaKOIUTh
CIIy4ailHOCTH J1J1l UHULIMATIM3ALKY KpUNTOrpaduyeckoro reuepaTopa rnceB1ociyyaiHbIX
YyCcell MyTeM Ha)xaTHsl KJIaBUILIU KiIaBuaTypsl. [1o Mepe HakomieHus ciy4aitHOCTH Oyner

3aIOJTHATHCS MHAUKATOP BBIMOJIHEHHS (PUCYHOK 6).

Jluct
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M) Hakonnenuwe ciydaiiHocti x

MoranyicTa, HEHMMEHTE KNSBMIWL W KNEBWETYPEl ANA HSKDOMNNEHMA CAY4ERHOCTI

Pucynok 6 — HakoruieHue ciyqaiiHOCTH

ITocne TOI'o, KaxKk 6yI[€T HaKOINNICHO AOCTATOYHOC KOJIHNYCCTBO Cﬂy‘{aﬁHOCTI/I, 6y,Z[eT

CTCHEpPHpPOBaH M YMAKOBaH B KOHTEHHEp JIMYHBIA K04, U CHOPMHUPOBAH 3ampoc Ha

noJrydeHue ceprudukara (pUCyHOK 7).

Knouesoi KoHTERHED YENELLHO CO3A3H W COXPaHeH B daline
Ch\ Users\ WSS BAS- W KeyContainer_Client1.ssc.

3anpoc Ha NoMyYeHWE CEpTUGMKATAE YONELIHD CO3A3H W COXpaHeH B daine:
ChUsers\ W55 BAS-Wh CertReq_Client1.der.

) DopMUpOBAHWE 3aNPOCE HA NOYYEHNE CEPTUHNKETE ot

Pucynoxk 7 — CoxpaHeHue 3anpoca Ha NoJlydeHHe cepTudukaTa

Jlnst BeImycka cepTudUKAaTa OTKPHITOTO KI0Ya HEOOXOAMMO HSKCIOPTUPOBATH

MOJIyYeHHBIA 3alpoc Ha TOJydYeHHE cepTu(ukaTta W3 YCTPONCTBA, HAa KOTOPOM

YCTaHOBJICH

VY nocrosepstortuit rieHTp (VII).

KIT «bAC-W)»

TOO0bIM  yIOOHBIM ~ CHOCOOOM M Tepenathb

2.3.2 Amnopt cepruduxaron YL

B

Hns ycnemnoro noakitoueHusi k Cepepy Knment nomken umers COK «Toukm

JOBEPHs». DTOU «TOYKON AoBepus» MOxeT ObITh cam Cepep min Y1, BeITyCTHBIIHIA

Ceptudukat myst Cepsepa. B cBsizu ¢ atum, Knmuenty neooxonumo umets COK Ceprepa

u/umun kopueBble Ceptudukarel YII, BemyctuBmmx COK Cepsepa. [ns storo COK

Cepsepa n/unu kopHeBble CepTuduxarbl Y1 10/KHBI OBITH TTOMEIIEHB B (PaliIoByrO

CUCTEeMY yCTpOMCTBa, HAa KOTOpoM ycTaHoBieH KIT «BAC-Wy.

H3M
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[Tocne nmepBoro 3amycka KIT «kbAC-W» co3naet cBoto manky ¢ umeHeM «BAS-W» B
narnke moJsib3oBatesss OC (o0brano C:\Users\<UserName>\).

CraagaptasiMu cpeactBamu OC co3manum B manke «BAS-W» manky «CA» u
nomecTuM B Hee kopHeBble Ceptudukarsl Y1, BeimyctuBmux COK Cepsepa.

CranmaptaeiMu cpeactBamu OC coszmanum B manke «BAS-W» manky «CRL» u
MIOMECTHUM B HEe JICHCTBYIOIIHMI CIICOK OTO3BAHHBIX CEPTUPHUKATOB.

[Tonb3oBatensckuii COK (BhIMyIIeHHBIN 10 3anpocy c(hOopMUPOBAHHOMY COTJIACHO

2.3.1) momectum B manky «BAS-Wh.

2.3.3 Co3nanue VPN-npoduias

s ynpasnenus VPN-npodunsmu HE0OX0IUMO B KOHTEKCTHOM MEHIO BhIOpATh
nyHKT «Ynopaiaenue VPN-mpopuiasimu», mocie 4ero  oToOpa3uTcs  OKHO,

MMpcaACTAaBJICHHOC HA PUCYHKC 8.

M Ynpaenenne VPN-npodunamm x
BPACE |:|]3na'|1:.
pubkey

WMnopmipoBaTs

Pucynox 8 — Ynpasnenue VPN-tipoduisimu

B okne «Ympasnenne VPN-npodunsmMm» pacnosiokeHa 007acTh CO CIUCKOM yiKe
cymectBytomux VPN-npoduneit u kHonku jyis ynpasieHus. C MOMOIIBI0O 3TOTO OKHA
MOHO CO3/1aBaTh W HMMOpTUpoBaTh HOBBIe VPN-mpodmiu, a Takxke pegakTupoBaTh,

KOIMMPOBATh, YAAIATh U SKCIIOPTUPOBATh yke cymiectByromiue VPN-ipodun.

Jluct
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Hna coznanust HoBoro VPN-mpoduns B okae «Ympasnenue VPN-npodwumsimmy

Heo0xoauMo HaxaTh KHONKY «Co3aatey». Otkpoercs okHO «Coznanue VPN-npodumns»

(pucyHok 9).

Cepaep

Appec

CepTidMEaT

MaeHTdMEETOp

CepmidukaTs! Y,

COC'rI

Knnent

HazeaHue VPM-npodna

Tun ayTeHTHgMKELLAIM

CepmidukaTt

K.nro4eE0i KOHTERHED

MaeHmadraTop MoriH

Mapons

A Cozpanue VPN-npoduns >

{ DCHOBHEIE NEPEMETPEI | PaciuMpeHHLIE NapaM eTpkl

NoxkanbHbiE PENOSH TOPHH

EAP-BPACE (Norun/Mapone) w

OmeHa Coznate

Pucynok 9 — Coznanune VPN-nipoduiis

Jnst cosmanus VPN-mpoduns wHeoOxomumo 3amoiaHuTh BKIAAKy «OCHOBHBIC

napameTpol» (pucyHok 10).

[To ymomuanuto KII «kBAC-W)» wucnonb3yer «CTpPOryw IpoOBepKy cTraryca

ceprudukKaray. IT0 03HAYALT, YTO AyTCHTU(PUKAIINS 3aBEPIIUTCS OMMOKON HE TOJBKO,

ecnu cepTudUKaT cepBepa ObLI 0TO3BAaH, HO U €CJIM €ro CTaTyC HE yAaJOCh YCTaHOBUTH

(manpumep, u3-3a c6ost OCSP u orcyrctBus aeiicteurensaoro COC).

Ecnu momutuka opraHuzanuu He TpeOyeT MCMOJIb30BAHUSI «CTPOTOM MPOBEPKHU

craryca cepTtudukaTay, TO MOXKHO HCIIOJIb30BaTh «HECTPOTYIO MPOBEPKY CTaTyca

CrONK 465634.001 1C56
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cepruukaray. Jlusg STOro HEoOXOAUMO TmMepedTH Ha BKIaAKy «PacmmpeHHbie
napaMeTpbl» U CHATh rajiouky «CTporas poBepka craTyca cepTudukaray.

CHsaras ranouka «Crporas mpoBepka craTyca cepTudukaTay O3HadaeT, 4TO B
cllydyae, KOrja He yJajoCh YCTaHOBUThb CTaTyc cepTU(HKaTa cepBepa, OH CUUTAETCA
JEUCTBUTEIIBHBIM.

BHUMAHMUE: Cuumas ramouky «Ctporasi mpoBepka cTaTyca cepTu(uKaray,
[Tosnp30BaTeNb NOATBEPKIAAET, YTO OH OCO3HAET, YTO €ro JEUCTBHE MOXKET IPHUBECTH K
CHIKEHMIO O€301aCHOCTH MOAKIIIOUEHHUS.

[locne 3amonHeHWs BceX MapaMETPOB HEOOXOAUMO HaxaTh KHOMKY «Co31aThy»

BHH3Y oKkHa co3aanust VPN-tipodus.

M Cozganwe VPN-npoduna *
OCHOBHEIE NEPEMETPEl | PacuMpeHHLIE NapaM eTpkl
Hazeanwe VPM-npodwuna BSTS

Cepaep
Agpec (100,002

CepmidmiaT =

© MaeHTMdMEETOp
&
< NoKanbHbIE PENOSHTOPHA
N
g: CepmiduraTtel YU, [CUsersWSSTBAS-WICA l'ﬁ' oo
N

COCH | C:\Users\WS5T\BAS-WI\CRL CAIR
\§ Knmnenr
; Tun ayTeHTMdikaE | EAP-BSTS (Cepmidiaka T/ M4HBIA Knkod) w
°:E Cepmadirat | C:iUsersWSSTFBAS-W\Cert_Clientl.cer ll,? oy
X
- Knioqesol koHTERREp | C:iUsers\WSSTBAS- W \KeyContainer_Client1.ssc oo
g WaeHmudwraTopMoruH
I
X
s Mapone @
S
Q

OmeHa Co3gaTe

0
3
< Pucynok 10 — Hactpoennsiit VPN-nipoduiib
S
Q
N
S
S
‘F
b4 Jincr
g CrOUNK.465634.001 UC56 ”
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[Tocne naxatus Ha kHONIKY «Co3naTey» okHO co3nanusi VPN-npoduiis 3akpoercs u
CTaHET aKTHBHBIM paHee OTKphIToe OKHO ynpaieHus VPN-npoduisamu.

B criucke VPN-tipodmieit otodpasutcs cozpanusiii VPN-nipodmis (pucynok 11).

M ¥npaeneHne VPN-npodunami >
nubkey
BSTS MMnopTMpoEaTE

Pucynok 11 — Okno «Ynpasnenue VPN-nipopuiasimu» ¢ coznanabiMu VPN-nipopuisimu

Nma VPN-npoduna umeer crnenyrommii Bug: « VPN Ha3BaHue», rae Ha3BaHUE —
3HaueHue, BBejieHHoe B nosie «HazBanue VPN-npoduis» B okHe co3nanus mpoduis.
MoxHo co3nate J00oe konuuectBO  VPN-mpoduneii. Bce onu  OyayT

O0TOOpakaTbcs B BUE criicka B okHe ynpasienus VPN-nipodussimu.

2.3.4 YcraHoBka nojakjaodenust kK VPN-cepBepy

Jns nogxmoueHuss k' VPN-cepBepy HEOOXOOUMO 3aKpbiTh OKHO «YTIpaBieHUE
VPN-npopunsmu» (ecau OTKphITO), U BbI3BaTh KOHTeKCTHOEe MeHIO KII «bAC-Wy,
HABECTU KYpCOpP MBIIIU HA MYyHKT «[IOAKIIOYUTE» M B MOSBUBILIEMCS] CIIUCKE MOIMEHIO

BoIOpaTh HYXHbIH VPN-tipodmiis (pucyHok 12).
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¥npaenenue VPM-npodwnanm

MogknounTe > EPACE
HMHdopmauma o nogknoyeH il BSTS
OTEMOUNTE pubkey

3anpoc Ha NoyYeHne cepTidukaTa

MpocmoTp #xypHanos

CamoTecTi poBdHKE

Hactpoiika
O nporpamme

Boroog

Pucynoxk 12 — Bei6op VPN-mipoduist 17151 o AKIII04eHUS

Ecnmu nipu coznannn VPN-nipodguist He ObLI yKa3aH maposib ayTeHTHU(UKAIMHU, TO
nepel NOAKIIOYEHHMEM OH 3allpallliBAaeTCs C IIOMOIIbI0 OKHA C IOJEM JUIs BBOJAA

(pucyHok 13).

M 3anpoc napona >

o — BeegMTe Naponk ayTeHTHAMKELIMA
',B ' ' VPM-npodwna ‘BSTS
X
N |
S
S
S
\§t Pucynok 13 — 3ampoc naposist K KIIF04eBOMY KOHTEHHEDPY
Qé
g [Ipu Bemonnenun mnonkmouenne VPN-npoduns wkonka KII«bAC-Wy» B
X
= CUCTEMHOM Tpee MEHSET LBET (DOHA Ha >KENThIN, a MPHU HABEIACHUU Kypcopa MBIIIN Ha
&
g HEee BCIUIBIBAET TEKCTOBOE COOOIICHHUE, TTPEACTaBIEHHOE HAa pUcyHKke 14.
by
3 WPM-knneHT BAC-W
Q BeinonHaeTca NoAKNHYEHWE...
15:31

! ENG
o ° & 10.07.2023 &
R
X
X Pucynok 14 — Ilogkmouenne VPN-mipodumns
g
Ry
S
S
g
5
< Jlncr
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[Ipu ycnemnom mnoakmoueHun VPN-mpoduns otoOpaxaercs BCIUIBIBAIOLICE

coobmienue (pucyHok 15), don uxonku KII «bAC-W» B cucTeMHOM Tpee CTaHOBUTCS

3CJICHOI'O LIBCTA, a IPH HABCACHHUU KypCOpa MbIIIM HAa HMKOHKY BCINIBIBACT TCKCTOBOC

cooOmienue ¢ napopmarmeit o ToM, kakoit VPN-tipoduis ceiiuac moakiItoueH, U KaKkon

IP-anpec Ha3HaueH KIMEHTY (PUCYHOK 16).

OpenJDK Platform binary

VPN-npodwuns ‘BSTS' noagknoueH

Pucynox 15 — Ycnemnoe noaxintouenne VPN-tipoduis

VPM-knuent BAC-W
Mogkniouen VPM-npodune 'BSTS

EQN N

Haznauen agpec 50.0.0.2
15:33
EMNG
@ 10.07.2023 El

Pucynok 16 — Madopmarus o VPN-nogkmoueHIn

H3M
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3 [IpoBepka paboTOCNOCOOHOCTH

Jns  mpoBepku pabOTOCIOCOOHOCTH COCIWHEHHS (CTeHIa) HEoOXoAuMO C

ycTpoiicTBa, Ha KoTopoM yctanoBieH KIT «bAC-W» BeimosauTs ping TIK 1.

C:\Documents and Settings\AgmuHucTpaTop>ping 10.0.0.10
ObmeH nakeTamu ¢ 10.0.0.10 no 32 6aiT:
OTBeT oT 10.0.0.10: uyucno 6ainT=32 Bpema<imc TTL=64
OtBeT oT 10.0.0.10: ynucno 6anT=32 Bpema<imc TTL=64
OTBeT oT 10.0.0.10: uyucno 6ainT=32 Bpema<imc TTL=64
OtBeT oT 10.0.0.10: 4ynucno 6anT=32 Bpema<imc TTL=64
CtaTtuctuka Ping ans 10.0.0.10:
MakeToB: oTnpaBneHo = 4, nonyyeHo = 4, noTepsaHo = @ (0% noTepb),
Mpuban3nTenbHoe BpemMA npuemMa-nepefayn B MC:
MuHUManbHoe = 1 mcek, MakcumanbHoe = 1 mcek, CpepHee = 1 mcek

Y6€I[I/ITBCH B TOM, 4YTO IICpcaada MdaHHBIX HACT II0 3allIUMIICHHOMY TYHHCIIIO,

MOJKHO, oiaB koMaHty Ipsec statusall B komauaayro crpoky [TAK «BAC».

server@server:~$ sudo ipsec statusall

Status of IKE charon daemon (strongSwan 5.8.4, Linux 4.19.194-ckt-bas, x86_64):

uptime: 60 seconds, since Jan 1 13:00:00 2022

malloc: sbrk 2297856, mmap @, used 260720, free 2037136

worker threads: 11 of 16 idle, 5/0/0/0@ working, job queue: ©/0/0/0, scheduled: 3

loaded plugins: charon random nonce x509 revocation constraints pubkey pkcsl pkcs7 pkcs8
pkcs12 dnskey pem fips-prf gmp xcbc cmac hmac contactcrypto usbbar bpki attr kernel-netlink
resolve socket-default stroke vici updown xauth-generic dhcp counters eap-bsts eap-bpace

Virtual IP pools (size/online/offline):

50.0.0.0/24: 254/1/@

Listening IP addresses:

10.0.0.1
100.0.0.2

Connections:

BAS-Client: 100.0.0.2...%any IKEv2, dpddelay=1800s

BAS-Client: local: [100.0.0.2] uses public key authentication

BAS-Client: cert: "CN=BASQ@001, C=BY, L=r.MuHck, 0=3A0 "HTL KoHTakT", D=Komnnekc
NpoOrpaMMHO-annapaTHblii KpunTorpadpuyeckon 3awntsl uHdopmauum "BAC". Cepsep 3awuThl"

BAS-Client: remote: uses EAP_BSTS authentication

BAS-Client: child: 10.0.0.0/24 === dynamic TUNNEL, dpdaction = clear

Security Associations (1 up, @ connecting):

BAS-Client [1]:ESTABLISHED 15 seconds ago, 100.0.0.2[100.0.0.2]...20.0.0.2[CN=Clientl,
C=BY, L=r.Munck, 0=3A0 "HTL KoHTakT", D= KoMnaeKC nNpoOrpamMmHblii KpUnTOrpadpuyeckon 3awuThl
WHPOpMaLmMK ycTpoicTB nog ynpasnennem OC Windows "BAC-W", STREET=nep. CTygaeHuyeckuit 7]

BAS-Client [1]:IKEv2  SPIs:  ©974252c95682c2f i  400423399128d35d _r*,  public  key
reauthentication in 23 hours

BAS-Client [1]:IKE proposal: BELT_CFB/BELT HMAC/PRF_BRNG_HMAC_HBELT/ECP_256 BIGN

BAS-Client {1}:INSTALLED, TUNNEL, requid 1, ESP in UDP SPIs: cbe8a626 i c9e7890e o
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BAS-Client {1}:BELT _CFB_256/BELT_MAC, 240 bytes i (4 pkts, 13s ago), 240 bytes o (4 pkts,
13s ago), rekeying in 4 hours
BAS-Client {1}:10.0.0.0/24 === 50.0.0.1/32

Kak BUIHO W3 TOCIETHUX ABYX CTPOK, YCTAHOBIICH TYHHEIh MEXKIY IMOJCETIMU
10.0.0.0/24 === 50.0.0.1/32, mo TyHHemo ObUIO TepedaHo IO 4 makera B KaKAYIO
CTOPOHY, 3aIIUIICHHBIX ITpH oMoty anroputmMo BELT _CFB_256/BELT_MAC.

[TomyunTs nHGOpMaNHIO 0 moAkIoueHn MOKHO U B KIT «BAC-Wh.

Korma VPN-mpoduns mnoakmodeH B KoHTekcTHOM MeHi0  KIT «BAC-Wy»
CTAaHOBHUTCS TOCTYIeH NMyHKT «MH}opmaIus o moaKIIO9eHnn», TP BBIOOPE KOTOPOTO
OTKPBIBACTCS OJTHOMMEHHOE OKHO (pUCYHOK 13).

A VIHGOPMELIMA 0 MOAKTIOHEHIM X

YCTEHOBNEHD NOAKMoHeHe VPMN-npoduna ‘BSTS'

=)
50.0.0.1/32 10.0.0.0/24 E

20,0.0,10:60745 100.,0.0.2:4500
Anropumiel IKE:  BELT_CFB/BELT_HMAC/PRF_BRMG_HMAC_HBELT/ECP_255 BIGM
Anropumiel ESP:  BELT_CFB/BELT_MAC

OmpaeneHo
fakTos: 240, nakeTos: 4

MpUHATD

bakTos: 240, nakeTos: 4

CMeHa knioHel Beina 12 cek Hazan, Cnenywolan cMEeHa KNkoHe Jyepes 2y

MepeayTeHTMMkaLwA Deina 12 cex Hazan. Cnegyowan NepeayTEHTARMKELMA Yepes 23 4

Pucynok 13 — Mnpopmanust o noaxItoueHun

Kak BuaHo u3 «MHpopManuu O MOIKIIOUCHUN», YCTAHOBJICH TYHHEIb MEXIY
noacersimu 50.0.0.1/32===10.0.0.0/24, no TynHemto ObLIO mepenaHo mo 4 makera B

KaXIy10 CTOPOHY, 3alUIIEHHBIX pu ITOMOIIHN aJITOPUTMOB

BELT _CFB_256/BELT_MAC.
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